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Digital Image Forgery Detection Framework based on
Image Feature Enhancement and Ensemble Learning

Hyunsun Kil*!, Jiho Kim**, and Hongchul Lee**
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Abstract

In the digital environment, forged images are generated indiscriminately, requiring automated detection system with
adaptability and versatility. The limitations of existing studies are that they detect only certain types of manipulation
or propose models that are limited to a specific situation, making it difficult to extend to various environments. In
addition, there is a lack of research utilizing data that reflects the latest forgery trends. Therefore, This paper
proposes a scalable and robust deep learning-based framework for effectively detecting diverse and novel types of
digitally forged images. To address this we applied feature enhancing on forged images and ensemble learning on
multiple deep learning-based models. The main results are that the ensemble of five Convolutional Neural Network
and Vision Transformer-based models showed an accuracy increase of at least 3.45% and up to 10.4% compared to
the baseline model, and confirmed that feature-enhanced image was effective in improving detection performance.
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2.1 Deep learning—based image forgery detection
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2.2 Applications of Ensemble Learning
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3.2 Dataset
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Fig. 2. Example of original and forged image
(@) Original image, (b) Forged image
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Table 1. Summary of the train and test dataset
DISC21 dataset

Train Validation Test

Class Images
Original | 10,000 8,000 1,000 1,000
Forged | 10,000 8,000 1,000 1,000
Total 20,000 16,000 2,000 2,000

3.3 Feature enhancements
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Fig. 3. Examples of feature extracted and enhanced images
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34 Deep learning—based image forgery detection
models
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Table 2. Complexity of models

Models Parameters Layers
VGG16 138M 16
VGG19 144M 19
ResNet-50 2.5M 50
ResNet-152 6M 152
MobileNetV2 3.4M 53
EfficientNet-b0 5.3M 237
EfficientNet-b7 6.6M 813
ViT 86.6M 12
Swin transformer 87.8M 24

3.5 Ensemble learning
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IV. Experiments
4.1 Experiment setting

4.1.1 Hyperparameter setting
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Table 3. Optimal hyperparameters

Input size 224X 224 3
Optimizer SGD
Learning rate 1e-3, 162
Weight decay le4
Optimizer momentum 09
Batch size 32, 64
Training epoch 100

4.1.2 Evaluation
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Recall = 10— (10)

2 X Precision X Recall (1)
Precision + Recall
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Table 4. Confusion matrix

Confusion matrix - Eredicted dass
Original Forged
True Original TP FN
class Forged FP TN
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4.2 Experiment results

4.2.1 Feature enhancement results
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Fig. 7. Example of original and feature enhanced image
(a) Forged image, (b) Feature enhanced using adaptive
thresholding, (c) Feature enhanced using canny edge

detection, (d) Feature enhanced using both
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Table 5. Comparison between experiment results of
original and feature enhanced forged image

. Cann .

Models Original thréeds?%:\é?ng edgfey lés;?hg
Cetection

VGG16 7890 83.40 80.80 79.95
VGG19 74.30 83.45 80.75 81.35
ResNet-50 | 75.70 79.20 78.75 75.30
ResNet-152 | 72.80 77.70 76,65 72.80
MobileNetV2 |  79.20 79.40 7895 77.30
EfficientNet-00 | 80.30 81.65 8290 79.95
EficentNet-b7 | 81.25 80.00 82.70 81.60
ViT 72.80 7190 76.85 72.30
omn | 7825 | 7960 | 7950 | 7290

4.2.2 Ensemble results

% 5004 97le] mAolA 4 FEE 5 o]y oFlA 224 AE Aol M $4% »d 5]
A 2% AZ AL Fold 2= 9tk ALA 9 & Agste HgES s ® 62 Add
se 5% 54 A3t A% o F 7l mdelx AT 2RO oS e,

I 6. Motst mEo| Ay A}
Table 6. Experiment results of proposed model
Baseline Feature enhanced using
Models adaptive thresholding
Acc(%) Prec(%) | Recall(%) F1(%) Acc(%) Prec(%) | Recall(%) F1(%)
VGG16 7890 82.82 77.18 79.90 8340 90.82 79.38 84.71
VGG19 74.30 76.21 73.88 75.02 8345 86.77 81.69 84.16
EfficientNet-b0 80.30 88.35 7643 81.96 81.65 86.38 79.26 82.66
EfficientNet-b7 81.25 83.71 80.15 81.89 80.00 88.06 76.17 81.68
Swin-base 7825 78.87 78.33 78.60 79.60 83.02 78.09 80.48
Qurs - - - - 84.70 89.54 81.93 85.57
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Table 7. Comparative results

Ours 43] [44]
Accuracy(%) 84.70 81 7290
Base model Ensemble CNN CNN
Dresden
Dataset DISC21 image CASIA20
NC2016
database
Multi model (0] X X
Training data 16,000 <14,000 13,000
Feature 0 X X
enhancement
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