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Enhanced Mechanism for Randomized Selection of Block Producers
with Traceability in Token—based Blockchain Environments
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Abstract

In the past, data produced from a centralized device or device was consumed in a limited-scale network or single
device. However, with the activation of IoT, recent data generated by IoT has changed to be recordable by external
devices, not only being consumed by the device itself. The collected data is being utilized as data for improving user
convenience. In addition to simple data generation, it is being utilized in various ways such as renting and trading
objects, and authentication. Therefore, there is a demand for enhancing the integrity of data generated by devices. In this
paper, we propose the concept of tokens, which allocate one-time block validation authority to random users on the
blockchain network, as a means to authenticate block validation authority in blockchain. Furthermore, we suggest a
token-based blockchain environment to prevent tokens from being intentionally transferred to other nodes by third parties.
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Fig. 1. Overview of token distributed network-based trading mechanism



168 £28 259 44 225 FUA 248 29 424 48 AU

V. E2 FHY =5 SN A M EZ 74 ZEoA9 ool & 13 2.
72t =
s} HAHLS A
i i Table 1. abbreviation
B2 £43 BS 394 $A9 4E 43 o7 76 | Corcen
UE2 7€y EEY ESAY SHAAY A SPK | Server's Public Key
EZ 33 EB719 BEE XA o5k 22 HER SSK | Server's Secret Key
37] 95 = 714 mES Aok} TGSK | Token Creator's Priva.tg Key |
0] 2Ao sslslo] o=l HZol A g TGID | Token Creator's Identification Information
B2 FA2 s *]_BH =59 A4 HA Tk | Private Key of Public Key Pair Gontained in
AN HEIAE Agshs AMSAN EZs 22 the Token
S EE 3= EZ 234 g EZ Y BE TNSK | Token Node's Private Key
oA oteld EZ A WE uHEE uxe TNID | Token Node's Identification Information
= T e} sy mhak=3

BF 7 REAME 7IRA0E ANLE AT pa0 oy sz2o smg woo Awgue
oh= Z1Eel WS ZHIRTE kA A el S g2 ame) mase orssisiel BE y)
T ETE I5F =E AHS SR A3 = Lo ng aned Add Ao B2 vl
£ AR NS FHAT I8 2= B2 F g gagn
2 o] AWl WA e Hol= Aol

&
33
v x
m
S 3
(=]
-

network

" Initial Token distribution

3 Sp(TGs(Hash(Token, TGp)))

3 S¢c(Hash(Token, TG))

4 Block, Hash(Block), Tg(Hashi(Block)), Hash(Token Validation)

%) Verifying Blocks and Tokens

€ Request ID

? TNge(Hash(TN,o)

8 Send Token

9 TNgy(Hash(Token, TN,y))

10 Sy (Hash(Token, TNs))

" Block, Hash(Block), T¢c(Hash(Block)),
Hash(Token Validation)

12) Verifying Blocks and Tokens

O 2 EE FH EE SEE
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Table 2. Comparison and analysis of proposed mechanism

Token Proposed
blockchain mechanism
Proof subject Token Token
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