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Abstract

In the field of anomaly detection, specific cases such as credit card fraud detection and failure detection often
have unevenly distributed major and minor classes that can lead to substantial errors in classification prediction
performance. To address this issue, researchers have actively pursued data-level approaches such as sampling, resulting
in many achievements. This study proposes a cluster-based undersampling method that reflects the distribution of the
majority class population using Kullback-Leibler Divergence. This method minimizes information loss, a major
drawback of undersampling, by extracting samples that are most similar to the probability distribution of the majority
class data. In this study, experiments were conducted under various conditions such as class imbalance, sample size,
and feature dimensions to demonstrate that the proposed undersampling technique outperformed the existing
methodology.
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Fig. 1. Cluster-based undersampling based on distribution similarity verification(CSSMC)
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Table 1. Simulation conditions

No. Experiment conditions
1| Distribution Gaussian mixture
2 | Original size 50,000
3 | Imbalanced ratio 1% [ 10%
4 | Feature 510/15/20/25/30
5 | Cluster 10/20/30
6 | Sample_size 5000/1000/15000/20000
7 | Model LightGBM
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Table 2. Performance for sample data (IR 1:10)

Number of Resample
features 30 Y=0 Y=1 F KLD
1| RUS 3,506 3506 | 0.79 717
2 | CNN
3 | ENN 34,994 3506 | 0.88 0.00
4| TL 34,966 3506 | 0.88 0.00
51 0SS 34,204 3506 | 0.88 0.01
6 | NCR 28274 3506 | 0.88 0.10
7 | RENN 34,849 3506 | 088 0.00
8 | K-means* 059 6.27
9 | K-medois* 3,506 3506 | 0.73 10.09
10| RUS* 0.79 717
3,506 3506 | 0.77 7.59
5,000 3506 | 0.76 473
1) CSSMC 10,000 3506 | 0.86 148
20,000 39506 | 0.89 0.19
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Table 3. Performance for sample data (IR 1:100)

Number of Resample
features 30 Y=0 Y=1 i KD
1| RUS 346 346 0.21 10.56
2 | CNN
3 | ENN 35,004 346 0.59 0.01
4 | TL 34,999 346 0.59 0.01
51 0SS 28,852 346 0.59 0.41
6 | NCR 34,054 346 0.62 0.01
7 | RENN 34,983 346 0.53 0.01
8 | K-means* 0.04 8.93
9 | K-medois* 346 346 0.15 9.04
10| RUS* 0.21 10.56
346 346 0.26 922
5,000 346 0.73 0.19
11| CSSMC
10,000 346 0.60 0.05
20,000 346 0.67 0.02
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Table 4. Performance for mixed data (IR 1:10)
Numeric 20 Numeric 10
Method Nominal 10 Nominal 10
F1 KLD F1 KLD
K-means* 026 | 1346 | 020 | 19.99
K-medois* 0.60 669 | 050 497
RUS* 066 | 483 | 056 352

3506 | 065 | 480 | 057 3.56
CSSM 5000 | 070 | 309 | 061 2.24
C 10000 | 076 | 094 | 067 0.68
20,000 | 080 | 012 | 071 0.09
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Table 5. Variable description for card fraud data

Variable Variable descriptions

id Unique identifier for each transaction'

Anonymized features representing various

V1-V28 | transaction attributes (e.g., time, location,
etc.)

Amount | The transaction amount

Class Binary label indicating whether the

transaction is fraudulent (1) or not (0)

4ol WEY A5 BAGLA S Aol B

2 oot

o2 oA AEF oA 283 LGBEEH dto]
Ay HE E‘Q%}Hl A3 O CSSMCY]
cluster®} MZ = ZH7F 15, 20,0002 AA 3G

T A ol E JJrZELE}.

E 6. Card fraud HIOIEf Msgot ZIHE7&H| 1:580)
Table 6. Performance for card fraud data (IR 1:580)

Number of Resample

features 30 Y=0 =1 i KLD
1 | K-means* 331 331 0.01 125.6
2 | K-medois* 331 331
3 | RUS+ 331 331 | 008 1701
4 | CSSMC 20,000 331 | 081 42
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