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Abstract

The recent popularity of cryptocurrencies has led to a surge in illegal activities such as phishing and money
laundering that take advantage of their characteristics. In particular, the number of online phishing and scam crimes
using Ethereum is increasing, Therefore, there is a need for an effective way to detect Ethereum-based phishing and
scams. In this paper, we propose an attentions-based 1D CNN model that can detect phishing activities by utilizing
Ethereum on-chain data collected in real-time. The key feature of our model is the structure of a 1D CNN combined
with an attentional mechanism that recognizes temporal patterns in transaction data to predict phishing. To evaluate
the model, we compare it with existing deep learning models, and the results show that the proposed model has
improved accuracy and AUC.
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Transaction Analysis

Basic Information

Block Number 14442778
Timestamp 1648041417
Nonce 1084134
Value 1056900000000000000
Gas 207128

Gas Price 23103802237
Is Error o

Transaction Receipt Status 1

Cumulative Gas Used 12509809
Gas Used 21000

Confirmations 4963390

17 4E17 BE17 SEI7 1E18 1E1

a8l 1. 53t a7 2AEA 242 HolH
Fig. 1. Lazarus group onchain data of DPRK hakers
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Table 1. On-chain account data

Column Type

Txhash Transaction hash
Method Contract Call Functions
Blockno Ethereum block number

Trading hours (Coordinated

DateTime (UTC) Universal Time)

From Sender address

To Recipient address

From_Nametag Sender labeling

To_Nametag Recipient labeling

Value Amount of Ethereum

Txn Fee Transaction fees

2 0lH2lg 25 HE 4 A=

Table 2. Ethereum block information collection code

key = "API_KEY_Input*

def fetch_block():
url_base = "https://api.etherscan.io/api”
pal = {
‘module”: "proxy’,
‘action”s "eth_blockNumber’,
‘apikey”: key
1
blk_num_res = requests.get(url_base, pat).json()
blk_num = int(blk_num_res[result’], 16)
pa2 = {
‘module”: "proxy’,
‘action: "eth_getBlockByNumber’,
tag” hex(olk_num),
‘boolean’: "trug’,
‘apikey”: key
1
blk_info_res = requests.get(url_base, pa2).json()
with open(f"blk_{blk_num}.json”, 'w) as f:
json.dump(blk_info_res, f, indent=4)
print(f"Saved blk {blk_num} info”)

while True:
fetch_block()

time.sleep(20)
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Table 3. Preprocessed account data
Column Type
Average time interval
AvgRecTnxInterval between incoming
transactions
ActivityDays Days of activity
TotalTransactions Total number of transactions
AvgValSent Average Ethereum transfer
volume
LifeTime Account lifetime
. Number of unique addresses
NumUnigRecAddress .
received
NUmMUnigSetAddress Number of unique addresses
sent
TotalEtherBalance Number of unique addresses
sent
TxFreq Transaction frequency
AverageActiveHour Average time of activity
Max Value Sent Maximum ether transferred
Max Value Received | Maximum ether received
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Table 5. Accuracy of model according to threshold

Threshold value Model accuracy
0.1 87%
0.2 89%
0.3 92%
04 93%
05 93%
0.6 91%
0.7 89%
0.8 88%
09 85%
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Table 6. Performance comparison results

Model | Accuracy | Precision | Recall | F1-score
Proposed
model v 093 091 093 092
Proposed | ) o4 091 089 090
model v1
LSTMI18] 090 0.88 0.88 0.88
RNN[19] 0.87 0.85 0.87 0.86
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