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Abstract

The hackers' attack techniques have recently become very sophisticated and diverse due to the complexity and
hyper-connectivity of cyberspace, but current corporate security management levels and response systems have not
been able to keep up with them, Therefore, companies are advised not only to defend their initial infiltration
behavior, but also to improve the threat management system to be able to identify and respond to threats in a timely
manner in the course of continued hacker attacks. The practice of threat hunting provides a proactive and iterative
approach to identify and mitigate attacks in real-time before the attackers complete their objective such as data
destruction or exfiltration. In this paper, we present a network-based threat hunting technique matrix inspired by the
MITRE ATT&CK and verify its effectiveness by applying it to real-life advanced persistent threats (APTs). In other
words, we present how the network-based attack techniques used by the Iranian spy group and the Lazarus group,
examples of Korea attacks, are detected in the matrix proposed in this paper.
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Table 1. Reviewed APT reports

Year # of APT reports Size (MB)
2006 1 0.792
2008 4 2.07
2009 3 6.32
2010 11 13.4
2011 15 18.4
2012 27 415
2013 59 130
2014 113 193
2015 129 232
2016 125 363
2017 115 256
2018 165 429
2019 176 412

2020.07 101 2790
Others 31 264
Total 1,075 5.21 GB
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Table 2. Network-based attacker behavior matrix
Recon and Lateral Internal Initial . . . Command e
PR . Impersonation Evasion Dos  Delivery on
Weaponization movement recon compromise and control abjectives

Public scanning Service Malicious . Anonymous UDP Watering . .
services Wi enumeration  stager VPN tunneling services Flood hole Peerto-peer | Exfiltration
Vulnerability . Port SQL Trusted third Public UDP Poisoned
scanning WinRM scanning injection party services Flood  torrents IRC Defacement
P Network - Reverse RDP . HTTP i
SSH Hijacking sniffing Exploit tunnel Encryption Flood Phishing ICMP
SMB Certificate Encoding DNS
impersonation
Remote Domain Custom Webshell
Desktop spoofing protocol ebshe
Remote
Custom N
Exploit ARP spoofing obfuscation Admin
Tools
3 Listening
Compression Service

HTTP
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Table 3. Network-based techniques used by Lazarus group.

Wiz;ggi;aq%n No techniques for this category
%SMB : SorryBruteattempts to bruteforce SMB [18] ,SMB brute—forcing credentials [23]
Lateral “»Remote Desktop : APT 38 used RDP [23]
movement “+Exploit : Malware sends commands to configuration management agent on hosts via a vulnerability to

run arbitrary code by pretending to be the configuration management server [21]
Service enumeration : Network tools to perform recon [18]
SNetwork sniffing : IndiaBravoinstalls network monitoring library to monitor network [19]
“Malicious stager : Malicious documents downloaded malicious stager20] [21] [22] [25], Malware
downloads malicious tools and files [18] [21] [22]---
SExploits : Exploited configuration management systems to delivery malware or run arbitrary commands [21]---
Remote exploit by exploiting an Apache Struts? server [23]
Waterhole attacks to exploit browser vulnerabilities [21]
% Trusted third party © Sent e-mails impersonating the national assembly member’s office [33], Malware
Impersonation infection through financial union website waterhole [21]
Compromised e-mail and gaming servers to use as C2 proxies [18] [21]+
Encryption : Encryption for C2 communication [18] [21], QuickRide uses TLS over HTTP for C2
communication [23]-+-
$Encoding : PowerRatankbacommands from C2 are encrypted with Baset4 [22]
%Covert comm : Covert communication channel using a port scanner [21]
Evasion “Custom protocol : CheeseTrayuses a custom binary protocol for C2 [23]
Compression : Javascriptdownloader was stored in ZIP [22]
Public services : PowerSpritzwas stored on Google Drive [22], C2 addresses that were identified were
public proxies [18]-
Custom obfuscation : Custom implementation of TLS [18]
SHTTP flood : July 4, 2009 a large scale DDOS attack on US and South Korean websites [18] [24]
DOS “*Unknown - Lazarus group used malware that contained DDOS functionality
April 2011 DDOS attack targets Nonghyup Bank [18]
<Phishing : Spear phishing with malicious attachments [18] [20] [21] [22] [23] [25]
SWaterhole : Malware infection through financial union website waterhole [21] [22] [23] , Waterhole
attacks to exploit browser vulnerabiliies  [21] [23]
ssInternal IT assets : Instructed configuration management system to download malware via HTTP onto
machines [21]
“Poisoned torrents : Attackers compromised file-sharing sites such as torrent websites [18]
»HTTP : PowerRatankbautilizes HTTP for its C&C communication &QuickRide uses HTTPS to
communicate with C2 [21] [22] [23]
$TCP : IndialndiaTCP C2 + covert comm [19]
“Listening service : APT38 planted backdoors and opened firewall ports [23] RemeoFoxtrott-Two is a
server-mode RAT therefore it listens on a port [19]
»Webshell : JspSpyused by APT38 is a webshell [18]
“Peer-to-peer : Lazarus group used P2P malware against Sony [18]
SExfiltration : Leakage of classified data such as aircraft drawing from defense contractors [21],
Action on Leakage of customer PIl from a travel agency [21]
objectives Exfiltratedvarious info from the Sony network [20], Malware can upload files [18] [19] [21] -
Defacement : Lazarus group publicly released the data they stole from the Sony network [18]

Internal recon

Initial
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Command
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Table 4. Lazarus group vs. network behavior-based matrix hit map

- Action
Recon and Lateral Internal Initial . . Dos Ii Command
Weaponization movement recon compromise IEPEETET BT DR IRR and control on
objectives
Public scanning Service Malicious . Anonymous UDP Watering .
services Wi enumeration  stager VPN tunneling services Flood hole Peer-to-peer | Exiiltration
Vulnerability - Port SAaL Trusted third Public UDP Poisoned
scanning WinRM scanning injection party services Flood | torrents IRG DgEEzmel
- Network . Reverse RDP : HTTP o
SSH Hijacking snifiing Exploit tunnel Encryption Flood Phishing ICMP
Certificate . Internal

SMB impersonation Encoding DNS

Remote Domain Custom Webshell

Desktop spoofing protocol

Remote
. Custom
Exploit ARP spoofing AT T Admin
Tools
Compression LG T
p Service

Covert

TCP
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Table 5. Network-based techniques used by Iranian cyber espionage

Recon and “*Vulnerability scanner : Metasploit, SQLMap, Acunetic, Netsparker, and WSO web shell were used to
weaponization scan and attack targets [24]-
»Mimikatz [24] : Operation Cleaver used Mimikatz to pivot the network [24]
Lateral #SSH : POWBAT uses SSH for lateral movement [24]
RDP : Operation Cleaver used RDP to run commands [24]
movement

»SMB : POWBAT uses SMB for lateral movement, Operation Cleaver used PsExec to move laterally [24]
$Windows Management Instrumentation (WMI) [24]

Internal recon

$Service enumeration : Powersploitfor internal reconnaissance [18]
$Network sniffing : The malware MPK has the ability to perform traffic monitoring [18]

Initial
compromise

“Externally exposed services : APT39 brute-forced extermnally exposed services such as Outlook [24]
“Exploits : Leafminerestablished an initial compromise with known network vulnerabilities [24]---
SQL injection : Operation Cleaver used SQL injection to achieve initial compromise [24]---
“Malicious stager : DownPaperis a dropper that downloads more malware[25]
Operation Woolean—-Goldfish used a malicious document to instruct the machine to pull down
CWOOLGER [24]--.

Impersonation

$ARP spoofing : Operation clever created malware code name JASUS to perform ARP spoofing [24]

$Trusted third party : Charming Kitten sends thousands of phishing emails which contain TinyURL links[25]: -+

“lllegitimate services and sites : Setup illegitimate websites to offer free classes for Aerospace. This
website requested users to install a malicious Adobe Flash [24]--

Evasion

“Public services : Operation Woolean-Goldfish used public services such as Microsoft OneDrive to host
malicious executables [24]
DropBoxwas used to host RAR files that contained malicious documents [24]
Encoded : DownPaperbase4 encodes the URL to download stager [25]
Operation Cleaver double-encoded it's SQL injection payloads to bypass WAF [24]

Encryption : GHOLEE used encryption for data exfiltration [24], TEMP.Zagros supports encryption for C2[24]---
“Compression : Moleratsused RAR files to hide malicious document, Exfiltrate data using WinRAR [24]
“Custom obfuscation : EXPLOSIVE used custom obfuscation for C2 [24], After an initial compromise from

a malicious document the C2 communication used obscured communication [24]

DOS

No techniques for this category

Delivery

“»Waterhole : Charming Kitty uses BEEF exploitation to exploit browsers [25]
Phishing e-mails containing links to illegitimate websites with instructions to install malware
(24]--

Phishing : Charming Kitten sends thousands of phishing emails using Gmail [25]---
Spear phishing campaign used to deliver “Operation Protective Edge.xisb”, this malware is
called GHOLEE [24]

Command and
control

SHTTP : DUSTYSKY used HTTPS for C2 [24], DownPaper uses HTTP for C2 [25], -
%»SMTP : Operation Cleaver used SMTP to exfil data and C2 [24]

SSH : Operation Cleaver used SSH to exfil data [24]

IRC : IRC was used for bot-based malware [24]---

SFTP : CWOOLGER used FTP for C2 and data exfil [24]-

SDNS : Data exfiltration would be performed through the use of DNS queries [24]

Action on
objectives

“»Exfiltration : Collect intelligence on the military aviation capabilities of the Kingdom of Saudi Arabia and
South Korea petrochemical companies [24]-+
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