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Abstract

As the use of electronic documentation, the use of removable storage devices has become common. Due to this,
the risk of security incidents for removable storage devices is increasing. This paper proposes a system that can
encrypt & decrypt of files and transparently identify the cause of information leakage from removable storage devices.
The proposed system performs the encryption and decryption of the file in public key method using the block chain.
Also, user’s file usage and editing logs are stored in the block chain to ensure the distribution and integrity of
information. With details of the system, we propose a violation of the security policy response based on a smart
contract. Also it implements a log collecting and recording process of the file through the block chain. As a result,
the integrity assurance of the collected logs is confirmed.
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