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Abstract

Cookie and session are used to create statefulness by overcoming the statelessness of HTTP. Cookie stores users'
data in the browser, while session stores the data in the server, so session is more secure than cookie. Cookie is used
for user authentication, such as login, and are used to temporarily store information that users want to store, such as
shopping carts in online shopping websites. Secure cookie must satisfy confidentiality, integrity, authentication, and
anti-replay attack. However, the existing secure cookie methods do not satisfy all of these four requirements. In this
paper, we propose enhanced secure cookie that satisfies all of the conditions of secure cookie, and more secure than
session. Additionally, it is designed so that authentication cannot be performed when the cookie value is manipulated,

and the cookie value is continuously changed whenever the page is moved to protect the cookie more secure.
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