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Abstract

Network security can be considered a critical factor that goes beyond the simple protection of digital assets,
influencing the prosperity and success of participants within the network. The aim of this paper is to contribute to
the development of information security convergence talents by enhancing awareness of network security. In this
paper, we proposed network security integrated education contents infused with humanistic elements by utilizing
characters and elements from Jeju folklore of General five hundred, the Gojongdal, and the Yeongdeung Halmang.
We also selected DDoS attacks, spoofing attacks, and session hijacking attacks as educational contents. In addition,
we developed a learning game for each content and designed a teaching plan based on the KASP(Knowledge,
Attitude, Skill and Practice) model so that this educational content can be applied to classes for elementary school
students. Through this teaching plan, it is possible to provide elementary school students with education on network
security, enabling learners to cultivate knowledge, attitudes, and practical skills related to network security.
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1

In the hacker team, only the bot master needs to
be determined. All other members of the hacker
team become zombie PCs.

Similar to the C&C model game, the bot master
communicates the secret information to all
zombie PCs. Zombie PCs can also share secret
information with each other

After the secret information sharing, the tracker
team conducts interviews to uncover the bot
master and the content of the secret information
within a certain time frame

Both the tracker team and the hacker team
convey their information to the judge

If the tracker team accurately identifies the bot
master and the secret information of the hacker
team, the rracker ream wins. Since there is no
C&C server this time, identifying only the bot
master and one secret information is sufficient
for the tracker team to win. The hacker team is
considered to win if the secret information
shared among the zombie PCs is the same,
and the tracker team successfully conveys this
information to the judge without them knowing
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Table 7. Procedure for educational game understanding IP
spoofing attack

Stage Instruction

Students are divided into multiple teams within
1 a class, with each team consisting of at least
two members.

The teacher creates nine IP addresses following
2 | a specific rule, with one IP address being
randomly generated without any rule.

Students, in their respective teams, discuss and
try to identify the fake IP address.

Students reveal the fake IP address they have
identified and present their reasoning.

After all teams have presented, the teacher
5 | reveals the rule behind the fake IP address and
real |P addresses.

The team that accurately identifies the fake IP
address and the rule wins.
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Table 8. Procedure for educational game understanding
session hijacking attack

Stage Instruction

Hackers, servers, clients, and  hacker

1 ! .. .
accomplices are divided by drawing lots.

2 | Conduct the day's work or class as usual.

While doing other tasks, hackers must secretly
find their hacker accomplice, and hacker
accomplices find the hacker. The hacker and
hacker accomplice form a team to manipulate

3 and disrupt the sequence numbers transmitted
by the server and client, pretending to be the
server or client by manipulating and transmitting
the sequence numbers.

4 The server writes down the sequence numbers

to be given to the client on their smartphone.

Similarly, while doing other tasks, servers must
secretly find clients, and clients find the server.
5 | When the server finds the client, they show the
sequence numbers written on the smartphone to
the client.

At the end of the game, everyone reveals the
slips of paper they had drawn. The client
reveals the sequence numbers to everyone. All
compare the sequence numbers revealed by the
6 | client with those written on the server's
smartphone to confirm if they match. If the
sequence number received by the client
maiches the one sent by the real server, the
server and client win.

Hackers and hacker accomplices also reveal all
the manipulated sequence numbers to everyone.
If the manipulated sequence numbers sent by the
hackers and hacker accomplices match those
received by the server and client, the hackers

and hacker accomplices win.
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Table 9. Network security integration teaching plan

legend of Yeongdeung Halmang.

P Leaning through the session hijacking attack game
Play a leamning game on understanding session hijacking attacks to
understand the hacking principles of disrupting communication

between servers and clients.

Leamning ; ; ik Learning
Stage element Teaching and leaming content and activities method
P Understanding the concept of network security
Research the definitions of network and information security.
Knowledge [ 2 |Understanding (tjhe importance of neftwgrk security .  Cooperaiive
i i . nvestigate and present cases of damages cause networ :
Introduction {Understanding and atiitude attackg oy teams.p g y leaming
P Exploring network attack techniques
Research and present the techniques used to attack networks by
teams.
P Understanding DDoS attack techniques
- Understand the definition of botnets, the origin of the term botnet,
real cases of botnet attacks, components of botnet, and types of
botnet control models through the teacher's explanation.
- Understand the definition of DDoS attacks, real cases of DDoS
attacks, stages of DDoS attacks, and types of botnets used in
Cultivation of recent DDoS attacks through the teacher's explanation.
competenc - Understand DoS and DRDoS attacks through the teachers —pjrect
perency explanation. instruction
P Exploring DDoS attacks in the legend of General five hundred
Reaﬂ the IdegenolI of Gheneral generalkfive hhundredh%r((j)vided fE)y tﬂe
- teacher and analyze the DDoS attack techniques hidden within the e
Utlization legend of General General five hundred. Gafficafion
P Leaning through the DDoS attack games
- Understand the method of attacks utilizing the C&C model through
a leaming game on understanding the C&C model.
- Understand the method of attacks utilizing the P2P model through
a learning game on understanding the P2P model.
P Understanding spoofing attack techniques
- Understand the origin of spoofing, real cases of spoofing attacks,
and types of spoofing (ARP spoofing, IP spoofing, DNS spoofing)
through the teacher’s explanation. ,
Cultivation of - Understand similar terms such as sniffing and snooping through| ~ Direct
competency the teacher's explanation. instruction
Development Practice P Exploring spoofing attack in the legend of Gojongdal
Read the legend of Gojongdal provided by the teacher and analyze
the spoofing attack techniques hidden within the legend of Gojongdal.
Utilization Ganfication
P Leaming through the spoofing attack game
Play a leaming game on [P spoofing attack to understand the
principle of detecting manipulated IP addresses and responding to
attack.
P Understanding session hijacking attack techniques
- Gain understanding of session hijacking by leaming the definition,
origins, TCP 3-Way Handshaking process, stages of the TCP
session  hijacking attack, distinctions from IP  spoofing, and
differences between synchronized and desynchronized —states
following TCP session hijacking, as explained by the teacher. _
Cultivation of - Grasp the ,advanced concept of TCP 3-Way Handshaking through) ~ Direct
competency the teacher's explanation. instruction
P Exploring session hijacking attacks in the legend of Yeongdeung
Halmang
Utilization Read the legend of Yeongdeung Halmang provided by the teacher
and analyze the session hijacking attack techniques hidden within the| Ganification
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Conclusion Review

P Researching network security methods | can implement in real life
Knowledge - In teams, search for network attack cases related to our daily lives.
and attitude | - Explore ways to practice network security in our daily lives. Problem-
solving
P Evaluating each other's leaming attitudes learning
Practice Evaluate classmates’ learning performance, presentation attitudes,
etc., through peer evaluations.
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