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Abstract

Oauth 2.0 is an industry-standard protocol for authentication, facilitating secure service delivery and interoperability
between various stakeholders. The flow of any Oauth 2.0 protocol leads to the generation of an access token, which
is used when a user requests access to a protected resource. However, the Oauth 2.0 protocol is transparent about the
definition of access tokens, and does not specify any particular token format or how tokens are generated and used.
Instead, the Oauth 2.0 specification leaves all of these things as design choices for the integrator. In this paper, we
propose a new type of Oauth 2.0 authentication system supported by a distributed ledger. Unlike the existing Oauth
2.0 protocol, the proposed system is scalable to a wide range of applications that use blockchains and prevents token
forgery and arbitrary modification, which are shortcomings of the Oauth 2.0 protocol. Specifically, we utilize
Ethereum smart contracts and the ERC-721 token specification to construct an Oauth 2.0 authentication system.
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Table 1. JWT claims

name represent
isS Token Issuer
aud Token recipients
sub Token owner
exp Token expiration time
i Unique token identifier
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