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Abstract

Network tunneling is a technology for secure communication between two terminal networks safely from
eavesdropping or firewall blocking in the middle. Tunneling server and client communicates using a designated
protocol depending on the tunneling method. Tunneling technique is developed as an open source and is used as a
tool to safely connect from the outside to the inside like a VPN. But it is also used for malicious attacks by
malware. Statistical techniques or machine learning were studied as methods to counter such malicious tunneling,
mainly using packet content or size information. However, if the channel is encrypted or the header size is kept
constant, the detection effect will be reduced. In this paper, we analyze the characteristics of DNS, HTTP, ICMP,
and VoIP tunneling techniques for malicious purposes. We propose detection elements and methods that can
complement existing detection methods. In particular, we examine the header characteristics and possible abuse of the
network services available in tunneling. These research results will be able to contribute to the development of
modules that detect or block malicious tunneling.
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DNS Queries Packet
DNS Data in Victim System

v Queries
v [truncated]dnscat.650f@1aad39c27a5966574683120:
IName [truncated]: dnscat.559F01aad39c27a5966?1
[Name Length: 240]

[Label Count: 5]
Type: CNAME (Canonical NAME for an alias) (5)

Command Data by Attacker
v Answers
dnscat.cdcgolaad3obbfasga: type MX, class IN, preference
Name: dnscat.cdc8@1aad39bbfassa

Type: MX (Mail eXchange) (15)
Class: IN (©x0001)
Time to live: 60
Data length: 35
LT

1
1
1
1
1
1
1
1
1
1
1
[l DNS Response Packet
1
1
1
1
1
1
1
1
1
1
1

I Mail exchange: dnscat.3de7@laad3as8agbbfec73ea I
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Fig. 1. DNS tunneling example
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After a session is established, the attacker and Web server communicate
using [Ihttp continuation] when sending data continuously.

1
HTTP Tunnel
u EJ g -u b |
(Attacker) Web Server

(Victim System)

J% 2 HTTP E{dal o o
Fig. 2. HTTP tunneling connection example

[Bitcoin Address Data] I
ICMP + Bitcoin Address

Data: 31443878567268405238426474506D7267476252627a7043. . .
[Length: 37]

[Encrypted File Count Datal]
ICMP + Bitcoin Address + Count

52 54 90 12 35 02 08 0@ 27 49 18 ea @8 20 45 @0 RT..S... '
00 41 90 Se 00 9@ 80 81 <2 75 @a @0 @2 2f 34 5b  .A.A..
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030 68 4d Sa 38 4a 64 74 50 6b 7a 67 47 62 52 62 7a  hMZBIdP kzg

70 43 34 47 78 35 34 32 62 64 4d 36 33 37 34 pCaGXS542 baM l7l

Program

38 3. NanoLocker 2M 017} AF2SH ICMP E{L2l
Fig. 3. ICMP tunneling by NanoLocker ransomware
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standard query response Oxasaé MX dnscat.f17301aad39c27a58d MX 10 dnscat.6a8501aad3as8d9c2769666366e6669670a

v Answers
~ dnscat.f17301aad39c27a58d: type MX, class IN, preference 10, mx dnscat.6agse
Name: dnscat.f17301aad39c27as8d
1yp MX (M il exchange) (15)
Class: IN (0x0001)
ive:

Sending command by DNS Answers

b"jWx85Wx01WxaaWxd3Wxa5Wx8dWx9c'ifconfighn"

966636f606669670a |

refe e: 1
[ FaiT Exchange] dnscat .6agse:

standard query 0x2614 MX dnscat.7ddso1aad39bbfassd6366e74726f6¢6c65720a646e736361740a646673. 636174263

v Queries
v [trnn(ated]dnscat.\7dd5a1aad39bbfassd63656e7n7zsfs<6:ssnaasasenszsu
e [truncated): dnscat.7dd501aad39bbfa58d636f6e7472676c6C65720a64¢
[Na e Len gth 236] !

dnscat. ] Receiving the result by DNS Queries

7dd501aad39bbfa58d636f6e74726f6c6c a646e 1740a646€73.6361742e!
0a646e73636174 72697665727 b616d690a6b.6b616d696b6f6f6e0abc
6962730a4d616b6566696c650a7463706361742e.630a74756e6e656c5f647269766572
730a77696e33320a

b 5W0 TWixaaWixd 3WxObWixbWxaSwxad llerWndnscatWnd. Windnacat.
oWndriversWnkkamiwi il WnlibsWnMakefileWntcp |_driversWnwi
n32¥n’
v Answers
v paealoqq.kkami.prov.com: type NULL, class IN
Name: paealoqq.kkami.prov.com
Type: NULL RR (10)
Class: IN (@xe0001)
Tine to live: 0 Sending command on Null, MX or TXT Types
Data.lengths 69 -
| tull (data):] 9021 gs1...
Request In: 3]

[Time: 3.380932000 secon ds]

\ Encrypted command Data

~ Answers
v paaqfesy.kkami.prov.com: type TXT, dlass IN
Name: paaqfosy. kkami .prov.com
Type: TXT (Text strings) (16)
Class: IN (ex0001)
Time to live: o
Data length: 71

I [TXT [truncated] :I r\357\277\275ax\357\277\275¢" \357\277\2751

[Cgecascumus

J% 5 DNS HE3d 5%
Fig. 5. DNS tunneling features
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42 HTTP 522l 53 2 tS o
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HTTP ElEZolAE HTTP 7 F2E 714
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Table 1. Comparison of detection features and method for DNS tunneling

Reference Features in use Comparison method
(6] query name, answer name - Compare with whitelist domain using Elasticsearch
8l DNS cache - Threshold for hit rate of DNS cache
7] data length, query name, answer |- Apply CNN algorithm to packet length, entropy, and frequency of
name, RData specific characters
9] header, RData, data length - Classifying known DNS tunneling with machine learning
query name, answer name - Compare with reqular expression for Name fields
Suggested
features query type, answer type - Check the commonly us.ed.types such as A and NS .
answer TTL — Check whether TTL maintains a constant value within the domain
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HTTP Request

Request o 4 Method | URL | Version |

Header Value |

Data

>{ Field Name |

> Entity Body (Variable) |

HTTP Response

Status Version ‘ Code | Phrases|

Header Value |

>{ Field Name |
Data :

){ Entity Body (Variable) |

a6 HTTP izl #+=
Fig. 6. HTTP packet structure
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Table 2. Comparison of detection features and method for HTTP tunneling

Reference Features in use Comparison method

[12] payload, packet length, packet count |- Use machine leaming such as SVM, decision tree, and MLP

(18] bayload, packet count, sequence - Use MaMPF probability-based algorithm

number

[11] packet count - Use machine learning (Bi-LSTM)

[13] payload, packet length, packet count |- Use MLP and LSTM algorithms
Suggested continuation packet, SEQ/ACK/LEN - Compare the number of Continuation packets and flag .

- Determine normal response packets from web services using
features payload of response packets . .
machine learning

GET /index.html HTTP/1.1
Host:| [Victim IP]: [port]

Connection: close

HTTP/1.1 200 OK
Content-Length: 102400
Connection: close
Pragma: no-cache

Cache-Control: no-cache, no-store, must-revalidate

Expires: @
Content-Type: text/html

HTTP
HTTP
HTTP

HTTP packet for connecting Victim(or Proxy) System

W La st login
: Wed Ju n 27 @s:
30:04 fr om ::fff
:10.0.0 .3--[sh@
localhos t ~]$

POST /index.html HTTP/1.1
Continuation | e
Continuation \

B G- -De sktop
Downloa ds node
‘.‘ _modules  Public
vid eos- -Doc

uments  Music

.......... B e e e Pictu res
Kernel 3.10.0-693.e17.x86_64 on an x86_64 Mool e
.localhost login: ...s...h...
A)
Password Response Data for Attacker’'s Command
.HLast logln Wed Jun 27 ©5:30:04 from ::fffff10.0.0.3
[sh@localhost G e d e S
. .wDesktop Downloads node_modules Public' Videos
Documents Music Pictures Templates

[sh@localhost ~]$%

a8 7. HTTP Hgd @3l
Fig. 7. HTTP tunneling packets
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HTTP Continuation Packet and TCP segment of a reassembled PDU packet are the
same. It looks different depending on Wireshark options.

Frotocal Tngh o
HTTP. 1134 GET / HTTP/1.1
HTTP 1143 HTTP/1.1 200 OK
HTTP 1514 Continuation
HTTP i

HTTP
HTTP
HTTP.

Proocol  Lengh Inio
Tcp 1143 80 » 60407 [PSH, ACK] Seq=1 Ack=1081 Win=8192 Len=1089 [TCP se one ent of
Tcp 1514 80 » 60407 [ACK] Seq=1090 Ack=1081 Win=8192 Len=1460 [TCP segme
Tcp 151480 > 60407 [ACK] Seq=2550 Ack=1081 Win=§192 Len=1460 [r(P s
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Table 3. Comparison of detection features and method for ICMP tunneling

Reference Features in use Comparison method

3 payload size, payload pattern, ICMP | - Compare the regularity of ICMP payload size and ICMP

packet rate packet rate
[15] payload size - Detect by regularity of normal ICMP payload size
(6] checksum, 1D, SEQN. payload - Determine whether packets are.abnormal by multiple decision
trees and Random Forest algorithm
Suggested D and SEQN - Track. changes in I.D and SEQN . )
- Learning changes in payload content in addition to payload

features payload content size




19

10914 2529 A

Journal of KIIT. Vol. 21, No. 11, pp. 171-181, Nov. 30, 2023. pISSN 1593-8619, eISSN 2093-7571 179

Z /\]/\Eﬂ

=
25

ICMP %8 843 &4 '%MW D&} SEQNo| 2
=< ¢ 4 Yok SEQNE YA F7ket 19
Y ICMP BHEdd =74 NanoLocker®} #2 A=
ToX= DS} SEQNel B t&stA Wt A9t
EAds B4 R FTlete

B oled
s,

A= 7hs

Source ination
. PB icme

@ Linux System TP
P8

P B TCHE

G

P B PA_|Icwp

PA pC_| Icve
PC PA 1M

A IPC__| 1cve
PC P A icMp

info P—
Echo (ping) request id
Echo (ping) reply  id
Echo (ping) request i
Echo (ping) reply i
Echo (ping) request id
Echo (ping) reply i
Echo (ping) request i
Echo (ping) reply i
Echo (ping) request id
Echo (ping) reply

, ttl=6a (
, ttl=64 (
, ttl=64 (
, ttl=64 (
, ttl=6a (
» ttl=64 (
, ttl=64 (
, ttl=128
, ttl=6a (
) ttl=128

Victim

Victim

Attacker /i

Attacker [Tl 1cMP

% 10. ICMP 2&/8H 1zl

Info

Echo (ping) request id{exeoe1] feq=:
Echo (ping) reply  id40x0001, Keq-=:
Echo (ping) request id{0xe001, feq=
Echo (ping) reply  id40x0001, Keq-=:
Echo (ping) request id40xe001, feq=!
Echo (ping) reply  id{exeee1, feq=
Echo (ping) request id40xe001, feq=:
Echo (ping) reply  id{exeee1, feq=:
Echo (ping) request id40xe001, feq=:
Echo (ping) reply  id{exeee1] feq=:

info

, ttl=128
, ttl=255
, ttl=128
, ttl=255
, ttl=128
, ttl=255
, ttl=128
, ttl=255
, ttl=128
5 ttl=64

Echo (ping) reply  idtex291f,

Echo (ping) request id1ox291f,

22764, ttl=255

Echo (ping) reply  idfexabd7,
Echo (ping) reply  idfexe3as,
Echo (ping) request id{exabd7,
Echo (ping) reply  idfexc262,
Echo (ping) request idt@xe3a9,
Echo (ping) reply  idfexib23,
Echo (ping) request id{exc262,
Echo (ping) reply  idtexsda3s

se
se
se
se
se
se
se

q 22764, ttl=255
q=47704/22714, tt1=255
q=64286/7931, ttl=255
q=47704/22714, tt1=255
q=31744/124, tt1=255
q=64286/7931, ttl=255
q=63527/10232, tt1=255
q=31744/124, tt1=255 (1

seq=59341/52711, ttl=255

EX|
=

Fig. 10. Characteristics ICMP request/reply packets

44 VolP &4

L=

= m] o
gl E3 ¢ i3

L

Hid
(=} oH

VoIPol| A AHE-E= RTPS} SIP7F EHEH o A2
4= itk RTPY tigh HEE =+ <EAA &9

p

A9k H2ES] B A3 HadHo] rhedhe

AT RTPS} SIP F41 w719

2t} VolPol A EEEo] Thsd BES
SIP Message2] Body, RTP Data®] Payload|th.

@

RTP Header

RTP Data

®

SIP Header

SIP Message

Fig. 11.

2~

UEE‘]_-T

Fz= 19 13

SIP Header,

VP XCCMPT ‘Sequence Number

TimeStam

P

SSRC ID

CSRC ID

CSRC ID

Y

>/ F|Block PT| TS Offset

‘Block Length

Payload (Vari

able)

Version ]

Flow Label

Payload LenA|Paonad Type‘ Hop Limit

Source Address

Destination Address

Body (Optional)

1. VolP Tzl 7=
VoIP packet structure

VoIP¢] SIP E'd5e] A%, F A8Ae A=Y
ARE n3sty AAHRE FaA o SIP
Headeroll &= AH8-2Fe] AH} Al AR S0l
Ho}. SIP Body(User part)= AHEAF o]Fo] E917}
© FEOE HY 1,048l EZFA] AT & UTh
0471011/‘1 User Part Ao HEH tlo]HE ¥
T Atk ol A ARRA AEIE YR
E}%@ BEA A= A0 Elo] 7Hsstt.
VoIP2] RTPS| Payload ¥l EEH HoJHE
Hol Bl & gtk FAAE o] Fiol st A
g& M-St 24 HolHE 9A4d & ok o+
U AR HiolHE o sieitid, dErto] o
olElet TEsl] ode & itk I 2& o4
gole] ol AREA HIAAE AFdete] dast
A%5ES ANEg Adgo|tt. VoIPE] RTP Payloadol<
=4 HolH7} Eo7tEE, 34 tolElY EAE
dgstAY Satd, dEstE Adae] Aol
& AUk

V| Real-Time Transport Protocol | |

i o o

A0 s = Version: RFC 1889 Version (2)
..0. = Padding: False
RTP Data
...0 .... = Extension: False
.. 0000 = Contributing source identifiers count: @

0... .... = Marker: False

Payload type: DynamicRTP-Type-99 (99)

Sequence number: 20225

T1mestamp 2149580801

ntifier: @x765c5d3e (1985764670)

P conflict avoidance
Payload

61737400

Tunneling data (encrypted) can be inserted like voice data

J% 12. RTP HE2 &3t tAIX| ME
Fig. 12. Sending messages throuth RTP tunnels

Vv 7:[%

. ZE 3 &% oA

HEd 7H2 oEas =78 fid 4=
Q

ol LA ok HYDE MENDL BolA FA
e £7170 BeEe guse 2hog ol
Atk o] ol42 AT AR B
2 %717 98l AF ol e BUPe YES

oA FZ AFEEE DNS, HTTP, ICMP 5914 o

Foix| 3 9t} olH¢t HdP g3ty fIg <
T Jg=gon, vg420 o] st Eﬁl

A oy VA WHe o8¢ g7t F

o] £tk



180 oel4e) MEAD B 9AE 98

At

[¢]

B =Fo4+= DNS, HTTP, ICMP, 18] VoIP
A28 Eddoel] o] gFe FE9k o8 WHE
ATttt o] FAHE A HIFE AT
A WA duy 2 g9fE SAEAT 18

7189 B4 WS B & Qe wetes
DNS #ZA9 57kA] EAES o]&3 37kA W,
HTTP < 3izle] 2714 ¥, ICMP 33l ®iskE
o1AEtE= 2714 WS AIAIES T, VoIP ElEH
tolge] 545 AWt ol A5 Axrt
22 2EgE dste B YET IYHANA
AR FE2& WAstL B S Add
TE ZEH7|E 7|3

a‘ﬂ:-& o‘j:rLoﬂ/q,‘: zﬂo]—zﬂ. tﬂ—lﬂoﬂ fﬂ:‘{ /\g% Eﬂ7].
5 73 Aotk FAZAY A= 1 Thsk

[¢]
ABpS)
[SRe]
| $4¢ FUh 3AY E7F ol4% HueE
o

ol ©«
AT =

o]
/\lﬂrﬂ+b} Ei%‘i-%‘% AMgstE dAIE e
710 WAL o= AR HAT F e AE 4
e A9 lE}.

References

[1] Z. Sui, H. Shu, F. Kang, Y. Huang, and G. Huo,
"A Comprehensive Review of Tunnel Detection on
Multilayer Protocols: From Traditional to Machine
Learning Approaches", Applied Sciences: Computing
and Artificial Intelligence, Vol. 13, No. 3, pp.
1-30, Jan. 2023. https://doi.org/10.3390/app13031974.

[2]  Amankatiyar,

Hemantjain, and J. Surana,

A.  Vishwakarma, A. soni,
"Research  on
Virtual
Networks", International Journal of Engineering
Development and Research, Vol. 5, No. 2, 2017.
[3] S. Sayadi, T. Abbes, and A. Bouhoula, "Detection
of Covert Channels over ICMP Protocol",
IEEE/ACS 14th International Conference on
Computer Systems and Applications (AICCSA),
Hammamet, Tunisia, Oct. 2017. https://doi.org/10.
1109/AICCSA.2017.60.
[4] J. Grunzweig, M. Scott, and B. Lee, "New Wekby
Attacks Use DNS Requests As Command and

Tunneling ~ Techniques  in Private

A vy =Y

Control Mechanism", UNIT42 Malware, May 2016.
https://unit42.paloaltonetworks.com/unit42-new-wekb
y-attacks-use-dns-requests-as-command-and-control-m
echanism/ [accessed: Aug. 01, 2023]

[5] A. Sharma, "New Windows 'Pingback' malware
uses ICMP for covert communication", Bleeping
Computer, May 2021. https://www.bleepingcomputer.
com/news/security/new-windows-pingback-malware-u
ses-icmp-for-covert-communication/ [accessed: Aug.
01, 2023]

[6] A. F. Sani and M. A. Setiawan, "DNS tunneling
Detection Using Elasticsearch”, IOP Conference
Series:  Materials  Science and  Engineering,
Yogyakarta, Indonesia, Vol. 722, Oct. 2019.
https://doi.org/10.1088/1757-899X/722/1/012064.

[7] D. Lambion, M. Josten, F. Olumofin, and M. D.
Cock, "Malicious DNS Tunneling Detection in
Real-Traffic DNS Data", IEEE International
Conference on Big Data, Atlanta, GA, USA, Dec.
2020.  https:/doi.org/10.1109/BigData50022.2020.
9378418.

[8] N. Ishikura, D. Kondo, V. Vassiliades, 1. Iordanov,
and H. Tode, "DNS Tunneling Detection by
Cache-Property-Aware Features", IEEE Transactions
on Network and Service Management, Vol. 18,
No. 2, Jun. 2021. https://doi.org/10.1109/TNSM.
2021.3078428.

[9] B. Wang, G. Xiong, P. Fu, G. Gou, Y. Qin, and
Z. Li, "A Two-Stage Method for Fine-Grained
DNS Covert Tunnel Behavior Detection”, Science
of Cyber Security, Vol. 13580, pp. 201-216, Sep.
2022. https://doi.org/10.1007/978-3-031-17551-0_13.

[10] J. White, "ProxyBack Malware Turns User
Systems Into Proxies Without Consent", Unit42,
Dec.  2015.  https://unit42.paloaltonetworks.com/
proxyback-malware-turns-user-systems-into-proxies-w
ithout-consent/ [accessed: Aug. 01, 2023]

[11] Y. He, Y. Zhu, and W. Lin, "HTTP Tunnel
Trojan Detection Model Based on Deep Learning",

Journal of Physics: Conference Series, Vol. 1187,



Journal of KIIT. Vol. 21, No. 11, pp. 171-181, Nov. 30, 2023. pISSN 1598-8619, eISSN 2093-7571 181

No. 4, 2019. https://doi.org/10.1088/1742-6596/1187
/4/042055.

[12] B. Anderson and D. McGrew, "Machine Learning
for Encrypted Malware Traffic Classification:
Accounting for Noisy Labels and
Non-Stationarity”, In Proceedings of the 23rd
ACM  SIGKDD
Knowledge Discovery and Data Mining, New
York, United States, pp. 1723-1732, Aug. 2017.
https://doi.org/10.1145/3097983.3098163.

[13] A. Parchekani, S. Nouri, V. Shah-Mansouri, and
S. P. Shariatpanahi, "Classification of Traffic
Using Neural Networks by Rejecting: A Novel
Approach in Classifying VPN Traffic", arXiv
Computer Science, Jan. 2020. https://doi.org/10.
48550/arXiv.2001.03665.

[14] Adam (@cyberclues), "NanoLocker - Ransomware
analysis", malware clipboard, Jan. 2016. http://blog.

International  Conference on

malwareclipboard.com/2016/01/nanolocker-ransomwa
re-analysis.html [accessed: Aug. 01, 2023]

[15] A. Jeyashankar, "ICMP Attacks - Types & Codes
For Log Analysis, Detection & Defense", Security
Investigation, Aug. 2021. https://www.socinvestigation.
com/icmp-attacks-types-codes-for-log-analysis-detecti
on-defense/ [accessed: Aug. 01, 2023]

[16] D. X. Cho, D. T. H. Thuong, and N. K. Dung,
"A Method of Detecting Storage Based Network
Steganography Using Machine Learning", Procedia
Computer Science, Vol. 154, pp. 543-548, Jan.
2019. https://doi.org/10.1016/].procs.2019.06.086.

[17] J. N. Obidinnu and A. E. Ibor, "A survey of
Attacks on VoIP networks and Countermeasures",
West African Journal of Industrial & Academic
Research, Vol. 14 No. 1, Jun. 2016.

[18] C. Liu, Z. Cao, G. Xiong, G. Gou, S.-M. Yiu,
and L. He, "MaMPF:
Classification Based on Multi-Attribute Markov
Probability IEEE/ACM  26th
International Symposium on Quality of Service
(IWQoS), Banff, AB, Canada, Jun. 2018.
https://doi.org/10.1109/IWQ0S.2018.8624124.

Encrypted  Traffic

Fingerprints",

XMAL2IH

Z gl == (Minsoo Kim)

20004 2¢¥ : Adistn
AAH5 A 83} (o] gk utAp)

2000 349 ~ 20014 2¢ -
#5410 52 E9A(KISA)
AT

2001 349 ~ 20054 2¢ -
Atstal AJ2E Bk A E




	악의적인 네트워크 터널링 탐지를 위한 특징 비교 방법
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 터널링 기법
	Ⅲ. 터널링 위협과 대응 연구
	Ⅳ. 악의적인 터널링 대응 방법 제안
	Ⅴ. 결론 및 향후 과제
	References


