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Abstract

The train control system transmits train control messages through wireless communication between onboard and
wayside control devices for safe train operation. Since the train control system requires counterfeiting, falsification,
and authenticity verification of the train control messages, the railway security system based on digital signature
technology was proposed. Previously, the validity of the security certificate was verified through CRL or OCSP, but
it is difficult to guarantee real-time validation in a railway operation condition. In this paper, we propose a method
to verify and manage the validity of security certificates in real time and present its implementation results. The
implementation results show that the validity of the security certificate can be verified in real time by checking the

CRL update in real time and transmitting the update information to the railway security device.
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Security Management Servers
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: Entities of railway security system (%I @ %
Real-time CRL distribution management Modem RSD | Train
Control
RCMS: Railway Certificate Management Server
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Fig. 1. Configuration of railway security system
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Fig. 2. Configuration of CRL distribution manager
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Fig. 3. Sequence diagram of real~time CRL update procedure



Journal of KIIT. Vol. 21, No. 10, pp. 185-192, Oct. 31, 2023, pISSN 1598-8619, elSSN 2093-7571 189

CDM< ¢ Hotedr]e] CRL 734l
S Y3 AU Qs HojZth HOIEA
oAl HRIFA FHA| oHlE WA Al CRLE 78
Al8ta, CDM ol & g2lstd CRL 734l ARE 2
IR o o S el = ed 24 S R K s T R
HORISAMERE A3 CRLE TeZEse] F
Alo] CRLE AT (DM HOIZEAH 9
CRL 7341 #21e 98 500 ms F7|2 EH3=s
AAstom, CRL 7341& st AARE 209
Bolgtaby oA BAE CRL THEEES 948d of
A 7153 A2 ER1EST

-

3
pul

AE HRISAI2HY] HIRIFA WA
RISHME FAste] 17 59 Zo] CRL
E3th HRISAMAAM 4ltE CRL
2020-11-11 18:05:46°]t}.

CDMOY A ERFRIFA M7} w23k CRL

HA

CDMel| 4] CRLE& Th&
EE3F AJZFSE UTC(universal time coordinated) 7]
TO|EE, CRL G#2E ¢85 A7 oA7HS O
2020-11-11 18:05:46,777°|th. CRL 784ls ERIgH Al
742 2020-11-11 18:05:46,781°] T},

RCMS CDM RSD1 RSD2
Check CRL update
Polling interval of
CRL update > CRL check (500 ms)
e Check CRL update
Start
C . Notify CRL update
Notify CRL update
Request CRL
Request CRL
Send CRL
Send CRL .
@ Finish

JO& 4. CRL Hi = Z2[X} HE AL
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Fig. 5. CRL update of railway certificate management server
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1]32_].
Hol| CRLE&

[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11

B710]4 CRL 734l BRE 4l o} o]& B3l HISAHA CRLS #HA|E ]
T CDM< 53 HetehdrloA CRLE 734181717}
] 2 =45 %om, CDMO]
| CRL 7341-& A T3t
P HORIZSA Y] fEA

= 2
= 23F HoFEr RogarloA HeklF
SHsH= AR 2020-11-11
09:05:46,786(UTC)°] ™, CRL TH-2E ¥ AANS 9
T3 AZHE 2020-11-11 18:05:46,8400.2 ZAH Q)

finan nrcouna

[LOG DEBUG]
[LOG DEBUG]
[LOG DEBUG]

=2020-11-11

©9:05:46,777) [TEST] Revoked Certificates's hashid: C136286377A604DE61AB
©9:85:46,777] [TEST] Revoked Certificates's hashid: @86D693332AE@48B2F66
©9:05:46,777) [TEST] Revoked Certificates's hashid: 8B3C81BDE6BD6E6176B3
©9:85:46,777] [TEST] Revoked Certificates's hashid: @A643E7C55ED78ASE530
©9:85:46,777]) [TEST] Revoked Certificates's hashid: 11CF749@37EE752C91B3
©9:85:46,777)] [TEST] Revoked Certificates's hashid: D770A3411802FECB5F93

at at ’ I

Load Enrollment base key 1.(loadEnrollBaseKey:998)
Derive Enrollment signing key from base key 1. (expKey, i,
Derive Enrollment signing key 953(deriveEnrollSignKey:1013)

18:05:46.781001-info: [cdm.cpp:compareCrl:207] CRENIS Updated

[2020-11-11 ©9:05:46,782] [ObeMain Constructor]

req/conn/patcn

Iimeout (1v/3/1¢) count 4 term L

pseudoEncrypt(F) idEncrypt(T) appEncrypt(T)

certEncBFEFlag(F) certEncBFEOne(F) signType(X_Only) maxHsmKeyId(65535)

[2020-11-11 09:05:46,782] init baseDir [/opt/autocrypt/krri/config/bootstrap/]
initDirs baseDir [/opt/autocrypt/krri/config/bootstrap/]

[2020-11-11 ©9:05:46,783] LCCF version(1,1) LPF version(1,1)

[2020-11-11 ©9:05:46,783] initRsePolicy validityMin 10140 overlapMin 6@ downTryCount 10

(2020-11-11
[2020-11-11
(2020-11-11

J% 6. CRL Hi= &2[Xte| CRL 44l =0l
Fig. 6. CRL update check of CRL distribution manager

Derive Enrollment signing key from base key 1 = @) (deriveEnrollSignKey:1806)

©9:85:46,786)
09:05:46,786)
©09:85:46,787]

S Cmass e TRty
LCCF version(1,1) LPF version(1,1)
initRsePolicy validityMin 10148 overlapMin 6@ downTryCount 10

SM, _initUrl[https://ma.scms.krri.re.kr:8894/download-crl][/opt/penta/krri/conf/bootstrap/conf/root.tls]

url [https://ma.scms.krri.re.kr:8894/download-crl]

LZoce—ri-i1
[2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2028-11-11
(2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
(2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
(2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
(2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11
[2020-11-11
[2020-11-11
(2020-11-11

©7:60:40,050]
09:85:46,836)
©09:085:46,836]
09:05:46,836)
09:05:46,837)
09:05:46,837)
09:85:46,837)
09:095:46,837]
09:85:46,837)
09:05:46,837)
©09:05:46,837]
09:05:46,837)
89:85:46,837)
09:05:46,837]
09:85:46,837)
©9:85:46,837]
09:05:46,837]
©09:95:46,838]
©09:85:46,838]
09:05:46,838)
09:85:46,838)
09:05:46,838]
09:85:46,838)
©09:85:46,838)
09:85:46,838]
09:05:46,838]
©9:85:46,838)
09:85:46,838)
09:95:46,838]
©9:85:46,838]
©9:05:46,838)
09:85:46,838]
09:85:46,838)
09:095:46,838]
09:05:46,838)
09:95:46,838]
©9:085:46,838]
09:05:46,838)
©9:85:46,838]
09:85:46,838)
09:85:46,838)
©09:85:46,838]
09:05:46,838)
09:85:46,838)
©9:85:46,838]
09:05:46,838)
©09:85:46,838]
09:06:46,838)
09:85:46,838)
©9:85:46,838]
09:05:46,838)
09:095:46,838]
©09:85:46,838)
09:85:46,838)
©09:85:46,838]
09:85:46,838)
09:85:46,838)
©09:85:46,838]
09:85:46,838)
09:095:46,838]

CRL Download End

Sm, LNLUPS =/ /ma- SCHS - RELL- [8-RE 0074/ GOWNLOBG-CLL] LSPLOGE <00 €S S1Z8 L5iZ
[TEST] INSPTEST_MBRCRL_@@1_83,CRL download success
processCrl securedCrlSeries size 2
INSPTEST_MBRCRL_@@1_03,process CRL 2
putCrlContents, 6B24DCDEC13BBA32_0004, F20201111T098540Z_80
Processing CRL(Hashed-ID based)
Revoked Certificates's hashid: 85803B4BYE6B45180676
Revoked Certificates's hashid: B89F637F2121A22872AAE
Revoked Certificates's hashid: 9C2FC7@3E@ABCE94B26F
Revoked Certificates's hashid: BB14AA7E0352523264C2
Revoked Certificates's hashid: C@148887984A2F@78DA6
Revoked Certificates's hashid: B8B2256183869115A9B@
Revoked Certificates's hashid: B92ACO@9EEE81ABFC7FD3
Revoked Certificates's hashid: 83BF4FBF2AD76BB9CF71
Revoked Certificates's hashid: FA14F58CE7AED64BSFE1
Revoked Certificates's hashid: A3DCeSB2FB7869607BE3
Revoked Certificates's hashid: C31DAB394CD6979601D1
::putCrlContents, 6B24DCDAC13BBA32_0003, F20201111T890541Z_0
Processing CRL(Hashed-ID based)
Revoked Certificates's hashid: 944BEBFF73DB8DEFBF7FD
Revoked Certificates's hashid: DBD1C@@A7A3BF41D3265
Revoked Certificates's hashid: 76714E611DDSE1F3A70F
Revoked Certificates's hashid: 1D839ADCB36A9EB41871
Revoked Certificates's hashid: DD7@54F@DD&68439CCBY
Revoked Certificates's hashid: 5FOA7227ESFCBIE18AGQ
Revoked Certificates's hashid: CACEADB@1E65@3B8E63F1
Revoked Certificates's hashid: D@302B@45B92748E661B
Revoked Certificates's hashid: 8CD62372A833F92DCED4
Revoked Certificates's hashid: A7533A9988B033020341
Revoked Certificates's hashid: 66A76F@22781A&D18B9F
Revoked Certificates's hashid: @67FC4AB916286FF@787
Revoked Certificates's hashid: 3683AC741412AC30696D
Revoked Certificates's hashid: B35F47A1CB59B@38D144
Revoked Certificates's hashid: DFEA2B4DD4EACF4D2E37
Revoked Certificates's hashid: B598897A4059E9DB4F39
Revoked Certificates's hashid: 215AFF7FOEFFDB@E528D
Revoked Certificates's hashid: 3E7FSDF30ES28FB8YA3C
Revoked Certificates's hashid: E9@ES56525195EB193CA9
Revoked Certificates's hashid: 2AAADE32D62AD92EFF2A
Revoked Certificates's hashid: AE80@289BC4E275536DF
Revoked Certificates's hashid: 43938C@616A1F50649C4
Revoked Certificates's hashid: E33A9CE5D4D23A2CSFE®
Revoked Certificates's hashid: @C68B24FO39CAADEESSS
Revoked Certificates's hashid: 978E9D669EA373CDBICB
Revoked Certificates's hashid: 22C89E@B7DB98@233EBY
Revoked Certificates's hashid: 3056DFFAC36B77425CD@
Revoked Certificates's hashid: F@FF3BCC20966C390649
Revoked Certificates's hashid: 3BC32DD50DC84B@7C8D9
Revoked Certificates's hashid: E51C3D156B8804580CF4
Revoked Certificates's hashid: 465FB21905FD985AC3@5
Revoked Certificates's hashid: 4094296CB919954620A9
Revoked Certificates's hashid: 38F281E92DCB9392E7DE
Revoked Certificates's hashid: 83246633FED4D88DBABB
Revoked Certificates's hashid: A1186B892AD814C62323
Revoked Certificates's hashid: C136286377A604DES1IAB
Revoked Certificates's hashid: @86D693332AEQ48B2F66
Revoked Certificates's hashid: 8B3CB81BDESBDSES176B3
Revoked Certificates's hashid: @A643E7C55ED78ASES30
Revoked Certificates's hashid: 11CF749@37EE752C91B3
[TEST] Revoked Certificates's hashid: D77@A3411802FECBEF93

=2020-11-11 1B:05:46.840551-info: [restserver.cpp:operator():476] CRL Update Complete

a8 7. Hotctaty|o| CRL A4l
Fig. 7. CRL update of railway security device
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