’m Check for updates

Journal of KIIT. Vol. 21, No. 9, pp. 121-127, Sep. 30, 2023. pISSN 1598-8619, elSSN 2093-7571 121
http://dx.dot.org/10.14801/kiit.2023.21.9.121

Random-scale-based Identity Information Concealing
Steganography for Data Sharing Mechanism
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Abstract

Data is produced countless times over the Internet, and most of the data is accessible to the general user. In
particular, as the amount of data generated increases rapidly and grows in size through the Internet, many studies are
being conducted on how to effectively process data into a separate area called big data. In particular, in the case of
image information, the image of the first distributor may be used without permission for the economic benefits of a
third party. Therefore, measures are required to prevent indiscriminate use of image information. In this paper, we
propose a steganography-based data sharing mechanism applying bitplane techniques. Before sharing the image to an
open server, the user's identity information is recorded on the LSB(Least Significant Bit) in the image through
random selection by a random key, and recorded on the server to share it to the user. In this study, we inserted
MD5 hashed data into 225x225 pixelated bitmap images and confirmed an approximate 99.99% match rate.
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