’m Check for updates

Journal of KIIT. Vol. 21, No. 9, pp. 1-10, Sep. 30, 2023. pISSN 1598-8619, e[SSN 2093-7571 1
http://dx.doi.org/10.14801/kiit.2023.21.9.1

S

AFAA FA7E ol 87 BH T3 ARAE A2H 7

L,l-A‘I _\_-LI*1 Ol-

—_ = y =

2 3
PR FT P

MM
*

Implementation of Radio Frequency Fingerprint Identification
System using Compressed Sensing Receiver

Sun-Phil Nah*', Jun-Il Ahn**, and Sung-Jin Jo*?

Boo7= ARl A) e Yoz 43" ATU(No. 912832101)

O OoF
I 5
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s 1 g feste FA Faa A5 A A &8k

The spectrum dominance strategy, which has recently been emphasized in the field of electronic warfare, requires
pervasive spectrum awareness. However, the ability to continuously monitor all critical portions of the spectrum and
identify specific threats, which is a key requirement for pervasive spectrum awareness, is still weak. In this paper, we
implemented a radio frequency fingerprint identification system and presented the performance of two key functions
for pervasive spectrum awareness. The implemented system applies a compressed sensing receiving technique that can
simultaneously detect radio frequency signals existing in different frequency bands for continuous monitoring of the
spectrum. To implement a specific emitter identification function, the 2-D ResNet model based on the convolutional
neural network was converted into a 1-D model and applied to radio frequency signal identification.
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TR, ARUY FAH TRTI= dojEAre no. Model Trial Success | Accuracy
N-1000 UHF DMR 59, VHF DMR 54, REEZA} 1 150 149 99.3
9] XiR P3688 UHF DMR 5T], VHF DMR 5thE ©] g N=1000 g 1432 gg;
SR om AlY Fars }1 13 Zo] A8t 1 VHF 50 150 1000
NP FAUANDH HAAEOE o] 33k 5 150 149 99.3
T FYAPS By ¥R {1 Fag 503, 2 F 6 10| 150 1000
7 150 150 100.0
g 503], 3 F3 5035 A8 N-1000
8 UHF 150 149 99.3
9 150 150 100.0
I 1A Fae 10 150 149 99.3
Table 1. Test frequency 11 150 97 64.7
12 P63 150 150 100.0
Freg;negcy Test frequency(MH2) 13 VHE 150 150 100.0
14 150 150 100.0
fl 146.5125 15 150 150 100.0
VHF f2 146.5500 16 150 150 100.0
3 1465875 17 P36ES 150 150 100.0
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f1 422 4750 19 UHF 150 16 773
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i3 4441500 Sum 2893 3,000 96.4
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