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Risk Assessment of Actuators Uncertainty using STPA and SMC
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Abstract

In STPA(System-Theoretic Process Analysis), which analyzes safety based on system theory, actuators manage the
control commands that the controller delivers to subprocesses. An actuator can send incorrect commands to a
subprocess due to environmental conditions, external interference, etc. and cause an accident. Failure to consider these
possibilities can lead to unrealistic risk assessment results. Therefore, this paper proposes a risk assessment method for
STPA under actuator uncertainty using Priced Timed Automata (PTA) and Statistical Model Checking (SMC). Unlike
traditional model verification, SMC uses statistical techniques to compute and verify estimates. This feature makes it
applicable to PTAs with state explosion problems. The proposed method is applied to a railroad crossing system to
determine the impact of actuators, and the results show high risk in all scenarios. This confirms the need for risk
assessment of loss scenarios for actuators.
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Table 1. Requirements of railroad crossing system

Requirements
When the train approaches the start sensor,
#1 | the controller lowers the barrier and triggers the
detector device.
The detector device checks to see if there are
vehicles or people in the crossing.
If there are vehicles or people in the crossing,
#3 | the detector device sends an ON signal to the
warning light.
The warning light tums on the stop sign when
it is signaled ON.
The train stops after a certain amount of time
if the stop sign is on.
When the train has passed the end sensor,
#6 | the controller raises the barier and stops the
detector device.
People or vehicles can only enter the crossing
when the barrier is open.
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Table 2. Results of the likelihood of loss scenarios

Loss scenario Likelihood
HS2-N-1 (0.0297222, 0.129219)]
HS2-N-2 [0.0169465, 0.116203]
HS3-P-1 [0.00790082, 0.106991]
HS4-N-1 [0, 0.0981446]
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Table 3. Risk by likelihood of loss scenarios

dassoaton | PrO0ebIy | L
Frequent le—1< [3, 4]
Probable le—2< Pr<le—1 2, 4]
Qccasional le—3=<Pr<le—2 2, 4]
Remote le—4<Pr<le—3 [1, 3]
Improbable le—5< Pr<le—4 1, 2
Incredible <le—5 1
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