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Abstract

In a situation that malicious e-mails are seriously increased, in order to increase accuracy of malicious mail
machine learning methods of three kinds instead of message rule-based methods were applied to this paper. The main
goal is to prove that the multinomial Naive Bayes technique of a Naive Bayes algorithm has better prediction
accuracy for malicious emails and takes less processing time than other two kinds of machine learning techniques. To
prove this, according to the experimental result consisting of 1,454,489 the spam prediction error rate was 8% for the
MultinomialNB algorithm 42% for the SVM algorithm and 20% for the LR algorithm. In conclusion, I suggest that
implementing a malicious mail filtering system by applying the Laplace smoothing technology and good alpha
parameter value based on the MultinomualNB algorithm is an effective method.
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Table 5. Comparison of prediction error rate and accuracy
among machine learning methods (Unit: %)
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Table 6. Comparison of execution time among machine
learning (Unit: sec)

Technique type Execution time
Naive bayes 1,489
SWM 10,301
LR 1,963

i
{10
rlo oX,
-}
S 1o
LA
é =%
o JPN
il O
o n L4
N, o
o
—['?{J ﬂ\l
N
o m %
o —~
L 4
:?l_',
Y
€L ©
ox o F['E

X

multinomialNB
Hd g

r
rir
Sl
-3
X to
=
o
o o
-V
oo
ofr
RO <
do gm o w &
o @ oy &

N
i~

e
£ 0 2N o B

o
*
=

_,4
ON
= rgﬁg

v

o
1o
ofy
N,
hine)
w2
w2
é e 2 o
o
<

=2

2 f0 X

il
o,

b
N
o
rok

[1] D. Sorkin, "SPAM LAWS", SpamLaws, 2019.
https://www.spamlaws.com/spam-stats.html.
[accessed: May 30, 2023]

[2] S. Byun and J. Kim, "Spam message filtering

message  digest

system  using algorithm",

£ oy WY BHY A2Y 7

Proceedings of KIT Conference, pp. 120-123,
May, 2014.

[3] K Ji, "A new malicious mail filtering method
using Naive Bayes technique on efficiently tuned
Hadoop framework", Chungnam Nation al
University, Daejeon, Korea, pp. 18-20, 74-101,
Feb, 2023.

[4] J. Jang, "easy understanding for Al 3-2, Naive
Bayes classification algorithm”, ZDNET Korea,
2022.  https://zdnet.co.kr/view/?no=20220530181623
&re=0 20220530181623&p=4. [accessed: May 30,
2023]

[5] V. Jayaswal, "Laplace smoothing in Naive Bayes
algorithm", Towards DataScience, 2020. https:/
towardsdata science.com/laplace-smoothing-in-naive%
C3%AFve-bayes-algorithm-9c237a8bdece.  [accessed:
May 30, 2023]

[6] D. Somvanshi, "A survey on spam filtering

Map-Reduce ~ with  SVM",
International Research Journal of Engineering and
Technology(IRJET), Vol. 4, No. 3, pp. 490-494,
Mar. 2017.

[7] Shreyak, "Spam Mail Detection Using Support

Machine", Becoming Human:Artificial

Magazine,  2020.
ghuman.ai/spam-mail-detection-using-support-vector-
machine-cdb 57b0d62a8. [accessed: May 30, 2023]

[8] O. Amayri and N. Bouguila, "A study of spam
filtering using support vector machines", Springer
Science, pp. 73-108, May 2010. https://doi.org/
10.1007/510462-010-9166-x.

[9] M. Oh, A. Park, Y. Kim, and J Jin, "Research of

anomaly detection technique based on machine

methods  and

Vector

Intelligence https://becomin

learning", Korea Institute for Health and Social
Affairs, pp. 42-43, Dec. 2019.

[10] D. Jeon and D. Park, "Malware Detection in
Encrypted TLS Traffic using Machine Learning
Techniques", Journal of KIIT, Vol. 19, No. 10,
pp. 125-136, Oct. 2021. https://doi.org/10.14801/
jkiit.2021.19.10.125.



Journal of KIIT. Vol. 21, No. 7, pp. 63-69, Jul. 31, 2023. pISSN 1598-8619, eISSN 2093-7571 69

[11] Natasha Sharma, "Spam Detection with Logistic
Regression", Towards  DataScience, 2018.
https://towardsdatascience.com/spam-detection-with
-logisticregression-23¢3709¢522.  [accessed: May
30, 2023]

IS

X 4 & (Keungyeup Ji)

A3 1A F K F A
4] E-oF : Hadoop, Spark, Cloud
Computing, Machine Learning, Data Mining

A o o (Youngm| Kwon)

71986 29 ALt
A B3 (FEAD
1988 2¢ : ALt
AFE T (FEA A
199 8¢ : A&t
H3E MM(%@H#A})
1993 ~ 1995 S|

19%d ~ 20024 : Edogn 74*1E1J—§M Zug

200613 ~ 2007'd : Indian Statistical Institute
AddTd

2002 ~ @A sty AR EAN TS

FHATE-oF : Internet Protocols, WSN, Embedded System,
Cloud Computing, Distributed System



	멀티노미얼나이브베이즈 기법의 정교화를 통한 악성 메일 필터링 시스템 구현
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. MultinomialNB에 라플라스 스무딩을 적용한 스팸 필터링 방법
	Ⅳ. 결론
	참고문헌


