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Abstract

In System Theoretical Process Analysis (STPA), a hazard analysis technique for systems, it is essential to identify loss
scenarios that describe the cause and effect relationships of hazards caused by unsafe control actions. Until now, loss
scenarios have been identified by experts using manual, subjective, and unsystematic methods. In this paper, we propose
STPA-RL, which combines reinforcement learning (RL) to automatically derive loss scenarios. For this, we model an
environment where safe control actions are reinforced based on STPA analysis results, and then explore the system state
transition process that leads to a hazard state. Experimenting with an industrial process system as a case study, we were
able to generate about 400 loss scenarios. As a result, we were able to not only identify high-frequency hazards, but
also visualize the state transition process leading to the hazard to improve the understanding of loss scenarios.
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Table 1. State definition of process industry system
num State name num State value
0 low
0 Separator pressure 1 normal
2 high
0 low
1 Water level 1 normal
2 high
0 low
2 Condensate level 1 normal
2 high
3 Produced water 0 opened
valve position 1 closed
A Condensate 0 opened
valve position 1 closed
. 0 auto (BPC)
> Operation mode 1 | manual (Operator)
6 Process condition 0 out of normal
1 normal
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Table 2. Action definition of process industry system

value Control action for action

0 water valve open

1 condensate valve open

water valve close

condensate valve close

operator enable BPC

operator disable BPC

operator respond to alarm

~N | O oA~ W N

operator not respond to alarm
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Table 3. Hazard List of process industry system

Hazard Hazard description

Potentially release hydrocarbon from the
H1,H2 || process and cause hydrocarbon enter to the
water stream
Causing high pressure in the separator and
condensate enter to gas stream

Causing gas enter to condensate stream

H3

Ha
H5

Process is out of normal condition
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Table 4. Model evaluation reward by train episode

Model || Train episode Eva] uation Average
episode reward
M1 1000 1000 1.92
M2 5000 1000 7.73
M3 8000 1000 12.1
M4 10000 1000 19.6
M5 15000 1000 57.8
M6 20000 1000 788
M7 40000 1000 536.3
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LS244 | [1,20,1,1,1, 1,0] 6 [020,1,1,11] 5
L.S3%6 | 10,2,0,1,0,0,01 0 [0,2,0,0,0,0,0] 1

052 &4 AU 55 5 2474 & A
4:3h= LS16, LS119, 182448} 1839600 thaljA 7)<
sht}, LS16 HiIolA 0.029] W=, LS119% H3ol
A 0099 HITZ [S244E H500A 0019 HIEZ
HHA L8396 H4olA 0.04 WEZ AL oF
A A 2" 52E 98 AseEs FRAIE
Esta A dEolth ols AxEY B4
I okt Jago g oA ke Ayt wy

& % ek 2e A



RE7 BPCY AF Aol REZ A
HAE wl, £7F £ YE WEy} 2go
U BPC7F HIAY Zsste] ¢H WHE &
Tt AdzFor B©3lsivl YH ~AEH
o= €. [Hl, H2]

221719 qhgo] BEoA

U

)
=9

LS16.

LS119.

e

sy
i 12
o
)Y

ng

g:_‘o_’
o

1 oo

O

—_

i
[e]

_‘d
>

==
;2 H

ol r‘_\“l

ox
on L
N

o f

L5244,

2
i 3

o MO

o
fuj

oL
D)
o=

o

=
e
X
32

=

o o Mt of of o
>
NI
)

e

LS396. +

T}, [H4]

o
fit

ox
% o
S koo >

—_

Pt oo gy N
2 g fo (U o AN

i m%ﬂ_{ﬂ
& oy R oo Ot 2

)

>

o) 7Is€ AF

ot

i,

oo olo olo
A e A
L 12 12
> 1

FH Aol #jEls wetsta 2k
Ashz] Sl AE-AA A

A (Edge) 0.2 &to] 1z E ®3
TEoA | AHY A=
A &

) Al

A

2

E(Node)=,
At Ao
& e,
Ao 2 H4ol

-
a
3x

o
w0

€l

S 1 vy Qll Buigye)

H4olt}, 1z o] AHo
HHEEA o2 Ho|dte=

22, 28, 45, 467} 547} Ut ol 3T AEjelA A
e FRYE o, ol Wit 7)Aol HF
of dHOE oA AdEste HHEHoE Ueue
2ot} HAZ A@40 - 34 - 35 - 36 - 37 - 38
- 39 - 40 HZ B(53 - 49 - 50 - 51 -
52 - 53)9] Aol 403 539 =Tt AE dHE

o) T4l Ho Uthde BAE A5T & Uk
LAY WA AERE olgst] AzEle] A Ao

Aol A9 755

A3 het.

i

®-®

@ ®
@5 @ ®
DO E 220 @
& @
@@ &-© e
@
@ ® @
OROR RO SR &
Go) D)
&-@ @
© @
© G)
@
5 @@
@ ®
DY)

J% 4, 1825 H4oll EEste MEf 5§ AlLiEl2
Fig. 4. LS25: State trajectory scenario to H4



Journal of KIIT. Vol. 21, No. 7, pp. 39-48, Jul. 31, 2023. pISSN 1598-8619, eISSN 2093-7571 47

Vi 22 2 8%

5 + STPA U] WA ©AY &4 AU

EL%% A ’8}71 A Al Aslkgs A

IOPo}‘}i‘E}. 83 o] A3 A
34 AN 2Ho A W3l &F tlolH

l%o}&l &4 AU LE EE3A 37K 84

A3 Al A FA T

RLE A|2ElE STPA 4t

= )\1-01-1:% A}ﬁ 5’-;(4 A 2 Hl o A

9 7|Eos &4 Adeles F 40
ok HI 999 RI=7} 41%2 7P A5 HAE
oug g 93 #ET HH =X FHE M
asfof Aot ERE AE o] Z=E I
=2 2o} du-AAd L% TR0, Ao #
Ae FHE ANA4HoRE Alsigit olHT &4
o Aoz AA l 28 ZAgo) el izt 3
Hee THst AEY A Ao F7tst
AY, Al2HlY] 7]E STPA 23S 74 T U=
= Azde AA AlgEolddl #E BHe A

st

S
é
=2

FeshaS O SHek G 2o ofF
ol Hat AzglA £ AvEle FH| #
&4 & A7E T FAsko o, Asteks
Zd2 Folzl & Ssd FHolAe T2
HAAg sk WFoR Sgotr] fiol, gl A
H &3 dA &9 @749 Aoz s stad
Zdlo] uskE A fo} A7) 2 sl UE
g Ate A SATH e, FF A
2A Sgd o] TE3] AT HES, STPA 4t
e Jss Az @4 Zddd Hud
AgeiA HF9e e TAH e Adet
o AN Aot

References

[1] E. Ruijters and M. Stoelinga, "Fault tree analysis:
A survey of the state-of-the-art in modeling,
analysis and tools", Computer Science Review,
Vol. 15-16, pp. 29-62, Feb. 2015. https://doi.org/
10.1016/j.cosrev.2015.03.001.

[2] D. H. Stamatis, "Failure mode and effect analysis:
FMEA from theory to execution", Quality Press,
2003.

[3] N. G. Leveson, "Engineering a safer world:
Systems thinking applied to safety”, The MIT
Press, 2016.

[4] V. A. Yunusov, S. A. Demin, and A. A. Elenev,
"The study of statistical features of the evolution
of complex physical systems using adaptive
machine learning methods", Journal of Physics:
Conference Series, Vol. 2270, 2022. https://doi.org/
10.1088/1742-6596/2270/1/012042.

[5] H. Li, J. Ki, J. Pimentel, G. Gruska, R. Xu, and
F. Xu, "Complete Safety Analysis of Known and
Unknown Scenarios in Autonomous Vehicles
Based on STPA Loss Scenarios", SAE Technical
Paper, No. 2022-01-7023, Jun. 2022. https://doi.org/
10.4271/2022-01-7023.

[6] L. Dakwat and E. Villani,
assessment based on STPA and model checking",
Safety Science, Vol. 109, pp. 130-143, Nov. 2018.
https://doi.org/10.1016/j.ss¢i.2018.05.009.

[71 J. Thomas,

Systems-Theoretic

"System  safety

"Extending and Automating a
Hazard

Requirements Generation and Analysis",

Analysis for

Ph. D.
dissertation, Massachusetts Institute of Technology,
USA, 2013.

[8] Telecommunication Technology Association, "New
Approach to Hazard Analysis: Guide of Hazard
Analysis using STPA", 2018.

[9] N. G. Leveson and J. Thomas, "STPA Handbook",
Massachusetts Institute of Technology, Mar. 2018.

[10] J. Chang, R. Kwon, and G. Kwon, "Machine



48 STPA-RL: Z8t52 ol&3 STPAJA &4 Au

Learning-based STPA for Platform Screen Door",
In  Proc. of Advanced Engineering and
ICT-Convergence, Vol. 6, no. 1, pp. 38-42, Feb.
2023.

[11] R. S. Sutton and A. G. Barto, "Reinforcement
learning: An introduction”, The MIT Press, 2018.

[12] H. Guo, Q. Cai, Y. Zhang, Z. Yang, and Z.
Wang, "Provably efficient offline reinforcement
learning for partially observable Markov Decision
Processes", International Conference on Machine
Learning, pp. 8016-8038, PMLR, 2022.

[13] J. Chang and G. Kwon, "Analysis of
Hyper-parameters in  Solving  Sokoban  using
Q-learning", The Journal of KIIT, Vol. 20, No.
11, pp. 6572, Nov. 2022. https:/doi.org/
10.14801/jkiit.2022.20.11.65.

[14] Y. Matsuo, Y. LeCun, M. Sahani, D. Precup, D.
Silver, M. Sugiyama, E. Uchibe, and j. Morimoto,
"Deep learning, reinforcement learning, and world
models", Neural Networks, Vol. 152, pp. 267-275,
Aug.  2022. https://doi.org/10.1016/j.neunet.2022.
03.037.

[15] G. Zhan, X. Zhang, Z. Li, L. Xu, E. Zhou, and
X. Yang, "Multiple-UAV reinforcement learning
algorithm based on improved PPO in Ray
framework", Drones, Vol. 6, No. 7, pp. 166, Jul.
2022. https://doi.org/10.3390/drones6070166.

[16] A. Yousefi and M. R. Herande, "Using a
system theory method (STAMP) for hazard
analysis in process industry”, Journal of Loss
Prevention in the Process Industries, Vol. 61, pp.
305-324, Sep. 2019. https://doi.org/10.1016/j.jlp.
2019.06.014.

[17] M. R. Hemande and A. Yousefi, "A systematic
approach methodology to measure process and
plant safety", Chemical Engineering Transactions,
Vol. 90, pp. 259-264, May 2022. https://doi.org/
10.3303/CET2290044.

[18] Stable Baselines3, https:/pypi.org/project/stable-ba
selines3/. [accessed: Jun. 24, 2023]

Hr

A
&

[19] S. Han and T. Liang, "Reinforcement-learning-
based vibration control for a vehicle semi-active
suspension system via the PPO approach", Applied
Sciences, Vol. 12, No. 6, pp. 3078, Mar. 2022.
https://doi.org/10.3390/app12063078.

SN

& X ¥ (Jiyoung Chang)

2023‘4 2°J :

SW°PZdH°J—|T+ A
TrlRok . AZES 0] F3,

A2ZEYY kHA, 7AES

# & T (Ryeonggu Kwon)

20113 2€: A7 gt
Al A8 (o] A

20134 2€: A7|thstw
al ﬁE] J,}ﬁ]— J,}(o] A /\].)

2013 3€ ~ A : A7|dgw

AFE T AL

BAEoF: 714 o, B A

A 7| & (Gihwon Kwon)

1985 2€ : A7|thg
A2 A Ak 2 0] 8HA
19873 8¢ . sty
ZHAAA Absk (0] 8H4 A
1991 2€ ;. 4t
A2 A A8 2 (F- g AL

K

4
=

~

19114 2¢ ~ @A : 37|tk
AFEEHE

19994 ~ 2000 :

2006 ~ 2007 :

2014 ~ 20169 :

spolole) 1

2021 ~ @A) : A7|het SWEAIhSH Aoy
20221 ~ FA : A7IofSR 2z E ol F Y 8
HAROE : ATES ] FE, 2ZES 0} AN, Y

o,
olN
SN2

49 4



	STPA-RL: 강화학습을 이용한 STPA에서 손실 시나리오 분석
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 제안한 STPA-RL 알고리즘
	IV. 사례 연구
	Ⅴ. 사례 결과 및 분석
	VI. 결론 및 향후 과제
	References


