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Abstract

Recently, personal information is stored in the smart car as the IoT technology is grafted onto the car and
developed into a smart car. However, the conventional vehicle security methods using keys have the issue of being
lost, stolen, or replicated. Therefore, research on biometric-based user identification systems is needed to enhance
vehicle security for high liability by continuous authentication. In this paper, multi-dimensional features are extracted
by applying CQT(Constant Q Transform) with time-frequency resolution customized to multiple biosignals, and
converting the extracted features into 2D spectrograms, we propose a user identification method using multi-stream
CNN(Convolutional Neural Networks). In the experiment results, it was confirmed that using a ECG showed an
identification accuracy of 94.5%, using four channels of EEG showed an identification accuracy of 92.1%, and using
multiple biometric signals improved the user identification accuracy to 96.8%.
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Authors Personnel Input signal  Accuracy(%)
Stantos et al.[20] 5 ECG 9.8
Ma et al.[21] 10 EEG 88
Bashar et al[14] 10 ECG-EEG 85.4
Proposed 14 ECG-EEG 9%.8




116 vtz AAANZ 2D ~2HEZ IS o] &3 HE

2 A xg@}&{— 96.8 %i Ak -ﬂr—’v\‘ B3 H%Ol
Jel= oAt B4 2 dH 2 4 A

2 =dAe AdEs HAE s AA S
A A RS T.‘:_Léﬂ
g8t thakd
o2 e H mult1 stream CNN—% ol AHEAE
Alaﬂ—g].,‘: /\]/\Eﬂg ;q]o]-o]-oﬂl:]-

AZ43}, multi-stream CNN 7| ohz A A4
] Sk AR A ASEE 96.8%E TY
o] &3k AR} A Ao HlF 2.3% ]

f?:’b}ﬂoq‘jr T3k 7]E AR A AT
gk A3 1% ol FHNU
5 AHEE o ARRA AE AE
e AT g3 doAHE
AN E 31]71‘3 A5t

r)v }olu

L >

£

HelHE =3 § A} A
3 A|2HE A7 Aot
References

[11 Q. Xu, B. Wang, F. Zhang, D. S. Regani, F.
Wang, and K. J. R. Liu, "Wireless Al in smart
car: how smart a car can be?", IEEE Access, Vol.
8, pp. 55091-55112, Mar. 2020. https://doi.org/
10.1109/ACCESS.2020.2978531.

[2] S. K. Bhoi, P. K. Sahu, M. Singh, P. M. Khilar,
R. R. Sahoo, and R. R. Swain, "Local traffic
aware unicast routing scheme for connected car
system", IEEE  Transactions on Intelligent
Transportation Systems, Vol. 21, No. 6, pp.
2360-2375, Jun. 2020. https://doi.org/10.1109/TITS.
2019.2918161.

[3] G. H. Choi, K. H. Lim, and S. B. Pan, "Driver

Identification System Using 2D ECG and EMG

2EY NN 71 AL} 2 A 2H

Based on Multistream CNN  for Intelligent
Vehicle", IEEE Sensors Letters, Vol. 6, No. 6, pp.
14, Jun. 2022. https://doi.org/10.1109/LSENS.
2022.3175787.

[4] C. H Yang, D. Liang, and C. C. Chang, "A
novel driver identification  method  using

2016 13th IEEE Annual Consumer
Communications & Networking Conference, Las
Vegas, NV, USA, pp. -5 Jan. 2016.
https://doi.org/10.1109/CCNC.2016.7444722.

[5] G. H. Choi, K. Lim, and S. B. Pan, "Driver

identification

wearables",

system using normalized
electrocardiogram based on adaptive threshold filter

for intelligent vehicles", Sensors, Vol. 21, No. 1,

pp. 1-17, Dec. 2020. https://doi.org/10.3390/
$21010202.

[6] D. H. Lim, "Personal authentication system using
multimodal  biometric ~ algorithm”, Journal of

Korean Institute of Information Technology, Vol.
15, No. 12, pp. 147-156, Dec. 2017.
https://doi.org/10.14801/jkiit.2017.15.12.147.

[7] R. D. Luis-Garcia, C. Alberola-Lopez, O. Aghzout,
and J. Ruiz-Alzola,
systems", Signal Processing, Vol. 83, No. 12, pp.
2539-2557, Dec. 2003. https://doi.org/10.1016/
J.sigpro.2003.08.001.

[8] G. H. Choi, E. S. Bak, and S. B. Pan, "User
identification system using 2D resized spectrogram
features of ECG", IEEE Access, Vol. 7, pp.
34862-34873, Mar. 2019. https://doi.org/10.1109/
ACCESS.2019.2902870.

[9] K. P. Thomas and A. P. Vinod, "Utilizing
individual alpha frequency and delta band power
in EEG based biometric recognition", 2016 IEEE

International Conference on Systems, Man, and

"Biometric  identification

Cybernetics, Budapest, Hungary, pp. 4787-4791,
Feb. 2016. https://doi.org/10.1109/SMC.2016.7844987.
[10] A. Bellotti, S. Antopolskiy, A. Marchenkova, A.
Colucciello, P. Avanzini, G. Vecchiato, J. A.

Madsen, and L. Ascari, "Brain-based control of



Journal of KIIT. Vol. 21, No. 6, pp. 111-118, Jun. 30, 2023. pISSN 1598-8619, eISSN 2093-7571 117

car infotainment", 2019 IEEE
Conference on Systems, Man and Cybernetics
(SMC), Bari, Italy, pp. 2166-2173, Oct. 2019.
https://doi.org/10.1109/SMC.2019.8914448.

[11] J. M. Kim, M. G. Kim, and S. B. Pan, "Study

on noise reduction and data generation for SEMG

International

spectrogram  based user recognition”, Applied
Sciences, Vol. 12, No. 14, pp. 7276, Jul. 2022.
https://doi.org/10.3390/app12147276.

[12] A. Biran and A. Jeremic, "Non-segmented ECG
bio-identification using short time fourier transform
and frechet mean distance", 2020 42nd Annual
International Conference of the IEEE Engineering
in Medicine & Biology Society, Montreal, QC,
Canada, pp. 5506-5509, Jul. 2020.
https://doi.org/10.1109/EMBC44109.2020.9176325.

[13] S. Yang, S. Hoque, and F. Deravi, "Improved
time-frequency features and electrode placement
for EEG-based biometric person recognition", IEEE
Access, Vol. 7, pp. 49604-49613, Apr. 2019.
https://doi.org/10.1109/ACCESS.2019.2910752.

[14] K. Bashar, "ECG and EEG based multimodal
biometrics for human identification", 2018 IEEE
International Conference on Systems, Man, and
Cybernetics, Miyazaki, Japan, pp. 4345-4350, Oct.
2018. https://doi.org/10.1109/SMC.2018.00734.

[15] D. D. Jayasree, "Classification of power quality
disturbance signals using FFT, STFT, wavelet
transforms and neural networks - a comparative

Conference on

Multimedia
Applications, Sivakasi, India, pp. 335-340, Dec.
2007. https://doi.org/10.1109/ICCIMA.2007.279.

[16] T. H. Shovon, Z. A. Nazi, S. Dash, and M. F.

Hossain, "Classification of motor imagery EEG

analysis", International

Computational ~ Intelligence  and

signals with multi-input convolutional neural
network by augmenting STFT", 2019 5th
International Conference on Advances in Electrical
Engineering, pp. 398-403, Jan. 2019.
https://doi.org/10.1109/ICAEE48663.2019.8975578.

[17] J. M. Kim, G. H. Choi, M. G. Kim, and S. B.
Pan, "User recognition system based on
spectrogram image conversion using EMG signals",
Computers, Materials & Continua, Vol. 72, No. 1,
pp. 1213-1227, Feb. 2022. https://doi.org/10.
32604/cmc.2022.025213.

[18] H. Bo, H. Li, L. Ma, and B. Yu, "A constant Q
transform based approach for robust EEG spectral
analysis", 2014 International Conference on Audio,
Language and Image Processing, Shanghai, China,
pp. 58-63, Jan. 2014. https:/doi.org/10.1109/
ICALIP.2014.7009757.

[19] Q. Massoz, T. Langohr, C. Francois, and J. G.
Verly, "The ULg multimodality drowsiness
database (called DROZY) and examples of use",
2016 1EEE Winter Conference on Applications of
Computer Vision, Lake Placid, NY, USA, pp.
1-7, Mar. 2016. https://doi.org/10.1109/WACV.
2016.7477715.

[20] A. Santos, I. Medeiros, P. Resque, D. D.
Rosario, M. Nogueira, A. Santos, E. Cerqueira,
and K. R. Chowdhury, "ECG-based user
authentication and identification method on vanets",
Proc. of the 10th Latin America Networking
Conference, pp. 119-122, Oct. 2018.
https://doi.org/10.1145/3277103.3277138.

[21] L. Ma, J. W. Minett, T. Blu, and W. S. Y.
Wang, "Resting State EEG-based biometrics for
individual identification using convolutional neural
networks", 2015 37th  Annual
Conference of the IEEE Engineering in Medicine
and Biology Society, Milan, Italy, pp. 2848-2851,
Nov.  2015.  https://doi.org/10.1109/EMBC.2015.
7318985.

International



o] 2D 2HEZTIHS 0|43 HE]ZEY CNN 78 AREAl 28 A ~F)

Sk

Al

118 o= AA

XMAL2IH

(Jae Myung Kim)

i

“

o

E
X
>
w
R =
=2
<

=
s
&

129

[e}

(@)
a

Tl E Alzw, @Az, vl

ATk

o

2 (Sungbum Pan)

7)<

1A
v

0

3
=0
ad
_IT
B
o}
B
o
ﬁo




	다중 생체신호의 2D 스펙트로그램을 이용한 멀티스트림 CNN 기반 사용자 식별 시스템
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 제안하는 다중 생체신호 기반 사용자 식별 시스템
	Ⅳ. 실험 방법 및 결과
	Ⅴ. 결론 및 향후 과제
	References


