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Abstract

Recently, as the value of blockchain increases, various security threats are emerging. In addition, it is important to
research on detecting anomaly behavior in the blockchain network in a short time. In this paper, in order to detect
blockchain network security threats and anomaly detection elements, we collect data based on transaction information
and present experimental results for anomaly detection using unsupervised learning. The learning model of this paper
has a detection time of 0.058 ms per block, and it is possible to determine normal/abnormal behavior of about
17,000 blocks per second. Also, the learning evaluation scores were Accuracy 98.2%, False Negative 0.6%, False
Positive 1.2%. It correctly detects 99.4 blocks out of 100 abnormal behavior blocks as abnormal behavior and
correctly detects 99.8 blocks out of about 100 normal behavior blocks as normal behavior. Overall, when 100 blocks
were generated, normal/abnormal behavior of 98 blocks was correctly detected.
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Fig. 1. Blockchain network anomaly detection system

ol |Al= 17 29} o] ol ’A] A|H J|E
o2 HIo A" Ho 1007 &5 HEE
A

- . - - =
2 =2dMe 712 paxoz &  MariaDBolA 7HAL %, 0% Ao 282 54
= = - B B TS
sAQlel AREE EdAMe o $AS B RES ), B W 239 =944 )5 o
= < = =] O == =]
old B #¥S WSk 5L /T Aok BEsto] Y4 1) FEeke ARE AzEn,
L = Read
/datallatest_block. txt
h
> Loop . MariaDB
BlockNumber
v
X = Max(blockNumber) = L MariaDB
\L _ timestamp
Block Size
_ Feature Extractor Transaction count
M = max(L+1, X-100) — .. X] € -
v
Al-Based Model = Data
¢ bucket : anomaly
measurement: anomaly
Insert into InfluexDB blockNumber (tag)
¢ is_anomaly : 0 or 1
coords_x : float
L=X coords_y : float
\ Write L
d R < /data/latest_block txt

T2 2. 2542l HEF oy EHX| 1ty
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Libraries Description
pyenv 2.36 Python version
scikit-learn 1.1.1 | Machine leaming library
salkit-multfiow Scikit-learn extention library
053
aiomysgl 0.1.1 MariaDB client library
sqlilzrlzmy ORM(Object Relational Mapping) library
influxdo—clientlas o
ynal 138, InfluxDB client library
numpy 1.234 | Python huge multi array library
pandas 1.4.2 Data analysis and manipulation library
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2022-11-16T13:22:17.251715 : 15,015 -> 15,022 (+ 7) / extract features: 4.897 ms / detection: 14.319 ms
2022-11-16T13:22:17.792188 : 15,822 -> 15,028 (+ 6) / extract features: 4.917 ms / detection: 15.215 ms
2022-11-16T13:22:18.325829 : 15,028 -> 15,832 (+ 4) / extract features: 4.802 ms / detection: 14.115 ms
2022-11-16T13:22:18.871347 : 15,832 -> 15,0840 (+ 8) / extract features: 5.223 ms / detection: 15.418 ms
2022-11-16T13:22:19.417523 : 15,040 -> 15,047 (+ 7) / extract features: 5.268 ms / detection: 17.420 ms
2022-11-16T13:22:19.961139 : 15,047 -> 15,054 (+ 7) / extract features: 5.595 ms / detection: 14.181 ms
2022-11-16T13:22:20.515111 : 15,854 -> 15,0863 (+ 9) / extract features: 4.480 ms / detection: 15.623 ms
2022-11-16T13:22:21.858983 : 15,863 -> 15,070 (+ 7) / extract features: 4.725 ms / detection: 14.840 ms
2022-11-16T13:22:21.598254 : 15,870 -> 15,077 (+ 7) / extract features: 4.386 ms / detection: 13.804 ms
2022-11-16T13:22:22.136261 : 15,877 -> 15,883 (+ 6) / extract features: 4.364 ms / detection: 13.939 ms
2022-11-16T13:22:22.679875 : 15,883 -> 15,090 (+ 7) / extract features: 5.415 ms / detection: 14.765 ms
2022-11-16T13:22:23.221686 : 15,090 -> 15,096 (+ 6) / extract features: 4.824 ms / detection: 15.600 ms
2022-11-16T13:22:23.756652 : 15,096 -> 15,101 (+ 5) / extract features: 4.069 ms / detection: 13.923 ms
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Fig. 3. Example of anomaly detection results
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Fig. 5. Results of anomaly detection simulation
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Fig. 7. Visualization of anomaly detection results
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