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Implementation of Secure QR Scan System
using Format-Preserving Encryption
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Abstract

QR codes, one of the ways to convey information, can contain a lot of information, but there are security
problems such as Qshing(QR Code Phishing). QR codes with added security functions are needed to prevent security
problems caused by malicious QR codes such as Qshing. Therefore, In this paper, we propose a secure QR code
scanning system using Format-Preserving Encryption. In the proposed system, the QR codes are encrypted and
decrypted in the process of generating and scanning. After generating the encrypted QR code, the encryption key is
delivered to the database of the scanned server and used to scan the QR code. In the proposed system, QR codes
are encrypted in the process of generation, thereby preventing hacking caused by malicious QR codes and preventing
the forgery of publicly exposed QR codes to improve integrity and confidentiality. In addtion, it shows similar
performance compared to general QR code scanning systems.
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1. Let u=[n/2l;v=n—u.
2 Llet A= X[1.u); B= X[u+1..n].
3. Let 7, = 70.27]]0*and
Ty = T(32.55]| 7128..31]1l0".

4, For ¢ from O to 7:

i.If4iseven let m=u and W= Ty, else let
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i, Let P= WD [i]*ll [NUM, g, (REV(B)]™.

iii. Let .5=REVB(CIPH sy 5z REVB( P).

iv. Let y =NUM(S).

v. Let ¢=(NUM, . (REV(A))+
vi. Let C=REV(STR: ;. (c)).
vii. Let A= B.

vii, Let B= C.
5. Retun AllB.
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