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Abstract

The threshold is an important factor that affects the performance of anomaly detection using LSTM autoencoder
for the purpose of reducing direct and indirect losses due to equipment failure. The LSTM autoencoder trained on
normal data set has the characteristics that the reconstruction error of abnormal data is greater than that of normal
data. In this paper, we propose a method of determining the threshold by using the ratio between the maximum
reconstruction error of normal data and the minimum reconstruction error of abnormal data. To show the validity of
the proposed threshold determination method, we implement an LSTM autoencoder model for detecting anomalies in
pump data that is publicly available through Kaggle and determine the threshold using the threshold determination
data set. The experimental results using the determined threshold on the test data set showed an improvement of 5%
in accuracy and 25% in recall compared to the existing precision-recall curve method.
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Table 1. Experimental environment and parameters

Training data Normal data (164549, 16, 50)

Threshold
determination data

Normal data (20569, 16, 50)
abnormal data (7197, 16, 50)

Normal data (20568, 16, 50)

e8! el abnormal data (7167, 16, 50)
Batch_size 32

Epochs 1

Latent vector 20

Optimizer Adam

Loss function MSE(Reconstruction error)

CPU & GPU Intel Xeon, NVIDIA RTX A5000

ML AP Keras 2.10.0

Latent
Vector

LST™M | LSTM LSTM

LSTM LSTM LST™M

(256) (28) [ 64

(64) (128) (256)

a2 3. LSTM AE #+=
Fig. 3. LSTM AE architecture
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Table 2. Experimental results of data for deciding
threshold

Threshold | TP | FP | EN| TN | ACC | TPR
9267 | 6oon| 63 | 376 | 20507 | 0.98419 | 0.947749
(a=0.5)
6385 171771 129 | 19 | 20441 | 0.99467 | 0.99736
(0=025)
494
s | 7177|270 | 19| 20300 | 098959 | 099736
4223
i | 7188|425 | 8 | 20145 | 9Bt | 0998888
23837 | oon| 0 | 946 | 20570 | 0.96593 | 0.868538
(MoA)
8318
g |7115| 80 | i | 20490 | 099420 | 09874

*FP : False Positive

«TN © True Negative *FN : False Negative

* ACC : Accuracy *MoA : Median of Average
*TPR : True Positive Rate * PRC : Precision-Recall Curve

TP : True Positive
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Table 3. Experimental results of test data

Threshod | TP | FP 1 EN| TN | ACC | TPR
6385 | 70a1| 56 | 125 | 20513 | 0.99347 | 0.982557
(0=025)
23837 | orea| 0 |4307| 20560 | 0.84146 | 0.386408
(MoA)
8318
e |008] 38 | 1558 2031 | 094246 | 0782584

*FP : False Positive

«TN © True Negative *FN @ False Negative

* ACC : Accuracy *MoA : Median of Average
*TPR : True Positive Rate * PRC : Precision-Recall Curve

TP : True Positive
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