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Abstract

Recently, metaverse technology has been greatly developed through evolution and will be established as an
important technology for a great digital transformation in the future. In particular, in the process of using the
reality-connected metaverse service, various data such as the user's bio-sensitive information, life log, and location
information may be exposed to the outside. From the viewpoint of providing metaverse services, it is useful to
actively collect sensitive information such as users' biosignals, but from the viewpoint of protecting personal
information, it is desirable to disclose as little as possible. In this paper, I propose an attribute-level privacy
protection mechanism to safely protect personal information handled in the metaverse environment. The proposed

method prevents malicious data leakage by selectively providing only the data necessary for service provision.
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Grade Category Contents
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- location information
1 - fingerprint information
static data |- resident registration number
- credit card information
dynamic data - pulge & hea_rtl fate
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- body measurement data
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Table 2. Abbreviation

Abbreviation Explanation

KG Grade key of group G

KGn Grade key of n—th group

KT Top secret key
KP Pre-shared key
DAID Data Attribute Identifier

Result of HMAC operation with key K for
value X

H(x) Result of hash operation on value x

® XOR(exclusive OR)

Static information disclosure rate predefined
by system policy

Dynamic information disclosure rate
required to provide metaverse services

u Information disclosure rate set by users
d The determined security level of data
g attribute d
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