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A Study on the Spread Possibility of Suspects with Original and
Manipulated Videos of Illegally Filmed
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Abstract

In this paper, we proposed a method for decision making process which can extract original videos and
manipulated videos from the suspect terminal and infer the purpose of spread through other metadata. This can reveal
extra sins such as attempted dissemination by identifying the purpose of dissemination, and can be used as a basis
for detecting this and blocking illegal filmed when attempting to disseminate them on the Internet at any time by
criminalizing the original and manipulated videos detected. In the future, the delivery of this study can be used for
data processing and practical verification so that it can be applied to police investigation. In addition, our approach
can reconsider the diversity, fairness, scalability, and accuracy of the investigation by performing fundamental

distribution inferences with field investigation experts based on forensics of the terminal under investigation.
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Table 1. ltems for evaluating the possibility of spread

[tem Description

DD | Check the created data and modified date

SP | Check the stored path location

Check if a tool or app exists that can

UL manipulate date data on the terminal

TSP Check if there is a tool or app that can
manipulate the storage path of the terminal

TOF Check if there is a tool or app that can

compress files on the terminal

FS | Check the size of the detected video files.

Analysis of the purpose of video spread

TCF
~| MCY | Hidden | Exist_ D Exist_P | Exist_C |
MCM NF | NExist_D | NExist_P | NExist_C |
~| MCD | Default |
MCE

8 2 2Mzy
Fig. 2. Analysis model
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Table 2. Evaluation items: Date data

[tem Description

The modified date is set earlier or later than the
MCY .
creation date as much as year
The modified date is set earlier or later than the
creation date as much as month
The modified date is set earlier or later than the
creation date as much as day
The modified date value is the same as the
created date value.
MCNF | Modified date and created data are not found
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Table 3. Evaluation items:  Storage path

ltem Description

. Location information of the file is a hidden
Hidden
folder
NF Location information of the file is not found
Location information of the file is the default
path

Default
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Table 4. Evaluation items: Tools for manipulating the date

[tem Description

Exist D | Tools exist to manipulate date data

NExist_D| No tools exist to manipulate date data
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Table 5. Evaluation items: Tools for manipulating the
storage path

ltem Description
Exist_L | Tools exist to manipulate storage path
NExist_L| No tools exist to manipulate storage path
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Table 6. Evaluation items: Tools for file compression

ltem Description
Exist C | Tools exist to compress files
NExist_C | No tools exist to compress files
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Table 7. Detailed information on the manipulation tools for each item of evaluation

Classification Tool / App name

Main features

FileTouch [17]

File information, such as date and time stamps, is quickly modified

NewFileTime [18]

Provides easy access to modifying or manipulating time stamps for
all files and folders in Windows systems

SKTimeStamp [19]

Change the fileffolder date and time

UL BulkFileChanger [20]

Modify generation/modification/access time and change file attributes
(Reading only, hiding, system)

Change Timestamp [21]

A portable app that allows you to quickly manipulate time stamps on
all files

eXpress TimeStamp Toucher [22]

Change the File creation date, time, and last time accessed

Hide it Pro [23]

Free apps that hide personal photos, videos, apps or write secret
memos (Androids, iPhones, windows, Mac OS)

Gallery Vault [24]

hide the photos or images on the device

TSP Keepsafe [25]

Album Lock: Specify individual PIN numbers for a specific album

PiKtures [26]

Encrypt the photo and hide it behind the PIN code

Memoria—Photo Gallery Pro [27]

Hide the album with personal photos and access it using PIN,
password or fingerprint

WinArchiver [28]

Open zip, rar, 7z and other archive files and compress them

x| H(zipper) - T2+ [29]

Apps that manage and organize files in cloud and local storage

TCF I Xm7 20 [30]

Local and cloud file explorers

XZip - Zip unzip unrar utility [31]

.Zip .rar .7z and other file compression
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Table 8. Evaluation items: Size of video files

[tem Description

SNSF | The size of the video file is 300 MB or less
BigF | The size of the video file is 1 GB or more
The size of the video file is 300 MB or
more and 1 GB or less
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Table 9. Pair-wise comparisons for 9 point scales

O E

[tem Description

1 The degree of the spread purpose is similar
The degree of the spread purpose is slightly
greater
The degree of the spread purpose is greater
The degree of the spread purpose is much
greater
The degree of the spread purpose is the
greatest
2468 | Median of the above values
If element i has the above specific value with
respect to element j, then j has the reciprocal
of that specific value with respect to i
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DD SP TDD TSP TCF FS

DD | 1 3 1/2 1/2 5 5
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TCF|1/5 1/4 1/5 1 1 1/3
FS 11/5 1/3 1/6 3 3 1
A3)
¥ 1. 7§ 7t Hotets Mo dlwdd 2 AHH
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Table 11. Pair-wise comparisons matrix of evaluation
items for possibility of spread and Relative importance (w)

DD | SP | TDD | TSP | TCF | FS
w 021 | 011 ] 037 | 020 | 004 | 0.06

F 2v 2% Holg 3E9 AlRgE ko] A
Hlw 8 Adel 4tid FaEo|th. MCNF7F
0492 7} =& 7+ 783 MCY7ZF 026, MCM
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MCY MCM MCD MCE MCNF
MCY [ 1 3 5 7 1/4
MCM |1/3 1 4 5 1/5
App= MCD |1/5 1/4 1 3 1/6
MCE [1/9 1/5 1/3 1 7
MCNF| 4 5 6 1/7 1

@

E 12 4 25 (w)yy): 23 Ho[E MEFes
Table 12. Relative importance (w,,): Detailed items for
date data

MCY | MCM | MCD | MCE | MCNF
wpp | 026 | 014 | 007 | 004 | 049
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Table 13. Relative importance(w,,): Detailed items for
storage path

Hidden NF Default
Wep 0.28 0.66 0.06
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Table 14. Relative importance (wyp, wgp): Manipulated

tool for date data and detailed items of manipulated tool
for storage path

Exist NEXxist
Wrpp 09 0.1
Wrsp 09 0.1
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Table 15. Relative importance(w ;) Detailed items  for
tools to compress file

Exist_ C NExist_C
Wrcp 0.83 0.17
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Table 17. Relative importance of detailed items weighted

to relative importance of date data

Relative importance weighted by 0.21
MCY 0.05
MCM 0.03
MCD 0.01
MCE 0.01
MCNF 0.10
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Table 18. Priority of normalized date data in ideal mode

Detailed item Priority of normalized
SNSF BigF  Nomal FF ©) NICY 053
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Table 16. Relative importance(w g): Detailed items  for Sp NE 1
video file size Default 0.09
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Table 19. Calculation for probability of spread purposes based on scenarios.

Scenario DD SP TDD TSP TCF FS Final weight (%)
A MCNF NF 0 0 0 SNSF 100
B MCY Hidden 0 0 X SNSF 80.18
C MCD Hidden 0 0 X SNSF 71.96
D MCNF Hidden X 0 X SNSF 39.07
E MCNF NF X 0 X SNSF 45.63
F MCE NF X 0 0 BigF 4478
G MCY Hidden X X 0 BigF 58.45
H MCE Default X X X NomalF 10.96
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