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Abstract

The users in Role-Based Access Control(RBAC) can gain access to resources by predetermined roles and
permissions. But, in emergency situations users sometimes do not gain access to resources not authorized in normal
situations, because the permission of access in RBAC already is defined. To solve this problem, Emergency
RBAC(ERBAC) to enhance the flexibility of RBAC for managing the system in emergency situation is studied. The
user in ERBAC can be assigned permissions to resources to solve emergency situations and simultaneously is
responsible for illegality by auditing the activities performed in emergency situations. Therefore the recording the
activities performed in emergency situations and maintaining them invariably in ERBAC is very important. In this
paper we audit in blockchain the activities performed in emergency situations by implementing ERBAC policy based
on blockchain and can trace the user’s accesses in emergency situations by maintaining them invariably according to
the characteristics of blockchain. Finally we can validate the effetiveness of the proposed model in this paper by
implementing it on Ethereum and executing it in blockchain.
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Fig. 1. Permission-based ERBAC model
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uploadURole(ulD, uRole, sig) : ©] ¥4+ 18 5
o} Zo] ] N 2Hld s TEE AMEARY] o
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(1) Input: ulD, uRole, sig

(2) output: bool

(3) % invoke by MS to upload the users' role in the DO.

(4) % sig = signatures(ulD, uRole)

(5) if verify(pkMS, sig) = true then

(OR

(7) i stub.GetState(ulD) ! = null then % update the user’s role

(8) stub.PutState(ulD,uRole); % store key = uPK, value = rRole in
blockchain

return 1;

) else
) return 0;

)
(10)}
(11
(12

3% 5 uploadURole &12|&
Fig. 5. uploadURole algorithm

rir

uploadBTGPolicy(alD, policy, sig) : ©] &< 1
g 63t Zo] fe AzEld ofs) TEEH w
F AT A ESAQ JEE skt ARSHTL
e Az"le v A A 9 B A2d
o] A3 AHe HEst o] 7lss TEIUTH

(1) Input: alD, BTGpolicy, sig

(2) output: bool

(3) % invoke by MS to upload the admin access policies.
(4) % BTGpolicy = {"role1, op180op28op3"}
(5) % sig = signaturegys(policy)

(6) if verify (pkMS, sig) = true then

("1

(8) if stub.GetState (aPK) ! = null then
9) stub.PutState (aPK, policy);

(10)  return 1;

(1)}

(12) else

(13) return O;

12l 6. uploadBTGPolicy ¥12|&
Fig. 6. uploadBTGPolicy algorithm



ChangePermission(alD, Perm Info, sig): ©] &4+
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1) Input: alD, Perm_Info, sig
2) output: bool
3) % invoke by MS to update the admin access policies.
4) % Perm_Info = {"permissionld", “permissionName”, “service"}
5) % sig = signatures(policy)
6) if verify (pkys, sig) = true then
R
8)  if stub.GetState (aPK) ! = null then

BTGpolicy= stub.GetState (alD);

update(Perm_Info, BTGpolicy);
9) stub.PutState (aPK, BTGpolicy);

recordAudit (request, ‘update_Perm_Info’);
(10) return 1;
(1}
(
(

(
(
(
(
(
(
(
(

12) else
13) return O;

a2l 7. ChangePermission &12|&
Fig. 7. ChangePermission algorithm

getURole(ulD) : ©] S+ 1 83 o] g
Al2z"lo] Sal] 3EEH AMEALY] JES EFAQ
A T s=d AHRHET ARl D2
om o] g4E EEAAoz BH AMgAe] o

we T o

AA3) stel AgA BANE A2 Mg
Y 4TS AT ol T AHeAe TS

doh AHgAe G¥o UF Pl s

role errorE RHEH3TE

dot @ o

(1) Input: ulD

(2) output: string

(3) % obtain the user's role from blockchain.
(4) role = stub.GetState(ulD)
(5) if role ! = null then
(6) return role;

(7) else

(8) return 'role_error’;

a2l 8. getURole &12|&
Fig. 8. getURole algorithm

getBTGPolicy(a_ID) : ©] ¥+ I8 99 2ol
2] AN 2"e o3 SEHY uAEE H2 BA
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BRI} 2R, o] Pt BEAL
A Az" Bzt IS 712 AREske] R
A AT AR AANE ool WIS HE A

s ekt Bl A2 B i AA ol
2135} BTGpolicy errorE HHSHSHCY,

(2) output: string
(3) % obtain E
(4) BTGpolicy =

y.
etState(a_ID);
I = null) then

up.

6) return A
(7) else
(8) return '‘BTGpolicy_error’;

a2l 9. getBTGPolicy ¥12|&
Fig. 9. getBTGPolicy algorithm

AccessDecision(request, sig) : ©] &= 138 103
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(1) Input: request, sig

(2) output: string

(3) % invoke by MS to make an access control.
(4) % sig = signature,,(request)

(5) % request = ulD || patientlD || permission,
(6) if verify (pku, sig) = true then

(Rt

(8) role = getURacle (ulD)

9) if role == 'role_error’ then % role is null
(10 |

n recordAudit (request, ‘role_error’);

(12) return ‘role_error’;

(13) 1}

(14) BTGpolicy = getBTGPolicy (alD)

(15) if policy == 'BTGpolicy_error' then % role is null
(1) {

7 recordAudit (request, ‘BTGpolicy_error’)
(18) return ‘BTGpolicy_error’;

(19) }

(20) if ((role, pstientID, permission) € policy) then
@1 |

(22) recordAudit (request, permit);

(23) return permit;

(24) }

(25) else

28) |

27) recordAudit (request, ‘access_error’);
(28) return ‘access_error’;

(29) }

(30) }

(31) else

(32)  return ‘sign_error’;

12! 10. AccessDecision &12|&
Fig. 10. AccessDecision algorithm

recordAudit(request, decision) : ©] ¥ IH 11
I ol AR 84, 843 HE AL 2
accessDecison®] A 24 & role error, BTGpolicy
error, access error, sign error, permit= 233310l
7)1 &3k H ARE

) Input: request, decision

) output: string

) % record audit on blockchain

) % decision = role_error/BTGpolicy_error/access_error/sign_error/permit
) time = time.Now();

) stub.PutState (request||time, decision);

& 11, recordAudit ¥12|&
Fig. 11. recordAudit algorithm
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Table 2. Analysis of execution cost of smart contracts in
the proposed system

Function Gas used
Create contract 2758424
uploadURole 57324
uploadBTGPolicy 194822

ChangePermission 137041

getUserinfo 39588
getBTGPoalicy 39349
AccessDecision 47912
recordAudit 22476
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accessDecision A~
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Fig. 12. Role assignment in emergency situation
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Fig. 14. BTG policy error in authorization
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Table 3. Comparison of access control models

RBAC-SC| SC-RBAC | LRBAC |  Our
[13] [14]  |-BC [15]| Soluion
Dynamic X X 0 0
Context X X 0 0
awareness
User
authentication O O X O
Fine—grained
(permission X X X 0
-level)
Emergency X X X 0
situation
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