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Enhancement of Password Security using Variable-Dynamic Salt
by Access Log and Password
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Abstract

According to Personal Information Safeguard and Security Standard, the password of the website should be stored
by one-way encryption using a hash function to prevent decryption. As computer performance has improved,
vulnerabilities have been found in MD5 and SHA-1 as well, and hash functions which were designated as safe may
not be safe over time. In the previous method for strengthening the security of the hash function, Salt is randomly
assigned to each user and stored as a fixed value. There is a vulnerability in which the Salt is easily identified
when the database is exposed to attackers. In this paper, we propose variable-dynamic Salt method that dynamically
selects a Salt combination composed of variable access log and password during the login process. The
variable-dynamic Salt dynamically selects a variable Salt combination according to the password input value and
creates a password hash value, so even if the database or source code is exposed, it is difficult to identify the
selected Salt combination, so the password is more secure than the previous Salt method.
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Fig. 1. Average number of characters in leaked user passwords worldwide in 2017
ID USERNAME PASSWORD SALT
anu_admin 1dadc3d49358430f187349a2201d148d6423498462262fc8f46... 03ac674216f3e15¢761ee1a5e255f067953623¢8b388b445%¢...

& 3. Pritesh £E0MO| TAAE A2 salt ZH
Fig. 3. Salt and password hash value columns in Pritesh salt

Password Hash Value

Hash Function
(MD5, SHA-x, ..))

)

Salt

(access time, IP address, ...)

J8 2 SEo sjAIRE 0|38 WA SHAIZL MY

Fig. 2. Generation of password hash value using salt and

hash function
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$PASSWORD = md5($LATEST.$PASSWORD);
$PASSWORD = md5(“2021-03-15 11:32:15anul13579");

ID USERNAME PASSWORD

anu_admin

ID USERNAME PASSWORD

anu_admin 21f631175db48e37d660f300668c5f3e 2021-02-09 15:10

ID USERNAME PASSWORD

anu_admin 0ffd9c404f58997b2cbaf07d54ead373 2021-02-09
ID USERNAME PASSWORD

anu_admin d099add5797601458cfed69fde088750

DATETIME

2ed67790450118abb7de4c606045ab5f 2021-02-09

DATETIME

DATETIME

DATETIME

2021-02-09

// Various Combination

// 27 Characters

LATEST LOGIN_COUNT  IP_ADDRESS

15:10:43 2021-03-15 11:32:15 5 211.12459.105
LATEST LOGIN_COUNT  IP_ADDRESS

0:43 2021-03-15 11:48:22 6 211.124.59.105
LATEST LOGIN_COUNT  IP_ADDRESS

15:10:43 2021-03-15 11:53:42 7 211.12459.105
LATEST LOGIN_COUNT  IP_ADDRESS

15:10:43 2021-03-15 12:11:29 8 119.202.188.81

J8 4 &R0 J|Hte] SEo|A HEAIZES 0|88 HAYE siAlZt MM
Fig. 4. Generation of password hash value using latest in access log based salt
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Table 1. Classification of salt usage by value and
combination

Salt Classification
Value Fixed Variable
Combination Static Dynamic
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Select xth salt combination and generate password
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v

Get password hash value for authentication from database

v

Are these two hash values
same?

No

| Login Fail |

Yes

| Login Success |

y=Numeralization (password+
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]

Select the yth salt combination
and create a new hash value,
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and changed access log in the
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Fig. 6. Login authentication procedure of variable-dynamic
salt
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$new_password = $password.$latest;

$x = unpack("I", $new_password) [1]%24:

if($x == 0)

Scombin t.$#ip.%login_count.$password;
else if(sx

$combin t.%#login_count.#$ip.$épassword;
else if(§x

$com on t.§¢login_count.$password.$ip;
else if(§x == 3)

$combination = $latest.$ip.$password.$legin_count;
else if($x == 4)

$combination = §latest.$§password.$ip.$login_count;
else if($x == 5)

$combination = §$latest.$password.flogin_count.$ip;

else if($x == 19)
$combination = $latest.$ip.flogin_count.$password:
else if(sx
$comb
else if(sx
$combin

else if($x

ip.%login_count. $password;

ion = §latest.$ip.§login_count.$password;

¢combination = $£latest.$ip.$login_count.$password:
else if(sx == 23)

$combination = $latest.$ip.slogin_count.$password:
$hash = md5 ($combination):

HOW SECURE IS MY PASSWORD? HOW SECURE IS MY PASSWORD?

s s ot

(@) How secure is my password
(a) How secure Is my password

anu13579

(X) A password change is long overdue!

+ Bad news

Password is common or a word

« This password appeared 7 times in a database of leaked passwords.

Your password will be bruteforced with an average home computer in

approximately.

6 hours

a7 7. 7155 SE9| PHPRE

Fig. 7. PHP code of variable-dynamic salt
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1% 82 howsecureismypassword.net[22]2} Kaspersky
o aYe obdA AIER3H AT W2y
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29T “anul3579e 185 A Hoan vt
o wi, sjaglEet SEEY 2F F oshudl
“2021-08-19  08:19:101385211.123.62.108anul3579"+
A 7o) £7Fs3t 85 VIGINTILLION YEARS 2hH=
2 AlZto]l ZAHAY. Kasperskyoll A& “anul3579”
7b &RF M8 AFER oF 6ARM] Z 2
T Ao ygen, =3 F shuel “2021-08-19
08:19:101385211.123.62.108anu13579”=  10000+centuries
ghe & Azto]l SAE A

2021-08-1908:19:101385211.123.62.108anu13579

@ Nice password!

« Your password is hack-resistant.

« Your password does not appear in any databases of leaked passwords

Your password will be bruteforced with an average home computer in

approximately...

10000+ centuries

(b) Kaspersky2l HAE oMM HIE
(b) Kaspersky password checker
a7 8 A=t SEXEO Fei o MAZE
Fig. 8. Estimated cracking time for password and Salt
combination
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0.000276ms7} YFskal, SHA-256 3|4 &He] AA
7He 0.000522ms7F UtTh MD5$} SHA-256 3l A g
#oﬂ “2021-08-19  08:19:101385211.123.62.108anu13579”

I 2. MD52F SHA-2562| £TH|uw
Table 2. Speed comparison of MD5 and SHA-256

Password with salt
0.000276 ms
0.000522 ms

Hash function | Password only
MD5 0.000276 ms
SHA-256 0.000522 ms
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Plain Text : anu13579

Salt 1:211.123.62.108

Salt 2 : 1287

Salt 3 : 2021-08-19 08:01:02

Text : 211.123.62.10812872021-08-19 08:01:02anu13579
Hash with MD5 : 44eeb1f00dc691bfd9416a3bfbb39749
Spent time : microtime(0.043413162231445), milliseconds(43)

(a) 7HH-YHEE

(a) Variable-static salt

password : anu13579

i1

jia

k:1

combination : 1.1.1.12020-07-06 21:25:511188

INPUT : 21.1.1.12020-07-06 21:25:511188nu135791.1.1.12020-07-06 21:25:511188
Hash with MD5 : ¢f3d199d099f4381956a56d7ffbad34e

Spent time : microtime(0.049512147903442), milliseconds(50)

—_ o1

b) 7|1& 7IH-8XHEE
(b) Ex variable-dynamic salt (N=3)

Plain Text : anu13579

Mod : 1 (%24)

Salt 1:211.123.62.108

Salt 2 : 1367

Salt 3:2021-08-19 08:02:09

Text : 211.123.62.1082021-08-19 08:02:091367anu13579
Hash with MD5 : 88d84d30ba0b3e48a330170ddbeal0b3
Spent time : microtime(0.046163082122803), milliseconds(46)

€ 7MH-SHEE
(©) Variable-dynamic salt (N=3)
J% 9 M&23 J|dk fAE A7l MMAIZE o[
Fig. 9. Comparison of generation times for access-log
based password hash values
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Table 3. Comparison of Salt methods
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