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Abstract

In the Internet of Things (IoT), sensing information must be shared secretly, so it is very important in terms of
physical and environmental security. However, since IoT resources have energy limitations such as computational
power, power, and memory, secure communication and authentication are difficult. Resolving authentication and data
confidentiality between different connected entities is the primary focus of users. In particular, the sensor network has
the weakness of the wireless channel and hardware limitations. Therefore, an authentication method different from the
existing wireless communication network method is required. In a sensor network, a low-cost, lightweight
authentication scheme that maintains security and has network performance is required. This paper is designed as a
challenge/response method by attaching a hash value authentication code to transmission data between a star-type
sensor topology and a base station (BS). The proposal of this paper is a new lightweight authentication protocol
applicable to various applications, and uses the Unique Random Sequence Code (URSC), which has only one ordered
pair of query code and response code. In addition, we propose a lightweight authentication protocol that can verify
mutual authentication and confidentiality and integrity using the entity's time (time stamp).
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