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Abstract

Since medical information is sensitive information to each individual, it is necessary to prevent leakage of patient's
sensitive information. It is very important to ensure that only legitimate users have access to TMIS. For a long time,
many researchers have proposed a biometric-based 3-factor authentication method using fuzzy extractors and ECC for
security enhancement and user anonymity. However, the cost of computation and communication and storage
requirements is very high and not as effective as their claims, so Barman et al’s proposed an authentication scheme
for healthcare. However, Ali et al’s analyzed that it is vulnerable to many known attacks and proposed another
method of authentication and key agreement (KSA). In this paper, we analyzed that Ali et al's scheme is vulnerable
to session key exposure by man-in-the-middle attack (MITM), user impersonation attack by smart card loss, and
mutual authentication. In addition, to solve these security threats, we propose a dual-channel using QR-code and a
symmetric key-based authentication scheme using 2-factor in a multi server environment.
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Table 1. Notation and description

Symbol Description
Ui User |
RC Registration center
S Server j
PID,PWD, [dentifier and password of U;

SID; Identifier of S

Gen(), Repl) Fuzzy extractors

SC Smart card

Krc, Kg Secret key of RC and §
Biometric secret key and public

0, T )
reproduction

SK; Session key of S; and U;

h() Hash function

Il Concatenation operation

s3] XOR operation
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Table 2. Result of re—analysis of security characteristics
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Table 3. Approximate time required for various operations

Notation Description Approx. .executlon
time(in ms)
Th Hash function 0.01ms
TE/D Symmetric enc/dec 0.8ms
Tfe Fuzzy extractor 2.226ms

Attack Type F#1 F#2 F#3 F#4 F#5 F#6 F#7 F#8 F#9 F#10

Ali et al’s v v v v v v v v v v
Re_analysis result v v v X v X v X X X
Proposed scheme v v v v v v v v v v
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Table 4. Comparison of computation costs

Scheme MD User RC Server Time(ms)
Ali et al's 6Th+1Tfe 2TE/D+6Th 3Th+1TED ~4.766ms
Qur 1TE/D+1Th ATh+1TE/D+1Tfe 4TE/D+4Th 3Th+1TE/D ~7.946ms
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