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Abstract

In the Role-Based Access Control(RBAC) model access to resources is based on the role the user holds within
the organization. But, the users in RBAC gain access to predetermined roles and permissions. Thus, the policy in
RBAC does not achieve desired results in emergency situations that users should sometimes gain access to resources
not authorized in normal situations. In this paper, we propose an Permission-based Emergency RBAC(ERBAC) to
enhance the flexibility of RBAC for managing the system in emergency situation. The proposed model uses a
permission-based authorization mechanism to maintain the principle of least-privilege. and includes BTG-SSD,
BTG-DSD and BTG-Binding constraint to control user access in emergency situation. Then, it uses an administrative
model to manage large ERBAC systems and alleviate administrator’s burden. This approach also makes BTG more
flexible, allowing for fine-grained facility-specific policies, and even automates auditing in many situations. Finally, it

is illustrated with medical scenarios so as to analyze the validity of proposed model specifications.
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. User 'u' requests permission 'p
. If ((trust_level(u) = H) && ('p' & restricted BTG resource)then

35D or BTG-DSD))

. User sets system status to emergency
. From thiz moment on. all operation will be recorded.
. Obligations related to emergency should be performed such as notifying the

responsible manager and writing to the audit.

. If (system is unable to fulfill its obligations) then

Set the status of the system to uncontrolled Mode

. else

Set the status of the system to controlled Mode

. End if

begin

begin . .
If ((user role 'u’ U role of permission 'p’)&(BTG-

If ((user role u" U role of permission 'p’) = BTG-Binding) then

begin . .
Assign BTG-Binding permission to role u
else
begin ) )
Asggsign permission 'p to role u
End if
End if

. End if
. If (system status == controlled Mode) then

Automatically save all activities to audit

20. else

Manually zave all activities to audit

. End if
. Remove permission of role

24. Rollback to normal situation
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Table 1. Administrator role and range

Administration role Administration range
Al [OPO, D]
A2 [OP2, OP3]
A3 [PP2, PP3]
A4 [VP2, VP3]
A5 [SP2, SP3]
A6 [OPO, OP1]

President, D

VIP Professor
VP3

Resident, OP1

-’

Intent, OPO

Allergy
Professor, SP3

Allergy
Professional
doctor, SP2

VIP
Professional
doctor, VP2

8 2. 98 AS
Fig. 2. Role hierarchy

Psychiatry
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A3

Ordinary
Administrator,
A2

General
Administrator, A1
VIP
Administrator, A4
Basic
Administrator, A6

Allergy
Administrator, A5

O 3. HE[At A AS
Fig. 3. Administrator role hierarchy
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Table 2. User trust-level and user-role allocation

User Trust-level Role
uo H M
U1 H VP3
U2 H PP3
U3 H OP3
U4 H VP2
U5 H PP2
U6 H OP2
urz L OP1
us L OPO
uo H SP3
u10 H SP2

E 3 %g-33 2g

Table 3. Role-permission allocation
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Table 5. BTG-SSD, BTG-DSD and BTG-binding

Permission | BTG_SSD BTG_DSD | BTG_binding
P1 P2 P3 P9
P2 P1, P3 P10
P3 P2 P1
P5 P14

6 A M A B AMSHE BTG AHY MY
Table 6. Access permission of resource and restricted
BTG resource

Role Permission

M PO-VIP psychiatry confidential record
VP3 | P1-VIP confidential record

PP3 | P2-Psychiatry confidential record
OP3 | P3-Confidential record

VP2 | P4-VIP health record

PP2 | P5-Psychiatry health record

OP2 | P6-Health record

OP1 | P7-Record

OPO | P8-Basic record

P9-VIP allergy record write

SP3 | P10-Psychiatry allergy record write
P11-Allergy record write

P12-VIP allergy record read

SP2 | P13-Psychiatry allergy record read
P14-Allergy record read

. Restricted BTG
Resource Permission
resource
Patient record P3, P6, P7, P8 N
Psychiatry patient P2 P5. P7. P8 N
record
VIP patient record P1, P4, P7, P8 N
) P9, P10, P11,

Allergy patient record P12 P13, P14 N
VIP psychiatry
confidential record PO i

¥ 4. @t 7|8k SSDeF DSD & dield
Table 4. Permission-based SSD, DSD and binding
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P5 P4. P6 P13
P6 P5 P4 P14
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