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Abstract

In recent years, deep neural networks have shown high performance, but they have also shown vulnerabilities.
Adversarial attacks add small perturbations to the image, causing the neural network to recognize them as different
results. The perturbations generated by these attacks are indistinguishable from the human. However, these attacks
become more visible to the human as they become more intense. In this paper, we propose a filter that makes
perturbations less noticeable in terms of cognition. Filters generated through texture analysis of images are applied to
perturbations generated by conventional attack methods. The application of perturbations with relatively high strength
in areas with complex textures and weak intensity in low places reduces the recognition of perturbations. Experiments
on 6 adversarial attack methods showed less perturbation noise compared to conventional attack methods.
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Table 1. Parameters of adversarial attack models

Attack models € o step
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FFGSM 3/255 12/255 )
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Table 2. Experiment result

. Original + texture
Original filtering
Altack Elapsed time Elapsed time
models Ac?;g)a e per image AC((;;Z)E’ICy per image
(sec) (sec)
FGSM 2042 0.01 18.78 297
FFGSM | 16.72 0.01 16.28 3.29
RFGSM 8.48 0.01 5.72 3.81
PGD 16.84 0.04 17.70 3.29
APGD 12.75 0.36 11.87 345
TPGD 12.59 0.06 13.78 3.15

V. 22 ¥ &% A

o

ojm|z| 9] E|AAE HAM3l] 7]
2 79 oz F"o] ol HXA
st IHE ARSIt olE 93l SLIC &

2 =2dAME 7]%01] A EHR °-L9F4 A4

I rr ofl oM

Mol ATl ool e
SAANA om B4 & Alo] ofd BEE
At FA2E B Wolehe A CPUAA
Aoz LA WEHFoR Qg HlwH

vl HEgs, AERA 5 5 o] ofd A

Ztol| Fo He AEE FAFHOE AL F e



94 olFAS] H2A BHE B AU4 4E FAY

Qe A S B AT WAS
mebA ol BAEE G A
7o) $3 A2 ok

References

[1]1 Y. LeCun, Y. Bengio, and G. E. Hinton, "Deep
learning", Nature 521. pp. 436-444, 2015.

[2] A. Krizhevsky, I Sutskever, and G. E. Hinton.

"Imagenet classification with deep convolutional

", Communications of the ACM,

6, May 2017. https://doi.org/

neural networ
Vol. 60, No.
10.1145/3065386

[3] K. He, X. Zhang, and J. Sun, "Deep residual
learning for image recognition", Proceedings of
the IEEE Conference on Computer Vision and
Pattern Recognition, Las Vegas, Nevada, pp.
770-778, Jun. 2016.

[4] Y. Gal, "Uncertainty in deep learning", PhD
thesis, 2016.

[5] A. Holzinger,
Explainable AI", 2018 World Symposium on

"From Machine Learning to

Digital Intelligence for Systems and Machines
(DISA), Kosice, Slovakia, pp. 55-66, Aug. 2018.

[6] C. Szegedy, W. Zaremba, and [ Sutskever,
"Intriguing  properties of neural networks",
arXiv:1312.6199, Dec. 2013.

[7] K. Eykholt, I. Evtimov, and E. Fernandes,
"Robust physical-world attacks on deep learning

Proceedings of the IEEE
Conference on Computer Vision and Pattern
Recognition, Salt Lake City, Utah, pp. 1625-
1634, Jun. 2018.

[8] N, Papernot, P. McDaniel,

"Distillation as a

visual classification",

and X. Wuy,

defense to adversarial
perturbations against deep neural networks", In
2016 IEEE Symposium on Security and Privacy
(SP), San Jose, CA, USA, pp. 582-597, May
2016.

[9] F Haque, D S Kang, “Deep
Residual

Adversarial
Convolutional Neural Network for

Image Generation and Korean
Institute of Information Technology, Vol. 10, No.
1, Jul. 2020.

[11] J. Shen, "On the foundations of vision modeling.
I. Weber’s law and Weberized TV restoration",
Physica D: Nonlinear Phenomena, Vol. 175, No.
3-4, pp. 241251, Feb. 2003.

[12] J. Shen, "On the foundations of vision modeling.

II. Mining of mirror symmetry of 2-D shapes",

Classification”,

Journal of Visual Communication and Image
Representation, Vol. 16, No. 3, pp. 250-270, Jun.
2005.
[13] M. Wertheimer, "Laws of organization in
in A Sourcebook of Gestalt
1938.  https://doi.org/

perceptual forms",
Psychology, pp. 7188,
10.1037/11496-005.

[14] L. Kovacs, "Gestalten of today: early processing
of visual con- tours and surfaces", Behavioural
Brain Research, Vol. 82, No. 1, pp. 1-11, Dec.
1996.

[15] 1. J. Goodfellow, J. Shlens, and C. Szegedy,
"Explaining and harnessing adversarial examples",
arXiv:1412.6572, Dec. 2014.

[16] N. Carlini and D. Wagner, "Toward sevaluating
the robustness of mneural networks", IEEE
symposium on security and privacy, San Jose,
CA, USA, pp. 39-57, May 2017.

[177 A. Madry, A. Makelov, and L. Schmidt,
"Towards deep leaning models resistant to
adversarial attacks", arXiv:1706.06083, Jun. 2017.

[18] J. H. Lee, "A Setting of Initial Cluster Centers
and Color Image Segmentation Using Superpixels
and Fuzzy C-means(FCM) Algorithm", Journal of
Korea Multimedia Society, Vol. 15, No. 6, pp.
761-769, Jun. 2012.

[19] R. Achanta, A. Shaji, and K. Smith, "SLIC
Superpixels", EPFL Technical Report, pp. 1-15,
2010.

[20] G. Ciocca, S. Corchs,
"Complexity Perception of Texture Images",
ICIAP 2015 Workshops, Genoa, Italy, pp.

and F. Gasparini,



Journal of KIIT. Vol. 19, No. 2, pp. 89-95, Feb. 28, 2021. pISSN 1598-8619, eISSN 2093-7571 95

119-126, Sep. 2015. K KIATN
[21] M. L. Mack, and Oliva A. "Computational
estimation of visual complexity", The 12th

Z H Z (Jung—Hun Kim)

20184 29 : AEistw
HFE S SHA}

20184 29 ~ &AA) : AV Ew
AAEErT A vk gy

BA R} A5AE, ATAS

ROk AutoML

annual Object, Perception, Attention, and Memory

Conference, Minneapolis, Nov. 2004.

[22] D. Comaniciu and P. Meer, "Mean shift: A
robust approach toward feature space analysis
and the edge detection algorithm", IEEE
Transactions on Pattern Analysis nd Machine
Intelligence, Vol. 24, No. 5, pp. 603-619, May.
2002.

[23] J. Deng, W. Dong, and R. Socher, "ImageNet: A 482 (Younngo Kim)
197614 24 : A&ohstal At

large-scale ~ hierarchical =~ image  database",

Proceedings of the IEEE Conference on * ?A}J "
. .. . 19834 2€ : KAIST A3
Computer Vision and Pattern Recognition, Miami, A = °
X
FL, USA, pp. 248-255, Jun. 2009. 19894 89 - KAIST A28t
[24] K. He, X. Zhang, and S. Ren, "Deep Residual A}

Learning for Image Recognition", Proceedings of 19924 39 ~ A . ARYsw

the IEEE Conference on Computer Vision and

Pattern Recognition, Las Vegas, Nevada, pp.
770-778, Jun. 2016.
[25] E. Wong, L. Rice, and J. Zico Kolter, "Fast is z| & & (Doo-Hyun Choi)
19919 2€ A E st [z
Fot 24
1993 29 : Postech %17]%12}
Foa A4
1996\ 8¢ : Postech
I RETE S
2003\ 39 ~ @A FE S

better than free: Revisiting adversarial training",
arXiv:2001.03994, Jan. 2020.

[26] F. Tramér, A. Kurakin, and N. Papernot,
"Ensemble Adversarial Training : Attacks and
Defences", arXiv:1705.07204v5, May 2017.

[27] S. Roland. Zimmermann, "Adv-BNN: Improved

Adversarial Defense through Robust Bayesian AAZTE WS
Neural Network", arXiv:1907.00895, Jul. 2019. AR A5 TA Y, AZEZAFH

[28] C. Szegedy, V. Vanhoucke, and S. Ioffe,
"Rethinking the Inception Architecture for
Computer Vision", Proceedings of the IEEE
Conference on Computer Vision and Pattern
Recognition, Las Vegas, Nevada, pp. 2818-2826,
Jun. 2016.



	이미지의 텍스처 분석을 통한 적대적 섭동 후처리 방법
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 이론적 배경
	Ⅲ. 텍스처 분석을 통한 후처리 방법
	Ⅳ. 실험 및 평가
	Ⅴ. 결론 및 향후 과제
	References


