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Abstract

Modern society has introduced a public key infrastructure that verifies the proof of data senders while ensuring
data leakage on the Internet, providing digital certificate technology based on symmetric and asymmetric key
encryption for safe data exchange and identity authentication online. But CAof security is fragile, CA of all users
using digital certificates are also vulnerable, and also in a data breach. There is a secondary damage that can be
caused by information leaked. In order to prevent damage caused by digital certificates and key leaks, this paper
proposes a system to ensure the integrity of data by using the distributed ledger environment, the Block chain, and
secure the security to exchange the open key safely in a decentralized structure using the open key of the DID

(Decentralized Identifier) Document registered in the block chain.
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"id": "did:gsmc:123456789abcdefghi”,

"verificationMethod": [{

"type": " RsaVerificationKey2018 ",

H

'authentication": [

“key—1"
+

"@context": "https://www.w3.org/ns/did/v1",

"id": "did:gsmc: 123456789%abcdefghi#tkey—1",

"controller": "did:gsmc:123456789abcdefghi’,
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"@context": [ "https://www.w3.0rg/2018/credentials/v1" 1,

"id": "https://us—central1—-gsmc-b674f.cloudfunctions.net/vc—get/vcld", // vec url
"type": ["VerifiableCredential", "ProjectContractCredential"],

"issuer": "did:gsmc:0xcc68f4bbaf25b170e3e43b244ff0e2ced4ddeabs”, // gsmc admin did
"issuanceDate": "2020-01-01T19:73:24Z",

"credentialSubject": {

"id": "did:gsmc:0x0000000000000000000000000000000000000000",
"project": {

sn": "PROJECT_SERIAL_NUMBER",

"hash": "HASH_VALUE"

I

"contract": {

sn": "CONTRACT_SERIAL_NUMBER",

"hash": "HASH_VALUE"

IS

"proof": {

"type": "RsaSignature2018",

"created": "2020-06-18T21:19:10Z",
"proofPurpose": "assertionMethod",
"verificationMethod": "gsmc—firebase—functions.com/vc—proof", // gsmc admin verify
"iws": "eyJhbGciOiJQUzI1NilsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjY
01119DJBMVVFAICO0NSGBBTNOXKbb9XrsaJZREWVR2aONYTQQxnyXirtXnlew"

1}

J2 6, Ak Y ZRHE VC FE oAl
Fig. 6. Examples of contracts and project VC structure
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