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A Study on Smart Contract Platform using Secret Sharing
Scheme
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Abstract

Smart Contracts are applied to various automation systems that require reliability because of the fact that integrity
and validity of data is verified by recording data in a distributed ledger environment, and the characteristics that are
automatically executed when conditions set are satisfied by the written code. One of the areas where smart contracts
are used is to sign a contract. However, due to the nature of the distributed ledger environment of the Blockchain,
there is a problem that data requiring confidentiality cannot be stored because the data that is transacted is shared
with all network participants. This paper aims to make it possible to conclude a reliable contract in the process of
writing a contract non-face-to-face by applying a method of storing contract contents in off-chain using a secret
sharing technique in a contract platform based on smart contracts.
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(@ When a transaction is generated, it is broadcast to
all users.

@ Each user collects new transactions into a block.

(® Each user attempts a proof-of-work for the block.

@ If a user succeeds in proof-of-work, the block is
propagated to all users.

® All users approve the block if it is valid.

® All users indicate that the block has been approved.
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Fig. 2. Proof of work process in Blockchain
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Table 1. Secret sharing operation execution time

Number of Secret sharing operation
performances execution time(ms)
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