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Abstract

According to the Personal Information Protection Act, the user's password must be encrypted in one way through
a hash function and stored in the database. However, as the computer's performance improved, MD5 and SHA-1 hash
functions' collision occurred. Therefore, it is recommended not to use these hash functions, and other safe hash
functions will be also unsafe over time. Salt, which is used as a method to safely store passwords, is randomly
assigned to each user, and is attached to the front or back of the password before entering the hash function to
enhance password security. However, if Salt is exposed to an attacker, it is very helpful to crack the password. The
access log-based dynamic Salt method proposed in this paper can protect the password more securely by making the

Salt and its combination more difficult to know even if the database or login related source code is exposed.
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