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Abstract

Recently, as the use of location-based services has increased, the issue of privacy protection for location
information has emerged as an important issue. However, the collection of location information is directly related to
the privacy problem of the object. Therefore, in this paper, a method for protecting location information based on
dummy obfuscation was proposed. The proposed method has the advantage that it has safety compared to the existing
obfuscation method by creating a dummy area that does not expose location information. In addition, since the
location area is set in consideration of the weight, it is possible to protect the privacy according to the user's

preference by varying the level of information disclosure according to the sensitivity.
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Table 1. Notation

Abbreviation Description

IDp Dummy 1D

PK Pre-shared key

TS Timestamp
D_CNT Dummy generation value
HMAC(- )k Result of HMAC with key K
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Table 3. Sensitivity level

Sensitivity Description
5 Very sensitive place
4 A rather sensitive place
3 Slight privacy exposure
2 A place many people visit
1 No risk of information disclosure

Location Sensitivity Frequency Weight
Home 5 35 175
Workplace 4 30 120
Library 2 20 40
Theater 1 5 5
Restaurant 3 10 30
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Table 4. Comparison with the existing method
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