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Abstract

Advances in IT technology make it easy for anyone to access high performance but low-cost video capturing
devices and produce videos. However, these videos cause many social problems due to illegal use, and thus video
forensic technology is required. In this paper, as one of the video forensic technologies, we propose an algorithm for
identifying a video capturing device using a high frequency filter and a convolutional neural network. Many previous
studies have focused on image capturing devices not video capturing devices. In videos, there are differences from
images in frame characteristics, compression method, compression rate, and huge capacity. Therefore, it is impossible
to directly apply the technology targeting the images and hence we developed an optimized algorithm for the videos.
In order to analyze the performance of the proposed algorithm, videos captured by 31 various capturing devices
including the same brand and model were used and we achieved an 91.3% accuracy. Also, we showed that the
proposed algorithm can identify the models of the same brand with 91.1% accuracy higher than the previous studies.
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Fig. 1. Group and types of video frames
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Fig. 2. Structure of the proposed video capturing device identification algorithm
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Table 3. Identification accuracy depending on the setting
of convolutional layers

2 layers | 3 layers | 4 layers | 5 layers

Convolutional 64/64/ | 64/64/

layer output 6432 | B4fbn/a2 128/32 [128/128/32
Accuracy 94.0% 97.1% 97.9% 95.4%
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Fig. 3. Identification accuracy depending on the number of
convolutional layers
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Table 4. Video capturing device, video resolution and
frame numbers

Training video | Testing video
Device  |Resolution | P " | P
Frame|Frame Frame|Frame
Canon 650D |1920x1080 401 4354 | 10| 358 | 3903
Canon
EOS 500D 1920x1080 416 | 3697 | 10| 404 | 3577
Canon
EOS M 1280x720 761 | 8326 | 10| 756 | 8259
Canon
IXUS 160 1280x720 330 | 3588 | 10| 336 | 3627
Nikon
Coolpix S33 1920x1080 151 14379 | 10| 158 | 4582
Nikon
Coolpix S100 1920x1080 65 |1885| 4| 51 | 1479
Panasonic
DMC S71 1280x720 163 [ 2282 | 6| 206 | 2884
SAMSUNG
WB35F 1280x720 516 | 1857 | 10| 627 | 1645
GoPro 1280x720 1494 110426| 12| 2247 | 15688
Lumix
DWC LX100 3840x2160| 12 | 346 | 1384 | 12| 400 | 1600
G Pro2 3840x2160| 7 | 109 | 3124 | 8| 123 | 3558
G2 1920x1080| 8 | 120 | 3402 | 7| 102 | 2868
G3 Catb 1920x1080| 10 | 156 | 4417 | 10| 155 | 4335
G4 1920x1080| 8 | 118 [3419| 7| 104 | 2964
Galaxy
Grand Max 1920x1080| 8 | 131 |3668| 7| 113 | 3210
Galaxy
Note2 A 1920x1080 79 (2217 8| 0 | 2536
Galaxy
Note? B 1920x1080 101 [ 2786 | 7 2324
Galaxy
Note3 A 1920x1080 77 | 2127 8| 91 | 2520
Galaxy
Note3 B 1920x1080 131 [3678 | 7| 116 | 3261
Galaxy
Note3 C 1920x1080 129 13629 | 7| 114 | 3200
Galaxy
A LTE 1920x1080| 8 | 89 [2497| 7| 80 | 2208
Galaxy S5 [1920x1080| 8 | 89 |2451| 7| 76 | 2101
iPhone 5S A[1920x1080| 7 | 107 |3015| 8| 124 | 3454
iPhone 5S B| 1280x720| 9 | 70 | 968 | 6| 65 | 906
iPhone 6 A [1920x1080| 8 | 127 | 3545 | 7| 106 | 3041
iPhone 6 B |1920x1080| 16 | 205 | 5790 | 14| 177 | 5046
iPhone 6 C |1920x1080| 8 | 125 | 3512 | 7| 114 | 3218
iPhone 6Plus|1920x1080| 8 | 122 | 3408 | 7| 109 | 3032
Vega
Secret Note 1920x1080| 8 | 94 2561 | 7| 81 | 2255
Vu3 1440x1080| 7 | 108 | 3024 | 8| 106 | 2950
Galaxy Alpha|1920x1080| 7 | 69 | 1897 | 5| 55 | 1571
Sum 2716,999 107,31 7,727 107,
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Table 5. Identification accuracy for each patch and videos

: : Pa.tCh. Accurate |. V@qeo_
Device identification | identification
accuracy B3E0 accuracy
Canon 650D 83% 10110 100%
Canon EOS 500D 92% 10110 100%
Canon EOS M 85% 10110 100%
Canon IXUS 160 59% 510 50%
Nikon Coolpix S33 92% 10/10 100%
Nikon Coolpix S100 79% 3/4 75%
Panasonic DMC SZ1 76% 6/6 100%
SAMSUNG WB35F 76% 10110 100%
GoPro 58% 10112 83%
Lumix DWC LX100 97% 12/12 100%
G Pro2 82% 8/8 100%
G2 43% 7 100%
G3 Catb 67% 8/10 80%
G4 65% 7/7 100%
Galaxy Grand Max 84% 7/7 100%
Galaxy Note2 A 82% 8/8 100%
Galaxy Note2 B 57% 7 100%
Galaxy Note3 A 53% 7/8 88%
Galaxy Note3 B 80% 77 100%
Galaxy Note3 C 62% 6/7 86%
Galaxy S4 LTE 40% Al7 57%
Galaxy S5 51% 7/7 100%
iPhone 5S A 84% 8/8 100%
iPhone 5S B 1% 6/6 100%
iPhone 6 A 7% 7/7 100%
iPhone 6 B 59% 12/14 86%
iPhone 6 C 44% 4f7 57%
iPhone 6Plus 51% 57 1%
Vega secret note 63% 7/7 100%
Vu3 62% 8/8 100%
Galaxy alpha 82% 5/5 100%
Average 69.7% 231/253 | 91.3%
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Table 6. Performance comparison with other video
capturing device identification algorithms

) # of Classification
Algorithm devices model Accuracy
Milani et al.[14] 5 SVM 79.8%
Lee et al.[13] 30 | Thresholding on | 96.0%
Taspinar et al[15]| 13 |probability density| 83.0%
Hosler et al.[16] 20 Deep learning 95.9%
Proposed 31 91.3%
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