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Abstract

Bitcoin is the first cryptocurrency to participate in a network and receive compensation for online remittance and
mining without any third-party intervention, such as financial institutions. Bitcoin mining is done through Proof-of-
Work(PoW) and because of its characteristics, the higher hash rate, the higher the probability of mining. Thus, the
emergence of a mining pool, which is called a mining organization, and unlike CPU/GPU, ASIC miners with high
cost and performance efficiency have emerged. The problem is that the hash rate obtains thus exposes Bitcoin’s
mining monopoly and the risk of double-payment attack. To solve this problem, we propose Error-Correction Codes
Proof-of-Work (ECCPoW) combining the LDPC decoder and hash function. This paper proposes the implementation
method of ECCPoW and replaces PoW of bitcoin with ECCPoW. Finally, We compare the proposed method and

Bitcoin with mining centralization.
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Table 2. List of related functions for each module

Module name Related function
Crypto puzzle generate_seeds, generate_H,
generation generate_Q

Crypto puzzle decoder

generate_hv, decoding

Crypto puzzle resolution
judgment

condition 1: decision,
condition 2: binary_to_hex

Crypto puzzle difficulty
control

set_difficulty

¥ 3. ECCPoW ujzjo|e| M
Table 3. ECCPoW parameters description

ECCPoW parameters

Description

powLimit

Minimum difficulty setting

Difficulty level change cycle

nPowTargetTimespan (default 60 minutes)

nPowTargetSpacing Blpck generation cycle (default 1
minute)

fPowAllowMinDifficultyBl | Permission below minimum

ocks difficulty level

fPowNoRetargeting |Féc\a/rerlmsswn to change difficulty
ECCPoW Blockchain port

nDefaultPort number (default port 9777)

it level ECCPoW difficulty level

- (currently default level 10)

Linux time, nonce, nBit,

CreateGenesisBlock nVersion, compensation amount

entered in order to generation
the genesis block

vSeeds.emplace_back

Connection seed address

m_fallback_fee_enabled

Permission of coin transfer fee

setting
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jun@ubuntu:~/bitcoin_ECC$ bitcoind -txindex -daemon

mainnet with level = 1

set is constructed from 10 to 22 with step 2

n : 32 wc @ 3 wr @ 4

mainnet n: 399 Hash: Occc07b781737bf3c901307dd92ed0548215b745b38daee5Tdbb4T042dc4885¢c

testnet with Tewvel = 40

set is constructed from 30 to 30 with step 2

n : 60 we @ 3 wr @ 4

testnet n: 47471 Hash: 83432832323855c30a104d61467echb339ffa988ch8abe420ct7ach95667bdd42

regtest with level = 30

set is constructed from 18 to 42 with step 2

n : 60 wc @ 3 wr : 4

regtest n: 746 Hash: db20aafd0c626db7cf83b4b3d9bala024a862fdff203074e06aaab4e31619461

mainnet with level = 1

set is constructed from 10 to 22 with step 2

n : 32 we @ 3 wr @ 4

mainnet n: 399 Hash: Occc07b781737bf3c901307dd92ed0548215b745b38daee5tdbb4f042dc4885¢c

Bitcoin server starting

jun@ubuntu:~/bitcoin_ECCH bitcoin-cli getnewaddress
39naMhHQgXwm7CVdEaL 4PGUkp4fUdHX14M

jun@ubuntu:mfbikcoin_ECC$ bitcoin-cli generatetoaddress 10

9naMmhHQgXxwm7CVdEaL4PGUkp4 fUdHX14M

C
"fa2549dbcbectfbaff696abdl19e086b82e7288cc3c726befcdctc3754a4200a31",
"09df0es57e1a4f84c594a5553dd2c3cc01c380ba92bf37268a84fbade2ed79693",
"abcZbcebe224b68da443b505d7 7991715119847 d457068c47 fad529dbf71a4",
"951ae98c7193el11F7469245ec2fT18a20103e8e26ate3d7eefl0eraz2dlSed2dd",
"c55a5294d3F8b0c3259cT3842ad0ad9bbb3309523938919dbd59cd1cb14b530a™,
"b2d7b23c8c3ba403b05f6111T49ch5212ebalcacl378el5612c04269e3177a91",
"cdea7cfcB8cate7e9e8989a5c5808d3e01e83794ebd562782a9013571e480791d"",
"ac8eb56da’3eedbcetl3cddad3bla89903ebcdE8282a5f9cbablc8572a780F4b",
"bd1T46d19d6db8c35536594e6a39339c15efT0185bd?244aftefc0af022e6ebf29e™,
"5d4cc21450bcbh8df125b8a5301e80f2bc35151Ffd1d47a65999238073733507 "

]

jun@ubuntu:~/bitcoin_ECCS$ bitcoin-cli getblockchaininfo
i
"chain": "main",
"blocks": 10,
"headers™: 10,
"bestblockhash”: "5d4cc21450bcb8df125b8a5301e8012bc35151Ffd1d47a65999238073733507e",
"difficulty": 4.52305946836919%6e+74,
"mediantime™: 1590478786,
"wverificationprogress": 1,
"initialblockdownload": false,
"chainwork"”: "00000000000000000000000000000000000000000000000000000000000573F8",
"size_on_disk": 3285,
"pruned”: false,
"softforks": [

{
"id": "bip34",
"version": 2,
"reject”: {
"status": false
}
e

jun@ubuntu:~/bitcoin_ECCS bitcoin-cli getbalance
450.00000000

18l 4. ECCPoW A&
Fig. 4. ECCPoW experiment
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Table 5. Success mining number of nodes
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Table 4. Implementation environment of evaluation 7 6 17 7
Memory |HDD/SS 8 6 18 6
No Role CPU GR | DGR Volume 9 5 19 10
' Monitoring | Inter i5-7600U 6 SSD 1 10 5 20 8
PC 2.60Hz 256
Seed AWS ¥ 6 M= st Hotda
2 nstance m5.xlarge 8 |HDD 20| 6 Table 6. Evaluation result of mining centralization
vCPU 2 Total number| Average |Square of| Dispersion |Distribution
Mining AWS of mining |of mining| average |of average | of mining
3 instance mb.xlarge 8 |HDD 20| 40 success | success | number | number | success
vCPU 2 124 6.2 3844 676 | 9221944




Journal of KIIT. Vol. 18, No. 6, pp. 33-42, Jun. 30, 2020. pISSN 1598-8619, eISSN 2093-7571 41

ECCPoWS A ZYsl= AF A28 FIEE
ZAstgom B vla FAQ 40% Bk 2% %
Al 92.22%(4=53 ofsh Al A Hhe)E SA4 Y

Atk o3 A¥S F3) ECCPoW &40l #
Az EZAQl S Tl ol & wHAo|

A Z2 o]Fojzx= 72 Z ECCPoW7} A= HZF3
of Zsitta #ATd & 9ot
VI.LZ B

CPowoﬂ tiate] Asia HIE
35t ECCPOW% ASIC
FAE FR3P| ﬁé}@ i £5 g2 2AE
7|1E :rL:=:°] Bl

1:01' oL L of | O 1|

N
X
i)
>
rLO,L
&

= rulru

rroox [‘kﬂ, —U~

S8 BCCPoWE Fd3l7| 93 o= =4,
e Az $E APEH, A dH Y L
codeword ¥HE WHE AASIHTE 1A o] A
Z317] $l5te] HEFSIY ECCPoWES 28313t

HIESRIY Az FY3t S vl H7lstit
H|EFOIHT} ECCPoWE 52% =& AF HFES
HYTh o2 Edla] ECCPoWE &H& 34 HolE
g a7 doH ASAEL oS FH 2
ARl 7hesithe A 1T + AT

References

[1] S. Nakamoto, "Bitcoin: A Peer-to-Peer Electronic
Cash System", 2009. https://git.dhimmel.com/bitcoin
-whitepaper/

[2] M. Nofer, P. Gomber, O. Hinz, and D. Schiereck,
"Blockchain",
Engineering, Vol. 58, pp. 183-187, Mar. 2017.

[3] S. Saberi, M. Kouhizadeh, J. Sarkis, and L. Shen,
"Blockchain technology and its relationships to

Business & Information Systems

sustainable supply chain management", International
Journal of Production Research, Vol. 57, No. 7,
pp. 2117-2135, Oct. 2018.

[4] G. O. Karame, E. Androulaki, and S. Capkun,
"Double-Spending Fast Payments in Bitcoin", In
Proceedings of the 2012 ACM conference on
Computer and communications security, pp. 906-
917, 2012.

[5] R Qin, Y. Yuan, and F. Y. Wang, "Research on
the selection strategies of blockchain mining
pools", IEEE Transactions on computational social
systems, Vol. 5, No. 3, pp. 748-757, Sep. 2018.

[6] X. Liu, W. Wang, D. Niyato, N. Zhao, and P.
Wang, "Evolutionary game for mining pool
selection in blockchain networks", IEEE Wireless
communications letters, Vol. 7, No. 5, pp. 760-
763, Oct. 2018.

[7] S. Park, H. Kim, and H. N. Lee, "Introduction to

Proof-of-WorK",  The

Magazine of the IEIE, Vol. 5, No. 46, pp. 26-32,

May 2019.

[8] V. Buterin, "A next-generation smart contract and

Error-Correction  Codes

decentralized application platform", white paper,
pp. 1-33, 2014. https://arxiv.org/pdf/1511.05740.pdf
[accessed: Apr. 20. 2020]

[9] G. Wood, "Ethereum: A Secure Decentralised
Generalised ~ Sransaction  Byzantium  Version",
yellow paper, pp. 1-32, 2014. https://gavwood.com/
paper.pdf. [accessed: Apr. 20. 2020]

[10] Q. Zhou, H. Huang, Z. Zheng and J. Bian,
"Solutions to Scalability of Blockchain: A
Survey", IEEE Access, Vol. 8, pp. 16440-16455,
Jan. 2020.

[11] E. Duffield and D. Diaz, "Dash: A Privacy
Centric Crypto-Currency", white paper, Aug. pp.

1-16, 2018. http://zioncoins.co.uk/wp-content/uploads
12015/06/Dash-Whitepaper.pdf [accessed: Apr. 20.
2020]

[12] N. V. Saberhagen, "Cryptonote v2.0", white
paper, pp. 1-20, Oct. 2013. https:/cryptonote.org/
whitepaper.pdf. [accessed: Apr. 20. 2020]

[13] RandomX, https://github.com/tevador/RandomX/blob
/master/doc/specs.md. [accessed: Apr. 20. 2020]



University of California

0] & = (Heung-No Lee)
1993 :
A7 £
1994'd : University of California
3z -
University of California

W71 g8k 44

(e

42 ASIC A3/d< 913 ECCPoW E5AQ1 +8 W

34
[14] R. G. Gallager, "Low Density Parity Check
Codes", IRE Transactions on Information Theory,
Vol. 8, No. 1, pp. 21-28, Jan. 1962.
[15] Bitboin ECC LDPC, https://github.com/cryptoecc/
bitcoin_ ECC/blob/ecc-0.1/src/ldpc/LDPC.cpp 1099 -
[accessed: Apr. 20. 2020] | - A5 v
[16] Bitcoin ECCChanparams.cpp, https:/github.com/ 19994 ~ 20024 - HRL
cryptoecc/bitcoin ECC/blob/ecc-0.1/sre/ldpe/chainpa Laboratories Research Staff Member
rams.cpp. [accessed: Apr. 20. 2020] 2002\ ~ 2008 : University of Pittsburgh Assistant
Professor
e 2094 ~ @A : BFAI A D NAABFEFNE 35
ARk FHOIE, AT, FAMEN, $04
AR, M2 53}
X & & (Hyunjun Jung)
20084 : ARSTistw
AFE 73 J,].(b’}/\]-)
2010 : AW
AFE ST
2017 : ATt
AFH-AgEL 1@1-34_(_1_@]-31-/\})
20174 8€ ~ dA : FFHg
71€d ESAAIHAZA AT
#AEOk - EFAQY, HolE Aoz, AA VESL S
AHERIEY
i & & (Jong-Hong Chae)
201949 : 2ot
A BEAFSIHEA
2019 349 ~ 20201 2¢ -
PZF33l7)ed BEE249
B YAAATAE AT

=

a-h

ﬂ/g_fo]; 7(41-1;_5/4 o].L;q%

O

M

= }-"

=k
==




	ASIC 저항성을 위한 ECCPoW 블록체인 구현 방법
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. ECCPoW Blockchain 구현방법
	Ⅳ. 실험
	Ⅴ. 평가
	Ⅵ. 결론
	References


