’i) Check for updates

Journal of KIIT. Vol. 18, No. 5, pp. 109-119, May 31, 2020. pISSN 1598-8619, eISSN 2093-7571 109
http://dx.doi.org/10.14801/kiit.2020.18.5.109

BEAQY 0= APIE ol§F FEA Athdt Ad Ae)

[m]

o 4

| A« ZI o4

A
Lo, &

r
lot

A Real Estate Lease Transaction System Using Blockchain and
Open Banking API
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With the advent and development of blockchain, transactions between untrusted users have become possible
without third party guarantees. Accordingly, research is underway to minimize transactions and improve convenience
and stability by linking real estate transactions with blockchain. However, there is a lack of discussion about the
connection between finance, which is the core of the transaction, and Oracle issues between the financial system and
the blockchain system. Therefore, we propose a method of linking blockchain and finance through an open banking
APL It also solves the Oracle problem by obtaining determinism of transfer confirmation messages from the
OpenBanking API using the Hyperledger Fabric's deterministic block verification process. Through this, it is possible
to make a paperless contract using the blockchain, and it is possible to increase the robustness of the transaction by
storing the details of the contract as well as the details of the financial transaction on the blockchain. In addition, by

providing user-friendly UX, it is possible to enhance the convenience of transactions.
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Table 1. Notation

C Lease agreement data

S Seller

B Buyer

pub,, a's public key

h() cryptographic hash function

T Timestamp

o, Signature of «

dg [h(CHpUbB)]US

d, L (C TIpuby)],,

OTRD | Openbanking transfer response data

OCRD | Openbanking transfer check response data

tv Transfer verification data from OCRD
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Table 2. Algorithm of create agreement

function name : CreateAgreement
Input : C, T\ puby dg
Output : 32bytes array /hash value
Algorithm

if (Iverify(dg)) return

¢ = Agreement{ C, pubg dg,null, null} //create a
Agreement struct

h = h(C,T) /lcontract’s primary key

putState(h, ¢)  /put in to blockchain ledger

return h
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{
"api tran_id": "fce59fac-e567-48a6-a301
-34893f83ces0",
"rsp_code": "ACCOO",
'rsp_message"': ",
"apl_tran_dtm": "20200227232411089",
"wd_bank_code_std": "0S7",
"wd_bank_code_: Sub "Og7O001",
"wil_bank_name": Z=#,
"wd_account_num_masked": "1234567890123%%",
"wd_print_content": "ZL S AIH",
"wd_account_holder_name": "ZH2E",
"res_cnt": "1",
"res list": [
{
"tran_no": "1",
"bank_tran_id": "T991596400U27232409A" ,
"bank_tran_date": '20190201",
"bank_code_tran": "087",
"bank_rsp_code": "000",
"bank_rsp_message": "'
"fintech_use num":

" 1991596400576870609850416" ,
"account_alias": "HI A~EH E",
"bank_code_std": "088",
"bank_code_sub": "0970001",
"bank_name": "AEH2E:",
"account_num_masked": "0l043382##E",
"print_content": "@Z MH|23H A,
"account_holder name": "zZQIAw
"tran_amt": "Soov,

"ems_num": "
}
]
}

a2 4. =3 olAl SE dlolH
Fig. 4. Deposit transfer response data
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¥ 3. SignAgreement &112|&
Table 3. Algorithm of SignAgreement

function name : SignAgreement
Input : OTRD,h(C, T),h(C), [h(O)]

Output

apB

. boolean

Algorithm
¢ = getState( 2 (C, 7))
if( h(c.0) '= h(C)) return false
if( signVerify((h(C)], , c.puby) retum false
if( amountVerify(c. C, OTRD) return false

//Using OpenBanking API
tv = transferVerify( OTRD)

¢ = Agreement{ C, puby dg, [h(O)], ,tv}
putState(h (C, T), c)
return true
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“api_tran_id": "7da86fcI-19b9-4627-900a-6873d7233100",
"rsp_code™: “ADBOE",
“rsp_message™: "",
“api_tran_dtm": “28200221011234296",
"res_cnt™: "1%,
"res_list™: [
{
“tran_noc": "1",
"bank_tran_id"™: “T9915964@020U201232234",
“bank_tran_date": “Zezeez2e",
“bank_code tran™: “@97",
"bank_rsp_code™: “228",
“bank_rsp_message™: "",
“wd_bank_code_std™: “es7",
"wd_bank_code_sub™: "@270001",
"eEEU",
“wd_fintech_use_num™: "*,
"wd_account_num_masked": ""
“wd_print_content™: “E3HIHEIAHE",
“wd_account_holder_name": "*,
“dps_bank_code_std“: a7,
"dps_bank_code_sub™: “@97g2el",
"dps_bank_name": E%%%" f

“wd_bank_name™:

“dps_fintech_use_num™:
"dps_account_num_masked™: "",
“dps_print_content": " HICIA-HE",
"dps_account_holder_name™: "*,
“tran_amt": “Saa"

a8l 6. oA Znl =3 oo|E
Fig. 6. Transfer result inquiry data
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Table 4. Experiment environment

Component Environment Remark
Server Windows10 Node Js
Hyperledger fabric Ubuntu 16.04 v.146
Chaincode Ubuntu 16.04 Go lang
Open banking API | Open banking server Testnet
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Fig. 8. Web-converted lease agreement

sns283l@islab-ProLiant-DL120- G7:~/2028/fabric- sanples2/chaincode/fabcar/go$ docker ps

CONTALNER ID IMAGE

PORTS WAMES

357deaas3ab? dev-peerd.org2.exanple. con-myce3-1. 0-48chd3a57fcB42823c 704828038 30ch4
dev-peer@.org2. exanple. con-nyce3-1.0

b170ches0dbs dev-peer0.orgl.exanple. con-mycc3- 1. 0-dzbalebd4dsl fa69ec5354d3dbedatd
dev-peerd.argl. exanple. con-nyce3-1.0
JO7 9. QIAHASE HolZE
Fig. 9. Instantiated chaincode
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sms2831@islab-ProLiant -0L120-G7:~$ docker logs 35
open banking request

"org_bank_tran_id": "T9915964@0U20123223A",
"org_bank_tran_date": "20260220",
"org_tran_amt": "5e@"

open banking response

{"api_tran_id":"a938363f-5c05-426a-87d1-9ecf/7ef8cOe", "rsp_code":"AGGOE", "rsp_me
ssage":"", "api_tran_dtm":"20200305131435704", "res_cnt":"1","res_list":[{"tran_no
", “bankit r‘aniid“ : “T9915964@GU2@123223A ", "bank_t ran_ ':20200220", "bankico
de_tran":"897", "bank_rsp_code" "bank_rsp_message" d_bank_code_std"
97", "wd_| bank code sub":"B970801", "wd bank_| name”:'e 2 g u " "wd fintech _use_num"
", "wd_account_num_masked":"", "wd pr’mt content":"& 3 A ”l A E ", wd accoumt
holder_name dps bank_code_std":"897","dps_bank_code_sub" @97@@@1 ,"dps_| ban
k_name":"e ", dps fmtech use | mum“"‘" "dps_ account num masked”""‘,"dps pri
nt_content":"® 3 A # 2 % ¥ 8 ", "dps_account_holder_name" "tran_amt":"500"}]}

res_list

{1 T9915864060U20123223A 20200220 097 000 097 0970001 2 2
E 097 2E2z2% YIAHARLE 500}

a7 10. Org.1el MelzE 23
Fig. 10. Chaincode logs of Org.1

sms2831@islab-ProLiant -DL120-G7:~% docker logs bl
open banking request

"org_bank_tran_id": "T991596400U20123223A",
"org_bank_tran_date": "20200220",
"org_tran_amt": "bE@"

open banking response

{"apiﬁtran J.d“:"lcc%e&? 5167-4dbd-9c37-@5441bc63286“ “rspicode”:”AGGGG” "rsp_me
ssage” ,"apl_tran_dtm":"20200305131408994", "res_cnt":"1","res_list":[{"tran_no
", "bank tran_ id": "T9915964@@U2@123223A“ "bank tran_ date""‘?@?@@??@" "bank_co
de_tran": “097” "bank __rsp_code":"00@", "bank_rsp_ message“"‘" "wd_| bank code_std": “G
97", "wd_bank_code_sub":"0970001", "wd bank_name":"
", "wd_account_num_masked":"","wd_print_content":"2 3 A % ”‘ TaE", wd_account_
holder_name":"","dps_bank_code_std":"®97", "dps_bank_code_sub":"@870001", "dps_ban
k_name":"e 2 & @ ", "dps_fintech_use num":"", "dps_account_num masked":"","dps_pri
"% 2 A HAAYE", "dps_account_holder_name":"","tran_amt":"500"}]}

res_list

{1 T991596400U20123223A 202602260 897 860 097 0976061 2 &2 2 ¢ EIAIBUTY
2 097 2e2ew L3 HHLAYE 500}

3% 11, Org2.2l AMQlZE 23
Fig. 11. Chaincode logs of Org2
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func test(stub shim.cChaincodeStubInterface, args [lstring) (string, error} {
stub.PutState("test2", [lbyte(strconv.Itoa{rand.Intn{10G]})})
return "", nil

1

a8 12, 8] 2EH AHelIi=

Fig. 12. Non—deterministic chaincode

Error: could not assemble transaction: ProposalResponsePayloa
ds do not match - proposal response: wersion:l response:=stat
Us: 200 = payload:"\wn W35N2E1N216NZ1ENITMNZ13-0M2T75 221N 235

T2 13 8] 2EH Meli= SH

Fig. 13. Response of non-deterministic chaincode
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Table 5. Comparison with existing systems

Model Proposed
Offer HOLIT () model
Structure Server. | Blockchain. Server+l
Blockchain
Integrity Legal. Technical | Technical
Permanence Legal. | Technical. | Technical
Transfer verification | Technical. No. Technical
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