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Abstract

This paper propose a model that can return lost property between users and receive appropriate reward to acquirer
using blockchain. Lost property makes it difficult for the acquirer to voluntarily get ahead of the purpose of
recovering lost property by requiring voluntary good deeds. There were precede solutions proposed to solve the
problem by operating a lost or found ware house or recording a phone number on the property, but it require to
manage the accumulation of lost properties and cannot motivate user to give back lost items. The proposed model
attaches a QR code to device and records it on the blockchain, providing a method for sending notifications, and
allowing the acquirer to be rewarded through the contract. This model offer exchange methodology of lost and found
properties without mutual trust, non-face-to-face exchange, and offer reliable escrow in decentralized environment.
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Fig. 1. Escrow service flow
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Fig. 2. Structure of proposed lost property claim and reward model
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Fig. 3. Activity associated with the smart contract and the user
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Table 1. Summarized flow of claim and reward
Key Value
57534362951... h(sectet)='3b7d90..", item_name='82 LTE', reward=0.8 Seq in flow | Actor Action
Create QR code and register
1 owner
At step. 5 property
Key Value 2 finder | Acquire the lost property
575343e2951... h(secret)='3b7d90..", item_name='S2 LTE', reward=0.8 Send message ‘where it will be
ionz! ion. A-23" 3 finder ,
6361168Efag... location="Suwon station, A-23 stored
4 finder | Store property
At step. 8 :
5 owner | Receive message from ethereum
Key LT 6 owner | Check ‘is property stored
57534362951... h(secret)='3b7d90..", item_name='S2 LTE', reward=0.8 7 owner | Deposit reward
6361168Efa9... location='Suwon station, A-23', password=[1, 6, 2, 1] - P
8 finder | Share reward and send password
5753432951... = Device ID 91 owner | read pw and unlock the locker
9-2 owner | release reward
6361168Efa9... = finder's account - -
: 9-3 finder | withdraw reward

2] 4, AlLIZ|2 SEo| whE Al H3)

Fig. 4. State changes as the scenario progresses BAZS 3013t 292 RAS o x5l B4
Y e em o 2 552 A wuNEE 57 Qs u
TH 38 SRS GEA FAE HWHL T o) gams) A, 24 ALe vdds
g 4= = AHE 1383 1Y
Bai R HA WAAE TAS FEE I nage 9n A wde d5T 5 A0 4
A A L U st Al X 194 89
] H



32 Device 5 2 QRZE MM

ASAE PoN BAB) HHY RIEE 4
HAT QREENE 264 oldel$ AW 24
o, 27 o, 12 WY ge dFdt ol

DevicelD E}Jl w3},

Device = {owner, h(h(secret)), item name, reward}
DevicelD = h(h(h(secret)) + {owner, reward})

EEAA 559 AE 1Y @ A @ &
frAkt QRELC% olo Al o 4 9= Zrolt}

L s | .
A HA ge WY ge H5A 45 AL

99 o A4 @

BAE ID(deviceD)E gt #AE HRE
olgtt}, BAE D9} QRIE=0] E3HH Secret, L
I Aol BAES BT A FRQ Location

>
o

oltigls AR BAE AR F718)
At Al BA AM-E Escrow.notifyProperty S
Z3to] 19 79| LostFound ©JHIES #HYA|ZIL
HE: ~nE AEHEVL FPHUS o 3

T3 W& Fdd AL AT F =S T
SoAE & B0tk ¥ =2 ¥ 6904
< Saves TE W FAEA Ho.

b3
X

for kI o o @

"owner' :'0xD2fe822a8bcE2A530D487431bc2D1cdDeFAC4 142",
"reward":1.24,

"secret':"0415990",

“item_name' :'Galaxy A7’

}

5 BAE 2&== QRZE Ho|E
. QR code data attached to lost property

|
«

SKT0339 Al @t RO 1R <o NETELI92% @

New Lost Property CANCEL SAVE

Location

Suwon station, A-23

Owner
0xD2fe822a8bcE2A530D487431bc2D1cdDcFA0414a

Property Name

GalaxyA7

Reward

ETH
1.24
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Secret

0415990
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Fig. 6. Register the lost property by scanning the QR code

Event: LostFound

Arguments:

- devicelD: "575343e295162¢560d523390352¢357520ef0dba"
- hsecret: "0x745cec...0ad9"

- finder:"6361168Efa922D80bFA320ad019a127b53E3078F"

- location: "Suwon station, A-23"
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Fig. 7. First event raised by finder
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Event: ValidationSound
Arguments:
- devicelD: "575343€295162¢560d523390352¢357520ef0dba"
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Fig. 9. Event for owner to check the lost property
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Event: RewardDeposited

Arguments:

- devicelD: "575343e295162e560d523390352¢357520ef0dba"
- finder: "6361168Efa922D80bFA320ad019a127b53E3078F"

T2 10, 24 oflx[ol| CHEt 7[EE HY|= OHIE
Fig. 10. Event to record a reward deposit
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Current State:: Password Granted
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Fig. 11. Acquire the password to open locker

Event: PasswordGranted

Arguments:

- devicelD: "575343e295162e560d523390352¢357520ef0dba"
- finder: "6361168Efa922D80bFA320ad019a127b53E3078F"
- xorPassword: pwd XOR secret
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Fig. 12. Event to record password provided by finder
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Arguments:

- devicelD: "575343¢295162¢560d523390352¢357520ef0dba"
- owner: "D2fe822a8bcE2A530D487431bc2D1cdDcFA0414a"
- finder: "6361168Efa922D80bFA320ad019a127b53E3078F"
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Fig. 13. Event to record the released reward
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Table 2. Comparison between proposed model and traditional models

Attribute RFID based modell3] Bluetooth LE based modell4] Our model
Architecture Centralized Centralized Decentralized
Cost RFID&Server management (Medium)| Bluetooth LE module (High) Transaction fee (Low)
Privacy Phone number, address (severe) No privacy leak (safe) Ethereum account, property ID (safe)
Loss Receive notification to acquirer No notification Receive notification to acquirer
Awareness through phone (good) (bad) through blockchain (good)
Escrow by moderator (Good) No escrow (Bad) by contract (Good)
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