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Abstract

Network coding is a technique that combines data collected from neighboring nodes by relay nodes so that they
can be decoded at the destination, and has been researched as a method for improving network throughput in an IoT
environment in which network usage is rapidly increasing. In IoT environment, network coding works well only when
the network topology consists of reliable nodes because the relay node transmits a mixture of packets from
neighboring nodes. However, even if security algorithms such as digital signature or encryption are applied, when a
malicious node legitimately participates in the network configuration and performs an internal attack forging a
relaying packet with a signature or cipher that appears to be valid, it becomes difficult to notice. In this paper, we
propose the condition and method of whether the destination node can reconstruct the correct message even if there

is an attack in the packet transmitted by network coding.
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