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Abstract

This paper proposes a certificates management system based on blockchain technology for counterfeiting prevention
and quick authenticity verification of certificates. Certificates counterfeiting raises serious problem in society, and thus
various research has been studied on the counterfeiting prevention of certificates. However, the exiting research
consumes much time for verifying the authenticity verification including the counterfeiting issue. Therefore, this paper
analyzes the existing research and proposes a blockchain-based certificates management system that enables the
anti-counterfeiting with enhanced security and quick authenticity verification of certificates. The proposed system in
this paper is devised in a decentralized way and resolves the existing problems by using a blockchain that cannot be

counterfeited. The experiment and evaluation shows an improved performance comparing with the existing systems.
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Table 1. Components of a transaction
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TransID Private key of the registrar | Hash

Name Namg of thel person who String
acquired certificate

Resident Resident registration _
number of the person who | int

registration nurmber acquired certificate

Certificate name Name of the certificate Stringl]

Validity period of the intl

Bxpiration date acquired certificate

| Block Application

| Orderer | | World State DB

:‘ Block Creation
DB Storage

:‘ Query

Execution

O3 3 ABA 3= AHEE S8 Z2MA
Fig. 3. Registration process of user acquisition certificates
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Table 2. Implementation environment
Classification Contents
Operating system | ubuntu-18.04.02 LTS
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Table 3. Comparison of authenticity verification time

T System | Existing | Suggestion
Classification system system
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Form
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Table 4. Qualitative evaluation

S Comparison result

. ystem Existing Suggestion
Evaluation ltems system system
Authenticity verification rate | Slow Fast
Convenience Low High
Security Normal High

Forgery Normal Impossible
Responsibility High High
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