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Abstract

The advances in IoT (Internet of Things) and Big Data technologies have enabled various devices to work
together, also causing the amount of traffic between systems to increase significantly. In these situations, real-time
processing of large traffic is critical in order to effectively control the operational status, failure status, and security
threat of the system and network. In this paper, a system using PF Ring is proposed which is capable of extracting
meaningful data from high-capacity traffic of 5Gbps in real-time. The proposed system installed PF Ring in the
Linux system kernel, periodically executed PF Ring using the Collector Handler to collect traffic and read the data
through Packet preprocessor to operate in parallel. The experiment results have confirmed that the proposed system is
able to fully handle the entire traffic within one minute, which is the next pre-processing cycle, with the loss rate of
0% in processing the 5Gbps collected packets and pre-processing time of approximately 47 seconds.

Keywords
network, packet collector, PF Ring, traffic, high-capacity traffic

* mQIE M T FAF| A} A EAFATA A% * Received: Nov. 01, 2019, Revised: Nov. 28, 2019, Accepted: Dec. 01, 2019
- ORCID: https://orcid.org/0000-0003-0612-8809 + Corresponding Author: Sang-Yong Choi
o Eddista AA-F s g Dept. of Cyber Security, Yeungnam University College, Daegu,

- ORCID: https://orcid.org/0000-0002-6232-476X Republic of Korea

wik IRIEM T FA AL JQFA AL AT Tel.: +82-53-650-9713, Email: spikechoi@ync.ac.kr
- ORCID: https://orcid.org/0000-0002-9668-6531

ik Qo] FUYERIL ALl ERbT ZW4(RAIA A
- ORCID: http://orcid.org/0000-0001-5152-3897


https://crossmark.crossref.org/dialog/?doi=10.14801/jkiit.2020.18.2.137&domain=http://ki-it.com/&uri_scheme=http:&cm_version=v1.5

138 PF_Ringe °l&3 &% Edg Al A2g

ICT 7]&¢] HS Whd loT(Internet of Things,
AEQIEHY) ZAE A2 5 A skt AT
ol# g éi Al EAsfoF & wlolHe A7]7}
718ha A 02 F7kstal, vlolEld tigk ’é‘*]ﬂ A
Ehs ‘3% 88 A
S ME oS Wz R, -/F‘ ‘3101
qH].o]/\ 7 BT
HESZ EgFY ¢
A Jlo] Edge
7] 93 A7 ASEI JTH1[2).
7€ & StUE, EYF ZFE AbolH
de BA5t7] 913 IDS(Intrusion Detection System,
AN 2H) 7]eo] TASGOH, IDSIA

12 &4 §lo] AARteE E
Aglsh= Aol E—'@l DS M= =3t E
Al o Z3= on 9

d L
HE gy & 222 5 A=AV Fo3it

~
1_4

o U rIr rﬂd
rpr

ot
i

H
Ji

Hrlré_lﬁ>£n&j9

Mo o
i

4 b
o X8
> 2
fr &3
S

v

il

H

g?_‘[
ol
Eu)
o2
re

W

.,
2,
By

g
i

2 ¢

aQ

tlo

°

oo

okt

£
; :
2

eJ

3 o
%
L

é o
rulo

2.1.1 Libpcap, Winpcap

WA HES TN HolEE Adsts 718
olt}. TZl wd HEJIME FRE FRloz
o] 1F9E & EHAE2 AFditt dEol A

S XZEZO FHo wel g2 I
g 7N Qlom, dwtdoE Fri9) Heo|ZER

TSl Ak AL Al WA 5317
g EASH WEAD olAl sizlel AEH =Y
AgIE ARE M Yok ﬂlOliEOH% 4
Adst ARy xat=Eth welkA Ohﬂ]-;(% o= EfY
2 SRR R A FHIGE A 44
@ oz AgED B2 AAE VEYD UeS
9% ole] 71 ARE SPHE ABA Pyl
W, gumoz §Y2 ez AG AzdeA o

1

7 HH e 7]Eo] He go]HelE]7} Libpeap©
o 959 AE A2Eo) M= Winpeap o] HEE]
7} 2 9G-S Sh4)-[6]

Zro]B2]2|<l Libpeap

-
-
589 BE 8T £RT 5 s

e WA A=
7Iee A AT 8] VEH S EdY
< FHa] s 2EFEY PHE 83T o
= FEFEY 2| wgt 87| Edge A
depAwt, FEFE I AAZE A7l dFEE A
sto] HA= FAshs Jdolr] wEed AA E
& AFAA ok ste FEdA e AFstA &
= T Atk
2.1.2 PF Ring

PF Ring2 YEHZ #7S& 1&02 3311
Agstr] 93 7leE AEHAOH, Linx 7E
o

/\

=2

A =23 AFRSH) s Ad Hxr 2
A gFom, 10Gbit oo MESA Efgs 7
& ole A2 4HA Y ER, Libpeape
A dsty, ZHlz2 dHPY G FRENS AUste 7]
<o|tH7]. PF Ringd] oHdx& 19 13} 71—0] 7
9 Yo YEYI oJPdEHZEE AH AAL o]
&3ty 7le FHshs FEoIUg]

2.2

M

22 7lgh EgfE 2ET|E

L—ﬂE 45'. Z%E
W %3171%0]
54 ageE

Agolmh

N
i Yo i

N
ﬁl‘:i



Journal of KIIT. Vol. 18, No. 2, pp. 137-

145, Feb. 28, 2020, pISSN 1598-8619, eISSN 2093-7571 139

Application A Application Z
R R
mmap()l ead eadl User space
Kernel
Read index 4 Socket Socket
(ring) ............... . ‘ (rlng)
P Write index 4
‘\ ; PF-Ring
Write‘\‘t -~ Write
Network
adapter

J%l 1. PF_Ring of7|EX
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Table 2. Test environment

Category Spec
Traffic Ubuntu 18.04
generator | generator S/W : ipert 2.0.10
OS:Ubuntu 18.04
SW | Collector/ | WAS: Apache Tomcat 8.0.53
processing | JAVA: OpenDK 1.8.0_131
system Etc: Python 3.6.7, pf_ring 7.5.0,
iperf 2.0.10
CPU: Intel(R) Core(TM) i5-7400
. CPU @ 3.00GHz
Traffic
generator RAM: 8G8
SSD: 200GB
HW NIC: 10Gbps
CPU: Intel(R) Core(TM) i5-9600K
gg';cst;zg CPU @ 370GHz, RAM: 4GB
SSD: 250GB
syslem it 10Gbps
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