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Malicious Code Detection Method Using LSTM Learning on the
File Access Behavior
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Abstract

In this paper, we propose a malicious code detection method based on deep learning of files access behaviors.
Unlike the static code analysis, this method runs actual malicious codes on an isolated virtual machine and collects
file system call patterns and behavior. In particular, for this study, we employ the FUSE-based user space file
system, and it enables collecting all the file access data without modifying the kernel. In order to effectively train
long input patterns, the LSTM network, an improved RNN model, is adopted. As a data set, five kinds of malicious
code samples used in the previous study are selected and about 4,500 malicious and positive code patterns are
generated. The classification performance is 92.2%, which is 3.8 ~ 44.7% better than the existing machine learning.
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Table 1. List of Handler Functions supported by FUSE

mount () unmount () sysfs()stafs() fstatfs()
ustat () chroot ()chdir() fchdir() getcwd()
mkdir () rmdir() getdents() readdir ()
link () unlink() rename() readlink()
symlink () chown () fchown () lchown ()
chmod () fchmod() utim() stat() fstat()
lstat () access() open() close() creat()
umask () dup() dup2() fcnt() select()
poll () truncate() ftruncate() lseek()
read() write() readv () writev()

pread () pwrite() nmap () munmap ()
fdatasync () fsync() sync() msync() flock()
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