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Abstract

In the blockchain, the original status of the block can be proved by digital signature, but the contents of the
transactions contained in the block are visible to anyone. This paper proposes a multi-user encryption key method
that, when the blockchain is applied to a shopping mall, even if the personal information is included in an open
transaction, the private information cannot be decrypted except by the trading party. The symmetric key used in the
AES encryption algorithm uses a multi-user encryption key consisting of a buyer ID, a seller ID, and a server ID.
When this key method is used, since different symmetric keys are used for each transaction, the encrypted personal
information cannot be decrypted unless it is the transaction party. In addition, unlike conventional methods that can
decrypt all ciphertexts using only one symmetric key, it is necessary to use a symmetric key corresponding to the
ciphertext on a case-by-case basis so that personal information can be managed more securely than before.
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Fig. 1. Digital signature

$hex = bin2hex($bytes);

$random = $hex . microtime() . fixed String

Private Key = hash(‘sha256’,
hex2bin(hash(‘sha256,$random)))

Public Key = ECC (Private Key)

Wallet Address = BASES8Check(SHA256(Public Key))
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iv_key=server key

privacy key=privyA+privy B

key=substr(hash(‘sha256’, privacy key),0,32)
iv=substr(hash(‘sha256’,iv_key),0,32)
stext=openssl_encrypt(msg, AES-128-CBC’ key,OPENSS
L RAW DATA,iv);

9o FERe BROZ BH3 T U e} Lok

text=openssl decrypt(stext,'AES-128-CBC, key,
OPENSSL RAW DATA,iv);
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