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Vulnerability Detection
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Abstract

The requirements of application software are becoming increasingly complex, and the importance of information
security is increasingly emphasized at the national, organizational and individual levels. In this paper, we designed
and implemented the Semantic Function Libraries (SFL) white box vulnerability detection library. The SFL
dynamically locates sensitive Application Programming Interface (API) function calls in C/C++ to detect code
vulnerabilities at program execution and check source code variable safety conditions. Our research approach is that
instrumentation checks are performed before working with sensitive API functions to infer various buffer sizes used
in C/C++ source code and to store information. In addition, the analysis of the check is based on semantic dynamic
analysis based on API functions. Our proposed technique is useful for previewing software monitoring and for
predicting and tracking the location of bugs that occur during program operation.

O oF
£ 5

oAl 2ZEYole 87 A2 R BfAL Jlon, A H Fo4d I I7) 23
2 FEAA HAb A2 Itk B =F4E= Semantic Function Libraries (SFL) 3}o]E Hbx #ofA4
A golBYE A st TS SFLY C/C++olA RIZHEE Application Programming Interface
(APl) & 222 THOE Fop Zead deg) Ao ZE A EAetL a23E Wy kY =3

Ae FAIT S A7 H2 WS C/CH 22TEqA AHREHE AR 08 WY 2718 F38a
ARS Agsted, M APL ¢ A FAs] Aol JXREFUE AAE WA AT, w3k Hato]
oeh A4S APL @ 71Nk ofmEd 2 24l Juke Ttk feh Adshs Ve MRy AZE

ol RUERT Z2ad A% Ageld Pase W1e AN dSsa FAsE o fed

Keywords
buffer overflow, information security, sensitive operation, look-ahead software monitoring, software quality evaluation

| . Introduction (e.g., e-mail and domain name system servers on the
Internet). C/C++ developers often use memory
C/C+ is a widely used programming language for allocated arrays, which are allocated and deallocated
operating systems, critical software, and system software automatically without developer intervention. Because
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of their convenience, memory allocated arrays are used
to store data from external inputs in the Application
Programming Interface (API) function (hereinafter
called “function”) calls. However, memory corruption
vulnerabilities (e.g., stack allocated overflow) are found
most commonly in C/C++ applications[1]. Although
memory corruption  vulnerabilities have received
substantial attention, most solutions have failed to
address the problem fully[2]. Furthermore, attackers are
constantly searching for new exploits[3][4]. Most
solutions presume that if secure coding rules or
built-in verification functions are used for a program
code, then the result of that program is safe[4]-[6].
However, if certain malicious values are supplied to
the sanitization function, this does not completely
protect against all attacks[3][7]. In general, it is
well-known that both static analysis and dynamic
analysis must be used to verify software weaknesses
and for test generation. Fach technique provides
different solutions in terms of reliability, speed, and
precision.  Static analysis provides all potential
execution paths but requires some heuristic for
selecting only the relevant paths[8]-[10]. Therefore, it
can cause false negatives. Dynamic analysis incurs
high computing overhead and cannot guarantee that all
exercised[11][12].

Therefore, it has limited defect detection coverage.

possible  execution paths  are

In this paper, we propose a look-ahead dynamic
technique that gives first priority to program protection
from inappropriate input values so that errors are
exposed as they occur in the course of executing a
C/C+ application. This is based on the semantic
checking of whether a statement follows according to
the developers’ intentions. The crux of the technique
is (1) to facilitate the modification of code that causes
detected errors, (2) to prevent other codes and the
entire system from being damaged despite the errors
occurring in some codes, and (3) to complement the
security weakness that occurs during program
development or application design.

Therefore, our technique first analyzes sensitive

function facets to offer a vulnerability analysis strategy
for an application. Next, the technique generates a
function verification operation to sanitize it. API
statements that have false assertions are classified as
illegal and are not allowed for execution within the
application. To evaluate the proposed technique, we
implemented the Semantic Function Libraries (SFLs)
tool and tested it on a set of empirical test suites.

The main contributions of this paper are as follows:

e We describe a predictable programming technique
that models semantic function verification operations
for analysis.

e We introduce a new technique that estimates

semantic functions by verifying input values.

The remainder of this paper is organized as
follows: Section 2 reviews previous studies, and
Section 3 details our research overview with a sample
program, and Section 4 presents our experimental
settings. Section 5 discusses our experimental findings

and, finally, Section 6 presents our conclusions.

II. Related works

2.1 Static-analysis technique

Panichella et al.[13] used the open-source checkers
ITS4, Flawfinder, and RATS to analyze telecom-
graded software. They found that a static code
analyzer could find security vulnerabilities but
produced many false negatives. In their analysis, the
results were not compared with trouble reports or
maintenance costs using industry data. We used a
similar approach to add wverification operations in the
source code, but our technique is automated and does
not require developer interventions such as annotations
to verify an application. In addition, we do not limit
our analysis to the detection of vulnerability-inducible
methods. Kellogg et al[l14] proposed a lightweight
bound-checking (LBC) approach. This technique uses
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source-to-source transformation to eliminate redundant
checks. The LBC uses guard zones to separate all
objects (e.g., the stack, heap, and static areas) in
memory. No correct program memory can access the
guard zones. However, the LBC does not handle
use-after-free bugs (i.e., bugs that reference memory
after it has been freed). Maletic and Collard[15]
proposed srcML, which conducts static checks for
software

representation element and toolkit for converting

custom analysis. It consists of a
source code between formats. This technique marks
the inherent syntax by wrapping the source code text
in XML elements. The names of the elements reflect
the syntax using tags such as {if}, {while}, and
{class}. We wuse a similar approach to generate

intermediate forms for our source codes.
2.2 Dynamic—analysis technique

Su et al.[16] used Fuzzy testing to challenge the
reliability of a program. This testing technique
detected potential vulnerabilities in binaries using test
inputs to explore program control paths (the sequence
of statements executed by a program) and trigger
vulnerabilities. However, this technique cannot generate
all possible test inputs that cover all program control
paths. Therefore, vulnerabilities might be by-passed.
The effectiveness of the dynamic analysis technique is
based on the quality of test inputs. Without such test
inputs, dynamic analysis becomes less effective in
exploring application vulnerabilities. Unlike these
dynamic approaches, our SFL employs a look-ahead
monitoring mechanism and generates verification
operations using our transformer. Thus, we guarantee
that verification operations cover all control paths in a
source code. Al-Shaer et al.[17] proposed LLVM, a
dataflow

taint-tracking and secret redaction support in annotated

sanitizer tool for measuring dynamic
C/C++ programs at compile-time. This technique tracks
the feasibility of dynamic taint-tracking for C/C++

code that stores information in graph data structures.

[ll. Research overview

Fig. 1 shows a sample user-logon verification C
program. This sample program consists of one
Boolean variable (PasswdStus) and three string
variables (Passwd, Valid Passwd, and Org Passwd).
At line 4 in the main(), the IsPassword() is called to
determine whether a user is a registered user. At line 4
in the IsPassword(), gets() function reads the logon
password from the user. At line 7, the supplied
password is compared with the authorized user
password.

In Fig. 1, gets(Passwd) function in the IsPassword()
is able to store a maximum of 15 bytes consisting of
characters of the byte string identified by the Passwd
variable (note that we ignore the string null terminator
character). If 20-byte character strings are entered into
the Passwd variable, then the Passwd variable is
exploited by entering a string whose size is larger
than the buffer assigned to hold it. Consequently,
gets(Passwd) function may be exploited as an error or
an invasion window.

Consider the following program fragment from
Fig. 1.

bool IsPassword(void) {
char Passwd [15], Valid_Passwd [15];
char Org_Passwd [20];
gets (Passwd);

strcpy (Valid_Passwd, Org_Passwd);
if (Istrcmp (Passwd, Valid_Passwd))
return (true);
. else return (false);
0.}

1

2
3
4.
5.
6
7
8
9

-

int main(void) {

bool PasswdStus;

puts (“Enter password:”);

PasswdStus = IsPassword();

if (IPasswdStus) {
puts (“Unauthorized user”);
return -1;

} else puts (“Authorized user”);

return O;

© NGO AODM =

-
©
-

Fig. 1. Simple C program
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Example 1: Given the input (Valid Passwd=NULL,
Org_Passwd="EnterMyPasswordOkay”),  the

generates a statement:

program

strepy(Valid_Passwd, Org Passwd),
The input is transformed into expressions:

strepy(Valid_Passwd, "EnterMyPasswordOkay");

strepy() function copies a maximum of 19 bytes
consisting of the characters of the byte string
identified by Org Passwd into a character array
identified by Valid Passwd. Valid Passwd is allocated
15 bytes by the input values. Therefore, Valid Passwd

is exploited.

Example 2: Continuing from Example 1, let the
function for the statement be defined as follows:

SIZE buf = 15;

strncpy(Valid_Passwd, Org Passwd, SIZE buft5);

Org Passwd is allocated 19 bytes by the input values
("EnterMyPasswordOkay"). Valid Passwd is allocated
15 bytes by NULL. In this case, even though
strnepy() function is used instead of strepy() function
to satisfy C secure coding rules[6], Valid Passwd is
exploited. Therefore, the declaration length of the
variable is not an absolute evaluation element that
evaluates  vulnerability. Even if a  semantic
characteristic exists dynamically in a function, such as
in Example 2, this is not detected by analyzing the
static code or syntax structure[2]. Notice that string
variables are compared only in terms of the structural
parts of their declaration lengths. This limitation exists
because static-code or syntax-aware analysis cannot
detect the semantic characteristics of a function.

On the other hand, if awareness of the semantic
characteristics of a function is possible, then the
original code need not be modified and developed
using conventional programming practices. Retrofitting
an application requires manual effort proportional to
the complexity of the application. Moreover, it is not

necessary to hinder debugging or maintenance. To

perform a semantic operation, we need to know the
set of values held by functions and variables. We
define a verification operation and the corresponding

variable validation.

Definition 1 (Semantic verification operation associated
with a control path). Let the set of function operations
be denoted by M. For any function operation m,
program P can take a semantic verification operation
associated with the control path. Let M0 denote the
set of benign and safe semantic verification operations
corresponding to function operation M[3]. Let us
assume that m and m( are extracted on the same
control path and that there is an associated valid
function representation function Stmt PA: M -> Mo,
{(m, Stmt PA(m)) | m € DOMAIN(Stmt PA)}, and
Stmt PA (m) = m0. Let the set of variables (or
parameters) be denoted by V, and for any input
variable v, let us assume that m and m0 take on the

same input variable (i.e., m = m0).

Therefore, given a function m(v), if we know
another valuation m0(v), then we can evaluate its
verification operation and deduce the control path.
Assertions have been used for performance verification
with respect to partial correctness to ensure that a
program does not produce unexpected results for valid

operations, which are "expected"[18].

Definition 2 (Evaluation of verification assertions on a
variable). For m0 and the corresponding input variable
v, we define assertions on variable V. A condition on
a variable is any Boolean assertion function F: V —
{TRUE, FALSE}, {(v, F(v)) | v € DOMAIN(F)}, and
F(v): assert (v.maxlen >= v.len) = TRUE.

Derivation conditions of assertions are Boolean
functions that are acceptable for any derivation. The
role of any assertion is to indicate whether the
assertion is applicable to a derivation[18]. In our

approach, we can model each operation in terms of its
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effect on two buffer attributes: maxlen, the number of
bytes declared for the buffer, and len, the number of
bytes currently in use[19]. For example, after a set of
string values are inputted into variables, our approach
automatically calculates the length of the selected
character string. This is easily implemented using the
sizeof() function, which is defined in C functions and
operations. Therefore, we can trace the buffer related
variable size and status by analyzing a function’s
Consider the

verification assertion of strncy() function in Example 2.

corresponding  assertions. following

The assertion is checked as follows:

Valid Passwd.maxlen = min(Org Passwd.len, SIZE buft5)
Valid Passwd.maxlen >= min(Org_Passwd.len, SIZE buf+5)

Assertion checking is used to determine whether
each assertion is false or checked in a program. An
assertion means that Valid Passwd.len should be
replaced by min(Org Passwd.len, SIZE buft+5) and if
Valid Passwd.maxlen < min (Org Passwd.len, SIZE
buft+5) is TRUE, then this is a fault. Therefore, given
input variables in a program, a potential exploitation
can be considered safe if all function assertions are
TRUE[20].

IV. Implementation

4.1 The tool: SFL

Our tool consists of three components: (1)
preprocessing, (2) source code transformation, and (3)
source code sanitization. Preprocessing is implemented
using a source code facet analysis technique. The
source code transformation is implemented using a
C/C+t source transformation tool. Finally, the source
code sanitization is implemented using our Pattern
Analysis (PA) library.

4.1.1 Preprocessing: Source code function facet

analysis

We  preprocess the source  programs  text
segmentation and stop words list. In order to extract
complete command keywords, we remove comments
and external libraries. For vulnerability command
extraction, we utilize suffix array based technique to
extract vulnerability commands, and then select the
keywords from them with rules. Specifically, we use
the phrase discovery algorithm [21], which employs a
variant of suffix arrays extended with an auxiliary
data structure. Then, we remove the single words that
are comments and the phrases which begin or end
with stop words. We inquire into the words that are
single words and the phrases. Finally, the filtered
words and phrases that exceed the com-mand keyword
frequency threshold 7 are chosen as command
keywords. Additionally, removing the safe commands
can reduce the calculating complexity of the method.
These results are used to configure the indexed
fingerprint database (see Section 4.1.2).

Since programs are composed of a set of functions,
if a vulnerable function exists, the application may be
vulnerable. Sensitive function analysis of source code
is significant because vulnerability-inducible functions
cause potential faults or bugs in a program. Therefore,
function facet analysis of source code can offer a
vulnerability analysis strategy for an application. We
define function keyword to measure function facets.
Fig. 2 shows an example of a function text
enumerator based on the coverage of function keyword
in C/C++.

Enum Method Types
None = 0;
gets = 1;
strepy = 2;
strcat = 3;
fgets = 23;
strnepy = 24;
strncat = 25;
End enum

Fig. 2. Example of function type statements
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Table 1. Summary of notations

Notations Description
FF(w) The function facet of keyword(kw)
PRk, s) The frequency of keyword(kw) in
source code(s)
The number of times that keyword(kw)
appears in source code(s)

tlkw,s)

We assume that we can extract a set KW of ¢
keyword from source codes S. Therefore, we define
the function facet (FF) set as fllows:

FF(kw) = FF(kw) U iiFK(kwj,si) (1)

i=1j=1

where i € [Ln], j € [l,q], and FK(kwys;) represents
the frequency of functions of keyword kw; appearing

in the source program s;:

kas

EZt kw s, )

i=1j=1

where f(kw,s;) represents the number of times that
keyword kw; appears in source code s, During the
facet analysis process, the function keyword is
classified as a weakness as follows, where the
vulnerability-inducible ~ function keyword set KW.
contains the keyword covered by the vulnerability-
inducible function:

n.oq

k:w )8, EZ kw s, JKW,) A3)

i=15=1

The preprocessing working scheme is described
briefly in Fig. 3. At the beginning of preprocessing,
no source code is selected (SP = 0). A (4 € [0,1]) is
used to give a tradeoff score between a vulnerable
function and a safe function. At line 2, the procedure
reads the first source code s[22], and then the set
KW, of keywords that s~ selects is compared with the
vulnerability-inducible function keyword set KW.. Next,
the facet relevance score of the vulnerability- inducible
function is calculated.

Preprocessing (S, KW, 1)
1. Initial SP=0

2. Read the first source code s* (s” € S)
3. Loop
4. KW=KW:n KWy
5. If KW < KW. then
6. SP=SPU {s"}
7 S™=(1- ) )(kw,s),V's €
8. End if
9. If EOF then
10. Exit loop
11. Else
12. I Read the next source code s (s™ € S)
13. End if

14.  End Loop
15. return SP

Fig. 3. Preprocessing working scheme

Specifically, since source codes have many different
facets of vulnerability-inducible functions, we suppose
that a set of keyword exists whose different subsets
represent the various underlying facets well. We can
then cover all the facets by selecting a source code
subset to cover the keyword. The procedure is
repeated until all function keyword are analyzed.
Vulnerability scores indicate the riskiness of the
vulnerable function. Vulnerability scores range over 0 -1,
with 0 representing no vulnerability and 1 representing
high vulnerability.

4.1.2 Tree-based source code transformation

A source code transformation using Abstract Syntax
Tree (AST) is the logical approach for analyzing an
application written in C/C++23]. We implemented
index fingerprint representations using a robust parser
[24] capable of extracting syntax trees from source
code even without a working build environment. In
particular, this parser does not validate the syntax of
the source code. Instead, the aim is to extract as
much information from the source code as possible.
The AST subtrees correspond to an executable
statement or control-flow structure in the source code.
Each subtree can be represented as a fingerprint set

with fingerprint indexation in a customized database
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for further reference (e.g., match back-tracking). The
fingerprint database is indexed. Fingerprints are sorted
by decreasing weight, hash value, and parent-linked
nodes. This structure can be used to iterate over the
database to retrieve function calls and obtain all the
fingerprints of the child subtrees of a given node.
That is, the group of each subtree corresponding to an
instruction statement of exact subtree matches can be
retrieved by iteration over the indexed fingerprint
database.

To perform source code transformation, we used the
TXL source-code transformation algorithm[25]. The
TXL algorithm consists of two phases. The first is the
use of a grammar file to produce a scanner and a
parser for the grammar. In this phase, our AST is
constructed from a robust parser and is used as the
input. The second phase applies the transformation
rule to the subtree. This specifies any sequence of
external definitions such as function definitions or
global declarations (e.g., memset, global fun). In our
approach, we preprocessed the source code analysis to
extract function facets using a function detection
enumerator. If we only consider a particular function
facet, our experiment is half-learned and checks the
shallow functionality of the program. Therefore, we
can establish a source code transformation strategy to
analyze a particular function facet.

We add a function verification operation to
instrument a set of variables. For example, if x and y
are two input variables in strepy() function, the
operation:

strepy (x, ¥);
results in a verification operation. The transformer
adds a verification operation prior to this operation as
follows:

Stmt_PA (strcpy, X, v, sep);

(String=Stmt _PA(function pattern, var/,, varn, [separator];)

Notice that this function has the original input
variables and can therefore perform real computation

along the actual control path taken by the program.

The conditional expression in the original source code
is snot modified by our transformer. Fig. 4 shows the

partial transformed code for the program in Fig. 1.

1. bool IsPassword(void) {

2

3 Stmt_PA(strcpy, Valid_Passwd, Org_Passwd, 1);
4 strcpy (Valid_Passwd, Org_Passwd);

5.

6 Stmt_PA(strcmp, Passwd, Valid_Passwd, 2);

7 if (Istrcmp (Passwd, Valid_Passwd))

8.

9.}

Fig. 4. Practice example program

4.1.3 Semantic-code based sanitization

Sanitization is a specific process type of input
validation performed before external inputs are used.
To guarantee quality assurance of the variable and
verify the function operation, we implemented a PA
library that represented the wverification pattern
information of the function in the program control
path. PA is based on function assertions, which are
verification conditions wherein a predicate should
always be true at that point in the code. At runtime,
if an assertion evaluates as false, it causes an
assertion failure. The program then crashes or
produces an assertion exception.

Fig. 5 shows a heuristic function assertion example
in the PA library for Stmt PA(strncpy, dst, src, n). A
verification operation is performed to check function

assertion according to the pattern information in PA.

Method assertion

/* +1 is for adding the null terminator */

if (dst. maxlen >= src.len)
strncpy(dst.val, src.val, n);

else if (dst.maxlen < src.len && dst.maxlen >=n + 1)
strncpy(dst.val, src.val, n);

else/* Overflow */

print ("Buffer overflow %d %s\n", src.len, src.val);

Fig. 5. An example of a string verification operation
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PAs are connected by the Stmt PA(). Stmt PA()
calls a PA that verifies the function variable for
vulnerability detection. This operation produces an
exception if the PA returns false. Otherwise, the
statement may cause vulnerability at runtime. Before a
statement is executed, PA pre-examines the variable for
vulnerability. This idea of verifying variables in the
program control path differs from the traditional
dynamic tainting analysis, in which inspection is done
after execution. Thus, we can monitor function
variables before the statement is executed in an actual
control path. PA has two major steps: step 1 analyzes
the grammatical patterns of the statements and then
computes and stores all variable attributes (i.e., maxlen
and len). Step 2 computes variable assertions to
classify vulnerability.

Verify_Substitute_Stmt (PA_patterns: pattern information; V1, ... , Vn: variables
| N | : number of variables)

1. Initialm=0,i=1,k=1,p=1

2. Read pattern_operation_stmt

3. m=|N| {current number of variables}
4 Fori=1tom

5. Read_pattern(i] = Read_paramsii]

6. Patseti]] = AnalyzePattern (Read_pattern]i])

7. Nexti

8. Fori=1toi(max)

9. If (ComputePatSet (Patseti []) <> NULL) Then

10. I PSstmt [k] = ComputePatset]  {variable assertion}
1 Increment k

12. End if

13. Nexti

14. ComparePatternValues (PSstmt [p])
End Procedure

Fig. 6. A brief outline of PA-based estimation

Fig. 6 shows the scheme in brief for verification
Verify Substitute Stmt()

procedure, which verifies the input variables in

operations. PA calls the

accordance with the wverification pattern information.
This procedure produces an exception if there is no
assurance in the results. The AnalyzePattern() analyzes
functions and calculates function variable attributes.
Function variable assertions,

ComputePatSet(), are stored in PSstmt[], and each

calculated by the

PSstmt is compared using the ComparePatternValues().

V. Evaluation
5.1 Empirical test-suite evaluation

We evaluated the detection accuracy using the Juliet
test set[26] to assess the effectiveness of the SFL.
This test set is a collection of C/C++ programs with
known flaws consisting of 23,957 test cases documented
by Common Weakness Enumeration (CWE)[27]. It has
been used to understand other software assurance
tools’ capabilities[28]. In addition, it covers the top 25
security errors defined by SANS/MITRE (The MITRE
Corporation, 2017, http://cwe.mitre.org/). The CWE
entrics were composed of one or more abstract
categories. For example, the “Buffer overflow” category
is represented by different CWE entries (e.g, CWE-
131: incorrect calculation of buffer size; CWE-191:
integer overflow).

Therefore, we modeled CWE entries according to
the “Center for Assured Software 2016” to generate a
general software security valuation model[29]. This
security model helps to analyze and interpret the Juliet
test set results. For accurate analysis, we classified
every case into two cases. We also removed some
conditional preprocessor (#ifidef) commands. The test
set was classified into two types of test cases: flawed
or “bad” code and “good” code, which contains
legitimate inputs. The “bad” code is used to check
whether the proposed SFL successfully detects flaws
and reports false negatives. On the other hand, the
“good” code is used to verify whether any false
positives are reported. If the SFL modifies input, we
obtain a false positive.

We performed an experiment to determine whether
false positives or false negatives were caused by a
loss of precision. We ran the test set to ensure that
the SFL successfully detected and prevented flaws.
The flaws suite includes more than 10 different kinds
of flaws such as buffer overflow flaws and code
quality flaws. The results of running the test cases are

summarized in Table 2.
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Table 2. Juliet test set evaluation results.

Weakness type Test CWEs SLOC Good Clggst Aﬁergg;s Code (I::?:v?/g/ NegaFtﬁ/lZg (%) Arbitration
CWE-120 2,210 8 61 84/84 10.7 9

Vemo CWE-126 2,852 6 55 106/106 0 0

corruptirgn CWE-131 2032 4 42 51/51 19 1
CWE-190 3,116 3 67 86/86 0 0
CWE-191 2,191 2 33 38/38 184 7

The first section lists the weakness type of the

9

security model. “Memory corruption” has the most
CWE entries (buffer handling) because this is the
most frequent type of security vulnerability in C/C++
programs. The third section lists the size of the
Source Line of Code (SLOC). The fourth section lists
the number of test cases of the two types. The fifth
section shows the number of cases in the test sets and
the number of flaws detected by the SFL. The sixth
section shows the rate of false negatives, as there is a
situation in which the proposed SFL fails. The final
section shows the number of developer interventions

(e.g., parse errors).

5.2 Performance accuracy

Our proposed technique was compared with three
existing well-known detection approaches: Flawfinder
(static analysis; Ver. 1.31), Cppcheck (static analysis;
Ver. 1.76), and Visual Studio Compiler (static and
2015).
vulnerability detection indicates the number of exactly

dynamic analysis; Ver. The accuracy of
detected flaws. We compared the detection accuracy
and the time complexity imposed by the approaches.
The applications were installed on the local host to
prevent network overhead. We performed test suite
runs and measured the detection accuracy of each run
with caching disabled. For reasons of accuracy, we
performed our experiments three times and report the
average run time. The Flawfinder tool detects only
fixed-size buffer overflow flaws, such as exceeding the
buffer size. The Cppcheck tool can detect buffer

overflow and format string flaws. Visual Studio

Compiler found by far the most flaws.

However, most of them were non-security issues.
Furthermore, it took the longest time to analyze our
test set. On the other hand, our SFL tool is effective
in detecting and preventing flaws. In addition, the SFL
tool yields 18 -23% better accuracy than the Flawfinder
and Cppcheck tools.

In addition to detection time, time complexity is an
important factors for evaluating a detection system.
Table 3 compares the algorithms with respect to
deployment requirements. The term 'High' has twice
the time complexity of the term 'Medium’. The term
"Very high' has twice the time complexity of the term

'High',

Table 3. Comparison of performance between algorithms

Algorithm Detection | Prevention o orlerr)rl]eexity
Flawfinder Yes No Low
Cppcheck Yes No Low
Visual studio compiler Yes No Very high
SFL Yes Yes Very high

VI. Conclusion and future work

In this paper, we have proposed a technique that
detects and prevents vulnerabilities in an application.
In applications, most vulnerabilities stem from
numerous unexpected input values. However, retrofitting
an application requires significant resources. It is
therefore necessary to predict and trace the locations
of bugs throughout the course of a program's
operation. It is essential to detect errors and to

minimize damage when uncontrollable or unexpected
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errors occur. Our approach provides a technique for
validating and sanitizing instrumented code through a
semantic function evaluation technique from input data
in C/C++ programs, which are widely used for critical
software. The proposed method is based not only on
information needed to check flaws in a program, but
also on the verification of statements using semantic
code evaluation. The results provide evidence that it is
possible to verify statements prior to their execution,
thereby preventing malicious attacks. Our approach is
differentiated from previous published techniques in

the following ways:

(1) We attempted to verify code vulnerabilities by
generating function sanitization.

(2) Our approach is based on semantic verification
operations, but differs from traditional dynamic
tainting analysis, which inspects results only after

the execution of a program.

We have developed a novel technique which is
useful in enforcing software security monitoring.
However, further studies must be conducted on

sanitization quality activities to enhance our approach.
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