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Abstract

As the damage caused by GPS jamming has been increased, researches for detecting and preventing GPS jamming
is being actively studied. This paper deals with a GPS jamming detection method using multiple GPS receiving
channels and three-types machine learning techniques. Proposed multiple GPS channels consist of commercial GPS
receiver with no anti-jamming function, receiver with just anti-noise jamming function and receiver with anti-noise
and anti-spoofing jamming function. This system enables user to identify the characteristics of the jamming signals by
comparing the coordinates received at each receiver. In this paper, The five types of jamming signals with different
signal characteristics were entered to the system and three kinds of machine learning methods(AB: Adaptive Boosting,
SVM: Support Vector Machine, DT: Decision Tree) were applied to perform jamming detection test. The results
showed that the DT technique has the best performance with a detection rate of 96.9% when the single machine
learning technique was applied. And it is confirmed that DT technique is more effective for GPS jamming detection
than the binary classifier techniques because it has low ambiguity and simple hardware. It was also confirmed that
SVM could be used only if additional solutions to ambiguity problem are applied.
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