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Analysis of the Casual and Effect Relationship for Embedded
Software Defects Using DEMATEL and Content Analysis

Sang-Moo Huh*, Woo-Je Kim**
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Abstract

Embedded software has a pure software area and a software area that controls hardware. Embedded software has
defects to be inherent like pure software and can cause fatal accidents due to that. In the pure software field,
eliciting and managing core defects is called efficient and effective development methodologies. Whereas, in
embedded software fields, there are no studies that have developed embedded defects from a systematic and
integrated perspective. Mainly, there are only biased studies that researchers examined for areas of their interest. If it
is possible to calculate the significance of embedded software defects, it will be able to increase the quality of
embedded software efficiently by intensively managing the core defects. To prove this, the DEMATEL method that
estimate the causal relationship between elements was applied. Finally, the causal relationships between embedded
software defects was derived and the core defects of embedded software was derived. However, we could not been
to derive the weights for defects. And the future research, remains.
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Table 1. Sources of pure software defects

Researchers Software defects
IEEE 1044[2] IEEE 1044-1993 defect standard
IBM2| ODCI[3] | ODC(Cthogonal Defect Classification)
HP Huber JT4] | HP Defect Origins, Types & Modes
wikipedial5] Wikipedia Software Defect
Many foreign researcher & Korean researchers

E 2 MM HoFt & AZE0 ZE

Table 2. Pure software defects defined in prior study
Sub defects

Condition statement

Logic Rotation logic

Concurrent logic

Division by zero

Expression

Precision loss

External I/F

Wrong sub Function (Internal interface)

/O Timinig

Data structure

Data Data usage

Data value self

Category

Computation

I/F, Timing
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Table 3. Procedure of content analysis

Step Process

1 | Create a category for the first defect
Create a new category if the following a defect
is different as a first defect
Distribute the following defect to similar categories
Combine and detach existing categories as
needed to create new categories
Repeat until all defects are classified
The defects that can not be classified should
be classified as miscellaneous
Proceed with the classification until the defects
7 | in the miscellaneous group are less than 5 %
of the total.
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Table 4. Embedded software defects and sources
Researchers Embedded defects & Core elements Researchers Embedded defects & Core elements

Data computation bug
Structural logic flow

Race condition
Non-reentrant function

SIW to HW & HW-to-S/W Interface Barr, M[7] Missing volatile ketword
Long duration control Stack overflow
Hagar, J. Logic and control law Heap fragmentation
D.[6] HW S/W communications bug Memory leak
S/W error recovery Deadlock
S/W-system fault tolerant Barr, M8] Priority Inversion
Data, Computation Incorrect priority assignment
Time-related, Human Interface Jitter
) Internal faults
e e e s
Implementation | Exception handiing Lutz, R. R. | Program fault Funotlonal faults(condltlgnal
Algorithm [13] f_aullts, incorrect condition or
Functionalty limit values)
Leszak, M. Process flow | Interface spec
and Perry, Data design/usage Operating faults
D. El12] Function design/usage Bennett. T. | Function faults | Condition faults
Interface Communloatlorj prptoool and ’ ’ Behavior faults
Process coordination Wennberg, P
Unexpected interations Wiid] » | Interface faults
Change coordination
External Concurrent work Intemal faults
Initialization Interface between component
Pointer dereferencing Control flow between component
Atomicity ) g Internal functionality, Data structure
Nigel Interrupt response times S::;'ggﬁﬁ]m Control flow, ACaIcuIations
Resource allocation mistakes ’ SIW to SIW interface
Jones{15] Priority/scheduling issues HW to S/W Interface
Deadlocks Timing, User interface
Priority inversion Tammy Device Driver

Ji, S, and Output
Bao, X(18] | Control
Fault detection

Race conditions Noergaard[17] | Flash memory

Initialize Reference conversion table
Input Sensor error during A/D conversion
Interface No S/W connection logic

between sensor and system

Reference conversion table
Key error during A/D conversion

Additional factors | Infinite loop

Choi et

fault handle Key alone event

performance

Data flow HW. Jung[19]| LCD Display error

Intratask IND Indication error

Intertask _ Buzzer Buzzer error

Independent varialbe

Dependent variable Motor A/D conversion error
Sung, A. et |Process bug actuator+heater | D/A conversion error
al[20] Arithmetic bugs

Init bugs Control logic

Data flow bugs

Hyunmi Task management

Inter-task communication
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Structural Bugs gontrol an?) Time management
equence dugs al[d Interrupt, signal process
Lodic b i st i ) Memory management, /O management
odic bugs Il statemen Networking, File system
Duraes, J., Assignment H.J. Lee et | Data violation
and Checking al. [23] Time out
Madeira, Interface HJ. Lee Complete with delay
H.[21] ) and JW. Error without effect
H.J. Lee[22] | Algorithm Park[24] Exception(added)
JY. SW to HW Interface Memory égfgaAg"eoc
Seo[25] SIW to S/W Interface allocation Fail Aloc
Types llegal Free
DeClaratiOnS aﬂd definitions Memory free Nu|| Pointer Free
Arithmetic type conversion Y.N. Choi Duplicate Free
DH. J Pointer type conversion [26] :
A Jung Expressions Null Pointer Access
otal. [27] Control statement expressions Memory Free Pointer Access
Control flow 2008SS Invalid Pointer Access
Switch statements Outbound Access
Functions Collision
Memory, I/O device, Timer Mermory, /0 device, Timer
Task management NN
o Hardware initialization
Inter-task communication
: . Task management
Exception handling
. Inter-task management
J. Y. Seo Vitual memory management ,
; ) AY. Sung, Time management
and B. . Phsical memory management : ) )
. . et al.[29] Interrupt, signal and exception handling
Choi[28] Timer management
Memory management
Interrupt process
I/O management
/O management .
) Networking
Networking )
: File system
File system
AD sampling Hardware interface
Input date | AD converting Task management
logic Fail-safe Inter-task communication
Interrupt AY. Kermel Time menagement
Oulout port Sung(31] interface Interrupt/exception handling
S. Y. Lee et | Output Stop ouﬁ) ut Memory management
al.[30] date logic Failgsafep /O management
Networking, File system
Calculation Device connection
Control Data processing Exception Device disconnection
) SH. Leel32] X )
logic Branch control handling Device no date
Loop control Device illegal data
7 AFAEe] AT £ 29 % 49 A 4 3 59 Zo] st FdFg8AEo] EEFHIUTH
FEL 718 B AFAE VYo wet 5YT = 59 Zo] mEstd QY= axEd 0] 2F
g 924 FHAY FH5E o7t EAlstEE of thste] &E 39 WE&EA HAE o]dste AT
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o wolsie] UiE ol AHose] BRAUL Ak BRHE =2



16 DEMATEL 713} W&

)=} [e]
+4&

ol 43 YMYE AZE ] AFa A

E 5 BEXslE oHiC|E ~ZEg 0| At

Table 5. Standardized embedded software defects
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Table 6. Derived final embedded software defects

Code Defects Code Defects Defects definition Detailed defects
1-1 | Logic error 5-1 | Optimization ) Control flow, if, case,
= : Incorrect Contral logic & loon statements. divided
1-2 | Infinite loops 52 | Time out Logic (D1) | calculaton A DZ ; \
1-3 | If & case statements | 5-3 Time fault causes Ny = terant
data loss Incorrect Function self on re-enteran
Complete with function (D2) | defects fundtion, Incorrect
1-4 | Error checking 54| o Objects.
iy Task C Deadlock, Race
1-5 | Check variables 55 | Time delay management oncurr@nt condition, Task
rocessing error ’
1-6 | Serialization 5-6 | Feedback error (D3) P g management
1-7 | Deadlock 57 | Set time & read Exception Device driver S/W exception handling
; exception handle | excluding device driver
. Wrong H/W handiing (D4)
1-8 | Concurrent processing | 6-1 | . error error
interface — .
- Communicatierror | Internal I/F, Inconsistent
1-9 | Task management 6-2 | /O device Internal S/W on between module IF Wrong
1-10 | Recursion 6-3 | User interface interface (D5} software parameter
2-1 | Wrong function 6-4 | External I/F External Communication Networking, Send &
op Non .re—enterant 65 send & receive Interface (06) €™ with external rHeceive ?acI:fet error
function packet error system uman nterface
2-3 | Incorrect objects 6-6 | Networking Device driver| Hardware control /O device,
2-4 | Incorrect relationship 6-7 | Input value error (D7) device driver /o por’( process
: /O device status
25 | Incorrect retum 68 | Output signal Hardware | rocessing routine| Non interfupt routine,
3-1 | Missing computation 6-9 | Data I/O process interrupt (08) for hardware Incorrect interrupt
30 Incorrect operand & 6-10 Sensor data interrupt routine, process error
Operator incorrect Timing error | Defects that can't me:jeb Olf(t’ Time éjetlaty,
3-3 | Incorrect parenthesis | 6-11 | ditter (D9) complete in time | Coo0acK Efr, o€t ime
& read time
3-4 | round & truncate 7-1 | Date access —
35S i 72 | Shared Data, shared Data & static Data definition,
|lgln convention are . mgmory memory y Data access,
3-6 | Divide by zero 7-3 | Data violation (D10) emory Shared memory
Arithmetic over— flow Data boundal i ) ini
37 74 ry Dynamic Defect using Memory init, Memory
& underflow error memory ' management, Resource
. , dynamic memory
4-1 | Wrong interrupt 7-5 | Type mismaich (D11) leaks, Memory overflow
- Flash
Wrong subroutine
42 calle dg 7-6 | Storage data save memory & | Data storage Flash memory,
N P—— File system |device Storage data save
43 ) a;)Inems ent subroutine | Flash memory (D12)
4-4 7- ini
Wrong parameter 8 | Memory init o)t $AL oy W +9s AT, E 63} 2o
45 Inter-task 79 Memory = Stols] o= o] o) T AMES
* . Za= L
communication management HEHo= Hf] A T A dEYE AZE)
4-6 | Internal IIF 7-10 | Memory access of Age] E=EHUth Hold A £79 s
47 | Module IIF 7-11 | Resource leaks £ FRlsty] 98t &7 A“(Categorization Index)
4-8 | Incorrect APl usage | 7-12 | Memory free = o] g3lyth
4—90 Incorreo:1 lprotoool 7-13 Memory o‘vTrﬂ.ovv BEzss 3 9] tizhie YxE Fold &=
4-1 7-14 - - - . -
— EW a;c |tehcturder lemory Vviolations Aol TFk WSS omsie, A% 94 E 66 A F
- xception handling _
B B Lo 2] 2= RS HZ z]2=- 0 0 4_\;_
4-12| None sensor logic deld A7k el os B AlFE oF 96%
O 2F
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Fig. 2. The result for content analysis of table 5
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Table 7. Summary of embedded expert respondents

Class Contents
Embedded average career|9.7 year

Gender Male(78.5%), Female(21.4%)
Professional Engineers(64.3%),
Career Auditor(21.4%)

Top Engineer(14.3%)
Embedded Experiences 100%
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Table 8. The analysis result of cronbach alpah S =239
fthe fem | Y0 2 cied - ||fstg§£2;n WA, dukskE Fho tfF rtskE 98
Respon|was deleted, dellteet}gj ISthe © ful(la the o 2 )& o]g3te] 9 ] Hujgh, d9 e
dents | the scale scaley is |corelation Crg{;%a;ch Az FollA Ha2ge =28k 4 3)F 83}
EIae | distributed st AL, E 103} 22 AehE PPN S =230k
Rl | 2824 86.982 748 880 Al WA, Aske dEWE G Ee 9ad
R2 | 2670 90.923 779 882 S = 4 @FE olgdte] AH&Ea, E 113
R3| 2738 94175 328 8% 22 TIIAHA FE(DE FIATh Wl WA, &
R4 | 2708 92.239 47 8R 119 ZEAAAAFZD)NA Fe TP Do
R5 26.9 80.951 659 885 GRS Tt 4 5)¢ 4 (6% O]—g—o]—O:] ZAT
RO % | 800 | 589 | 89 (DR 2213} AA=DR) QIS 73 A3}, & 129
AL S T e ARt EFHGT. A A, 99 B
B &0 | A | A | W s NEde 4 (7)% o431} AR, 0375
e am R T
e e %%k% lil ] % Zlola, 7EH R
RiT| 2764 93,659 420 894 2 1o Agke o= Aot nAog £2y
R12| 2765 91.265 454 893 - 12; o) 2519] O];ﬂrﬁ”té N;; h:.} = 1“2
R13| 2565 84.804 807 877 ; qic O s ;:E A JLO .
RI4| 2618 | 85%7 | 625 838 YA=DR) 8912 yFO8, FHRDR) LI
xFOZ 7|EHE AAT F X 12 @ FolA Ve
TS 2ZEG O] BTk AY o) gga  H 0IBER 2 G2 olgse AR o)
A ool sAHdong MRS suoz owr  otal IE 3% Z2 AR =EHT:
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Table 9. Generalized cause & effect matrix(A)
D1 D2 D3 D4 D5 D6 D7 D8 D9 | D10 | D1 | D2
DI | 000 | 236 | 257 | 236 | 164 | 157 | 243 | 221 | 271 | 257 | 271 | 264
D2 | 229 | 000 | 264 | 220 | 221 | 207 | 214 | 207 | 214 | 221 | 229 | 157
D3 | 179 | 164 | 000 | 200 | 236 | 229 | 214 | 243 | 257 | 221 | 221 | 164
D4 | 229 | 179 | 221 | 000 | 164 | 186 | 164 | 171 | 200 | 171 | 164 | 136
D5 | 186 | 200 | 229 | 179 | 000 | 214 | 207 | 186 | 214 | 143 | 164 | 157
D6 | 157 | 129 | 143 | 157 | 171 | 000 | 179 | 207 | 264 | 121 | 114 | 086
D7 | 143 | 143 | 164 | 150 | 171 | 214 | 000 | 221 | 236 | 164 | 171 | 121
D8 | 136 | 114 | 179 | 1290 | 164 | 207 | 264 | 000 | 236 | 157 | 157 | 136
D9 | 157 | 164 | 229 | 164 | 193 | 264 | 236 | 236 | 000 | 164 | 136 | 136
DIO | 221 | 229 | 221 | 186 | 186 | 171 | 193 | 186 | 18 | 000 | 236 | 150
Dit | 221 | 229 | 221 | 207 | 193 | 164 | 186 | 179 | 193 | 229 [ 000 | 164
DI2 | 179 | 171 | 221 | 143 | 164 | 171 | 200 | 221 | 18 | 214 | 193 | 000
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10 HtstE olnlmA (N
Table 10. Normalized cause & effect matrix(N)

D1 D2 D3 D5 D6 D7 D8 D9 D10 D11 D12
D1 0.000 | 0.091 0.100 | 0.091 0064 | 0061 0094 | 008 | 0105 | 0.100 | 0.105 | 0.102
D2 0089 | 0000 | 0102 | 0089 | 008 | 0080 | 0083 | 008 | 0083 | 008 | 0089 | 0.061
D3 0069 | 0064 | 0000 | 0078 | 0.091 0089 | 0083 | 0094 | 0.100 | 008 | 0.086 | 0.064
D4 0089 | 0069 | 008 | 0000 | 0064 | 0072 | 0064 | 0066 | 0078 | 0066 | 0064 | 0.053
D5 0072 | 0078 | 0089 | 0069 | 0000 | 0083 | 008 | 0072 | 0083 | 0055 | 0.064 | 0.061
D6 0.061 0050 | 0.055 | 0.061 0066 | 0000 | 0069 | 0080 | 0.102 | 0047 | 0044 | 0.033
D7 | 005 | 0055 | 0064 | 0058 | 0066 | 0083 | 0000 | 0086 | 0091 | 0.064 | 0066 | 0.047
D8 0053 | 0044 | 0069 | 0050 | 0064 | 0080 | 0102 | 0000 | 0.091 0.061 0.061 0.053
D9 0.061 0064 | 0089 | 0064 | 0075 | 0.102 | 0.091 0.091 0000 | 0064 | 0053 | 0.053
D10 | 008 | 0089 | 008 | 0072 | 0072 | 0066 | 0075 | 0072 | 0072 | 0000 | 0.091 0.058
D11 008 | 0089 | 008 | 0080 | 0075 | 0064 | 0072 | 0069 | 0075 | 0089 | 0000 | 0.064
D12 | 0069 | 0066 | 008 | 0055 | 0064 | 0066 | 0078 | 008 | 0072 | 0083 | 0.075 | 0.000
E 1. B8 AnpHAYHE(T)
Table 11. Total cause & effect matrix(T)
D1 D2 D3 D5 D6 D7 D8 D9 D10 D11 D12
D1 0362 | 0433 | 0506 | 0438 | 0425 | 0450 | 0496 | 0485 | 0531 0459 | 0462 | 0.395
D2 0419 | 0325 | 0479 | 0412 | 0419 | 0440 | 0459 | 0453 | 0484 | 0421 0423 | 0.338
D3 0390 | 0373 | 0372 | 0390 | 0412 | 0436 | 0446 | 0452 | 0484 | 0408 | 0407 | 0.330
D4 0366 | 0339 | 0405 | 0279 | 0346 | 0376 | 0382 | 0382 | 0415 | 0.351 0348 | 0287
D5 0.361 035 | 0418 | 0353 | 0297 | 0397 | 0408 | 0398 | 0432 | 0.351 0357 | 0302
D6 0302 | 0284 | 0334 | 0298 | 0310 | 0269 | 0344 | 0.351 0.391 0294 | 0290 | 0237
D7 0.320 0.311 0.367 0.317 0.333 0.369 0.305 0.381 0.408 0.331 0.332 0.268
D8 0.314 0.297 0.367 0.306 0.327 0.363 0.39%4 0.298 0404 0.325 0.324 0.269
D9 0.348 0.339 0414 0.344 0.363 0411 0415 0412 0.353 0.354 0.343 0.291
D10 | 0383 | 0380 | 0433 | 0370 | 0378 | 0397 | 0419 | 0413 | 0439 | 0314 | 0397 | 0312
D11 0.391 0383 | 0436 | 0380 | 0383 | 0398 | 0420 | 0414 | 0445 | 0398 | 0316 | 0.320
D12 | 0357 | 0345 | 0414 | 0339 | 035 | 0.381 0404 | 0408 | 0421 0374 | 0366 | 0.244
T 12 UHC|E A= EQ|of ZAstel olnbztA Znf Iv. Z&t olujziy EA
Table 12. Cause & effect analysis result of defects
code Defects D R D+R | D-R ATZTES 5 il =
D1 | Incorrect Logic 544 (432 |976 | 1.13 41 BHIEl= 2Bl 28 el E4
D2 | Incorrect function 507 (416 |9.24 091
D3 |Task management |4.90 [494 [984 [-0.05 TAgE a9 38 B4std YAS(D-R)8LI0]
D4 | Exception handling |4.28 |422 |850 0.05 &4 ol AY wtA Qe Agolgd, tE 4
D5 |Internal SW interface | 443 |4.35 |878 | 0.08 o L o= HEE A o o
D6 | Extemal Inteface_|3.70 469|839 | 098 ?i‘ﬂ] BYE 1 = lgjj f?f:} T_;:’lﬁ}. iy
D7 | Device driver 404 [489 [893 | 085 AED-R)IEQ # ol AL 2 ghel AFe HE
D8 | HW interrupt 399 [485 [883 |-086 AgbollA 7 B IS HRIY33] B =1
D9 | Timing error 439 1521 1959 |-082 e Zg4 vzg 2 AR (Flash Memory &
D10 aaeﬁofys'“ared 464 438 902 | 026|  File System) A%, 91917 2](Exception Handling, D4),
D11 |Dynamic memory  |468 [436 [905 | 0.32 e &AZES]  QUE#H o) X(Internal  Software
D1 | Flash memory & File |, o [a00 a0y | g Interface, D5), &ZWXE ZA3H(Dynamic Memory,
system D11), dlolg A % FHuEZ|(Data & Shared
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2y A% ¢ % FF o] & ZoE Yy

AJER-C) L Fol 5 gholAY & 2T
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(Effect) TFol2ta il & AFoME 95 <UH
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A% w08 FFE wWol e ZoE FAHUTH

A k] ABAATE W AT wEel, A
o FA6HY, A Agde e AZoeERE o

ol Ao BRI 9% AUBo] st Y=
92, A2 EE, 9 el ol gtk W
o F QAEislol o] Al Atkw AgAT} U
S 715 LHAE T2 A5l Base BA
H AT 5 3, 9% AZHAA A5 P
& AR FAR, AT FAHA FUG BAS U
AN2 5 genz AY Fod Aol ol
g % gl

FWAR 208 A% Sudl AHYEE,
Blole, 0 08 U], QMBS APERS §
of Sheglof ABHET} EASH, APATE A
EE Ag $9S A4 A4sok Bk Bk A
E Aol Al WA S BA 2
Fglome Fad Aol olag 4 Uk

Flash
memory &
File

1.0

System

-1.0

L Exception
0-3
Interna
S/wW
interface
0.0
-0.5

. Task
\V"'. L/ Managem
Device \ i
driver Timing
error

J8 3 gHicl= AZEgof Zgh 7kl QlofA T

Fig. 3. The casual and effect diagram of embedded software defects
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Table 13. Opinion of key defects of embedded experts

Defects Experts Rank of
112 | 3|4 ]| 5| 6 | defects

Incorrect Logic 0 o7
Incorrect function 12
Task 0 o| o ol|5
management
Exceptlon ololo 6
handling
Internal SwW o .
interface
External Interface olo|O|l O] O3
Device driver ol O] O ol 0|2
H/W interrupt olo|lOo|O]O|O|1
Timing error O] O O]l 0| O|4
Data & shared o 9
memory
Dynamic memory| O 10
F!ash memory & ols
File system
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