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Abstract

The blockchain technology is attracting attention as a core technology of the 4" industrial revolution, and it
provides trustworthiness and high availability through a decentralized structure without a centralized trusted third party
and a distributed ledger based on participants’ consensus. Various attempts are being made to apply blockchain in
logistics, medical, and public sector as well as cryptocurrency and finance. However, in order to meet the
expectation, it is necessary to develop the core technology, especially in the security area. In this paper, we analyze
blockchain technology and representative blockchain platforms, and discuss current levels and problems. Especially, we
analyze various security threats and propose corresponding countermeasures to solve them.
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