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Abstract

In the fourth industrial age of the future, large amounts of unstructured data will be handled, and data
deduplication technology for cost reduction of cloud storage will become an essential element technology. However,
current data deduplication technology is structurally vulnerable to privacy protection issues. In this paper, we point
out the problem of privacy vulnerability that can occur in current data deduplication technology. So, we propose a
new data deduplication technique to solve this problem. The proposed scheme is secure against meta analysis attacks
because it does not store the mapping structure between users and files on the server. It is also possible to prove

ownership of the file based on the user's PIN, and secure for insider attack and sniff attack.
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Table 1. Notation

Abbreviation Description

UserlD User's ID

SID Session ID

PK Pre-shared encryption key

File File to upload / download

Filehash The hash value of the original file

FHV Hash value for Filehash

FilePath The full path of the destination file

PIN Value required to verify user ownership
ReflD Reference value stored in the meta server
H(-) Result of hashing a specific value

E()¢ Result of encryption processing with key K
D(-)f Result of decryption processing with key K
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Table 3. Performance test environment

CPU Intel 15-3470 @3.2GHz
RAM 4GB
0/S Windows 7
Language Ct+
Hash Algorithm Merkle Tree (SHA-1)

¥4 M5 54 Zutdn
Table 4. Comparison of performance measurement results
Method 50K | 100K | 1M | 5M | 10M

Merkle Tree 150 | 142 | 317 | 749 | 1790
Merkle Tree + ReflD| 241 | 242 | 358 | 896 | 1901

1000

P
, 1 |
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Fig. 9. Perfomance measure result
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