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A Study on Real Time GPS Jamming Detection Possibility Using
Commercial GPS Receiver and Military EGI Receiver with
Anti-jamming Function
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Abstract

The GPS(Global Positioning System) receiver has long been a essential equipment for commercial and military
platform systems. GPS jamming to disable these GPS receivers has also been a very serious threat for many years. It
is very difficult for a system equipped with a GPS receiver to independently detect GPS jamming in real time. The
GPS receiver is vulnerable to GPS jamming because the distance between the GPS receiver and the satellite is much
longer than that the GPS receiver and jammer. Since the jammer signal power is much higher than the GPS satellite
signal power in terms of signal power, the GPS receiver may be vulnerable to jammer even if the GPS processing
gain is considered. This paper analyzes Jamming signal to satellite Signal Ratio(JSR) in GPS receiver for GPS
satellite and jammer signal. In order to detect GPS jamming in real time on an independent platform through this
analysis, we propose a new method consisting of commercial GPS receiver and military EGI(Embedded GPS&INS)
system.
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Table 3. Channel gain [dB]
Channel 1| Channel 2 | Channel 3
GPS 4412 4512 55.12
Jammer Noise 6.06 -31.44 -26.44
Deception 24.62 -12.88 -4.88
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Table 4. Received power of each channel [dBm]

Channel 1| Channel 2 | Channel 3
GPS -84.86 -83.86 -71.69
Noise -91.33 -128.83 -121.66
Jammer -
Deception |  -72.77 -110.27 -100.10
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(c) Deception jamming
a8 16, MYER] &x| 51H of
Fig. 16. Jamming detection equipment display example
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