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Abstract

According to the coming of era of big data, the importance of data analysis is increasing. This trend emphasizes
the importance of managing and controlling confidential information such as personal information derived from nations
and companies. Research for ‘Fully Homomorphic Encryption’ which is able to operate encrypted data without
decryption to counter this trend is active. In this paper, we compare the features of HElib, TFHE, and SEAL, which
are representative libraries of Fully Homomorphic Encryption. We also implement the addition and comparison
operations of the encrypted numerical data using the libraries and compare the performance. Based on the results of
these features and performance comparison, we provide basic data that can be used for selecting application fields of
each library.
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START Addition
(result, n, ic[])

result=KoggeStoneAdder(ic[0],
ic[1])

RETURN
result

FullAdder(ic[i*3], ic[i*3+1],
icli*3+2])

ic[i*2]=ic[i*3]
icli*2+1]=ic[i*3+1)

i=i+1

n=(n/3)*2+(n%3)

% 1. ok 7hel o Mt ¢ElE
Fig. 1. Addition algorithm for multiple binary numbers
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HElibAdder(result ic, n{
/input value: ic, n
//Output value: result
while(n>2) {
for(int i=05i<n/3;i++){
FullAdder(ic[i*3],icli*3+11,icli*3+2], pubkey, C)
*iclix2)=+icli=3];
+iclix2+1]=icli3+1];
}
n=(n/3)+2+(n%3);
1
KoggeStoneAdder(result, icl0], icl1], pubkey, ©);
}

a7 2. HElib 320it HA 94k oALZE
Fig. 2. Pseudocode for 32bit addition in HElb
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Table 2. Parameters of functions used in HElb

Function Input value Output value
HElibAdder() ic, n result
icli=3], iclix3+1], icli+2],
FullAdder( icli3+2], pubkey | icli2+1]
KoggeStoneAdder() |icl0], icl1], pubkey, ¢ | result
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HElibB4Adder(result, ic, n){
/input value: ic, n
/[Output value: result
for(int j=0; j<2; j++)
while(n>2) {
for(int i=Osi<n/3;i++){
FullAdder(ic[jlli=3], iclillix3+1], icljlli+3+2], pubkey, c);
scljlli=2l=+cljlli<3];
sic[jllix2+11=+icllix3+1];
}
n=(n/3)+2+(n%3);
}
KoggeStoneAdder(ic[jl[0], icfjll1], pubkey, ¢);
if(j==
KoggeStoneAdder(result, ic[1][0], icl0]l0], pubkey, c);
}
}

}

38 3. HElb 64bit SA A4t oALRE
Fig. 3. Pseudocode for 64bit addition in HElib
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TFHEAdder(result, ic, nb, n){
/Input value: ic, nb, n
/[Output value: result
while(n>2){
for(int i =0; i <nb; i++){

FullAdder(icn-21(iL,icin-31(il,icin-110il,icln-21Ii],
icln=3[(il, keyset);

}
n-—;

}
for(int i =0; i<nb; i++)
KoggeStoneAdder(result, icl0llil, icl1]lil, keyset);
}

O8 4. TFHE 4 oo oAz E
Fig. 4. Pseudocode for addition in TFHE
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Table 3. Parameters of functions used in TFHE

Function Input value Qutput value
TFHEAJder() ic, nb, n result
icln=110, icIn-21[i], |icin-21li] (carry),
Fulldder() icln-3][il, keyset icln-3]li] (sum)
iclollil, ic[t1il,
KoggeStoneAdder() keyset result
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SEALAdder(result, ic, n){
//input value: ic, n
//Output value: result
for(int i=n-1; i > 0; i)
icli-1]= evaluator.add(iclil,icli-11);
!
result = icl0J;

}

JO% 5 SEAL M ot AR E
Fig. 5. Pseudocode for addition in SEAL
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Table 4. Parameters of functions used in SEAL

Function Input value Qutput value
SEALAdder() ic, n result
ada() iclil, ic [i-1] ic [i-1]

Ae vl E 5t Y = di] 9§
HElib?} TFHES|A &g KSAS} Full AdderE 7t
1314 34308 wo] A7 4 ZAdolt}. KSAY
HAF AIZHS HElbo] TFHE Rt} oF 2ujo] dAak A
Zto] 22FNom Full Adderd] G4+ AJZF ZA o
A= TFHE7} HElb Rt} oF 3uje] A4kAzhe] &
85 Ao FotE .
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Table 5. Execution time to add three numbers in HElib
and TFHE

Execution time Ful Time to add tree
per Library | KSA Adder numbers (KSA 1 time,
(seconds) Full Adder 1 time)

HElib 120 7 127
TFHE 63 22 85
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W AR $5E o NE B Qs F3 4
spolt}, 7FEZE 304 1024709 WY A4 &
of Mg veila, A2Fe 73 AR)E Y
U pE A4 SAHE Altolzta & o logpE
UehAt). HElb?} TFHEOIA B4l ¢14ke] 4230 A
e KSART Full Adder 73] 3] &S
7] el 7ME 2] At ALTE F
Bejgle] A8 A7k zho)7} AZITL

webA ozl nfe Sl Asks ST o
HELbS oF (n2)*tt; 27} £8F AOE o251
TFHEE ¢F (n-2)*G*)+,/227F £8F ZHOE o
259t ol uigo g ¢ Ag A, 67] o)
5 A4 Aol= HElbo] TFHERTE ¢F (2nt4)
2% WE TlA date] JhEd Aoz vhoty
ALt

a9 7904 B He} o] SEALL Uldh= 7
of ME7t F7VEel wek A AftE dygdoes
3718 BRItk SEALS HElbRETE °F 160047}
w2 Ao mHetEiTh

U}o]

2ol

o=

AN o
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T'_:J:?' Number of operations

2 4 8 16 32 64 128 256 512 1024
~TFHE 0.3791.585 3.17 4.459 5.833 7.267 8.2769.476 10.6411.87
“HElib 6.807 6.82 6.8466.8586.883 8.17 8.8429.606 10.4911.44

J& 6. HElib, TFHEMIA 320it GiAl odAF AjZF H|I
Fig. 6. Comparison of execution time for 32bit addition in
HElb, TFHE

1% 8% 11 9= HElib¥ TFHESIA 64bit ¢H&
2 o A9 SEALAA] 03 2% 19 W daste
AR g AE GAl A4k 3 Asjo|t)

Time(log,p)
4

Number of operations

3 4 8 16 32 64 128 256 512 1024
SEAL -4.14 -3.34 -2.06 -1.25 -0.35 0.848 1.722 3.178 3.753 5.463

% 7. SEALOIAM 32bit G4l o4& A[ZF H{W
Fig. 7. Comparison of execution time for 32bit addition in

SEAL
Time(log,p)
14
12
10

Nurnber of operations

3 4 8 16 32 64 128 256 512 1024
“TFHE 6.9097.2418.6079.235 10.9 11.1812.4713.4614.4615.46
“HElib 8.0448.0778.3648.8019.3889.76710.9811.8911.9813.03
J& 8. HElib, TFHEMIA 64bit A A& A[ZF H|
Fig. 8. Comparison of execution time for 64bit addition in
HElib, TFHE

Time(log,p)
4

MNumber of operations
3 4 8 16 32 64 128 256 512 1024
‘SEAL-4.64-2.84-2.06-1.25-0.250 .8481.7222.7783 7534 763
% 9. SEALOIAM 64bit G4l o34 A[ZF H|W
Fig. 9. Comparison of execution time for 64bit addition in
SEAL
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vl Aaksls e I8 113 2t

I8y HElibS 7] A3 stebulel gholl 23|
32bit A4H7EA] A LSFEE 32bit ©)4F (nb>32)9] &
s3lE ojxge AV wlwsly] fEME o
e 2bit YEES AAstY AMESTE HElbolA]
3bit o] 5 Bl AdEkE WS tea) Aok
HElbol A 32bit o)) ¥s&d I8 129 #o
TR 7P w2 AT 0bit FEEE Aot
St FAHOE A Ay, AnE ARSI

32bite] v 7S TR E o|AFEY IS
sl YaiAe 7P B2 A8Ige] 3bit 7]
o] TR AS HA vwaEty GFEY F7)7} 2
< W, Ity 32bit YR AVE EAHOR
H w3k},

HEliboll Al 64bite] 433lE o|x X, Y& Ml
= de 29 133 2ok

U o to o

START
Comparision
(X, Y ,nb)

X' = X + 2(b-1)
X' + Y = result

RETURN result[0]

[

a2l 10. nb bit S & W LT2|EF (X Y: nb bit2
&S 3HE 0fFl)
Fig. 10. Comparison algorithm for nb bit ciphertexts (X, Y:
binary number encrypted with nb bits)

Case 1. X>Y
X=1100, Y=1010
— X+Y = 1111-X+Y = 1101
socarry =0

Case 2. X=Y
X=1100, Y=1100
— X = 1111-X = 0011
~cary =0

Case 3. X<Y
X=1010, Y=1100
— X' = 1111-X = 0101
cocarry =1
% 11, 4bit B AMC| 0fA|
Fig. 11. Example of 4bit comparison operation

) Cipher Cipher Cipher
C(Islle; zt :: )A text A, text A, PO textA
(32 bit) (32 bit) (32 bit)

: Cipher Cipher
c'p(i;irl:ii’;t A . text Ay text A
(32 bit) (32 bit)
: Cipher Cipher Cipher Cipher
C||?51 2e ; :::(;c A = text Ay text A, text A, text Ay
(32 bit) (32 bit) (32 bit) (32 bit)

3% 12. HElibollAM 32bit O|Ate] &S &2 HEY
Fig. 12. Form of ciphertext exceeded 32bit in HElib

(XO<YO)B ((X0=Y0)-(X1<Y1)) : X<Y
When the result value is 0: X=>Y

X Cipher Cipher
CIP(}(‘;jlrbtiEtD;t N — text X, text X,
(32 bit) (32 bit)

) Cipher Cipher
Clp(girbt:);t Y - text Yo text Y,
i (32 bit) (32 bit)

% 13, 64bitel S EHE ORI X, Y H|m Of A
Fig. 13. Example of 64bit ciphertext comparison operation
in HElib
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(X Y, inverseX, NumOf32)

START HelibCompareOver32 )

i=0,j=0

True
i<(1+(Num0f32-1)*2)

True
i%2=1

com.icfi]=equalX(V(X[i/2],
Y[i/2])

B

KoaggeStoneAdder(inverseX[i/2]. Y[i/2])
|

False

J<(2*(NumOf32- False
1)+1) R j>0

com icljl= com ic[j] AND com ic[j-1]
com_ic[jl= com, ic[j] OR com ic[j-2]

B& j%2=0
False m
i

result=com ic[j]

RETURN result

3% 14, HElibol Al 320it ofatel 2t dlw L12|F (X, Y: (NumOf32 « 32) bit S ES XMEs7| fleh i)

4

Fig. 14. Comparison algorithm for ciphertext over 32bit in HElib (X, Y: An array for storing (NumOf32+32) bit length ciphertexts).

% 14 3bite] Wi AolE zte Biol
32bitd NumOf27f 2 o] dhastd Aeje A%
H U5 E X, YY Z7E vuske dagFelth
714 equalXY® 32bite] HY ¢sE F Y F
AR HEo] gho] ZeA Hlwshks ol if]
HE 00M  (NumOf32-1)*2)7MA 2 equalXY 9}
KSA7} 39 34E AAste Atk (%2=0)%
™ KSA Abo R T g9 A7|E MWL (i(%2=
=Y W equalXY GAtOE F 7o) =77} e
H 23} com ic HIEel KSAS} equalXy <4t
AES AAsL KSASF equalXy 4ol (1+
NumOf32-1)*2)H TR = com ic HWE A3
#OE ANDS} OR 4k F33t) jo W= 0
A (NumOf32-1)*2)7HA 2 (j%2=0)°]1L j7} 0X
o & 9, com ic[j-2] ® (com ic[j-1] - com ic[j])<]

Qe s A A3t P2 B YE U
2o vla G hA|eto) M)

T A f A w7 axIEs
ofefo} 2.

o~

HEliboll A 32bit ©]3F2] 2ol mb < 32)E 7}Ae=
st o4 xsh YO 2712 wimal] 151
271 Fe oRFE WIF FTE ONEY 4T
XE 7% AlF XOR A°IEQ] addCtxt® A4HE
3t inverseXZS T3k

inverseX9h Hla¥ HETFE YE KSAZ 7hbetd]
A7} ZH2 result KSAY AAEH WS carry 7
< vl A HE AR o R Higkelr] {3
resulto] result KSA[0] 7+ AA3E % 6 5
o 18 w3 29 #e Ytk

M e

HElibCompare(result, X, Y, ONEX
/nput value: X, Y, ONE
//Output value: result
Ctxt inverseX (X);
inverseX.addCtxt(ONE);
KoggeStoneAdder(result_KSA, Y, inverseX, pubkey, ©);
result = result_KSA[O];

}

3%l 15, HElbolA 326it LHe| ASE Hlw oAp
OIAIRE
Fig. 15. Pseudocode of comparison operation for
ciphertext within 32bit in HElib



140 9 59 4= golBHe 4% &4

I 6. HElibolM A2 E= &=l o7l B
Table 6. Parameters of functions used in HElb

Function Input value Output value
HElibCompare() X, 'Y, ONE result
Y, inverseX,
KoggeStoneAdder() pubkey, © result_KSA

HElibCompareover3?2 (result, com_ic, NumOf32, X, YA
/nput value: NumOf32, X, Y
//Output value: result
for(int i=0; i<(2«(NUmOI32-1)+1); i++){
if(i%ZZZO){
//Perform an operation for (X[i/21<Yli/2])
comparison
Cixt inverseX (X[i/2));
inverseX.addCixt(ONE);
KoggeStoneAdder(com_iclil, YIi/2],inverseX, pubkey,
ch
}
else if(i%2==1){
/[Perform an operation for (X[i/2]=Y1i/2])
comparison
equalXY(com_icli], YIi/2], X[i/2], pubkey, c);
}
}
for(int i=0; i< (1+ (NumOf32-1) =2) ;i++){
if(i>0 && 1%2==0{
«com_iclil.multiplyBy(xcom_icli-1]);
com_iclil.addCtxt(xcom_icli-2]);
}
}
result==com(1+ (NumOf32-1) +2J;

}

16. HElboll A 320t of&te| S & Hlul o4&t
S[AIRE

Fig. 16. Pseudocode of comparison operation for
ciphertext over 32bit in HElib

¥ 7. HEboM AtRE= g2l o7l Ha
Table 7. Parameters of functions used in HElb

Function Input value Qutput value
HElibCompareover3? () ;on\w{_m, umOR2, result
KoggeStoneAdder() Y[i/2], inverseX | com_icli]
equalxY() Yii/2], Xil2l com_icli]

B walaA} sh= 420 F7)7) 3bithoh 2 Wl 9
o] 1% 149 ¢SS wet Hln IS S
o} 3bite] @Y dEE F Y AN HEY #

o] ZLAE MW= T equalXYE T3S
om bt HES NumOf2HE ¢EdiEo] vl
X, Yo AR Atk io WA= 04 1+
(NumOf32-1) #2402 Qe 7} #<=o] 7 o]
W okashe 32bit ORI X[i/2]9F 27-1%S o] XF
2 33 4T F ONEF addCtxtZ XOR SA4kgh
S inverseXoll ARSI, inverseX2t YE KSASAH
& T Fo Ve vt equalXYS
KSA 4kt 2E Ad= #l9 com icoll ARSI
equalXYa} KSA $4ke] & EJME W 13 149
dnEFS wet ﬂl*&oﬁfﬂ 7 o oY
He %ﬁ s YERdT

HE= 999 nb bit®] ¢5stH o]x4E wld
X[]ﬂ G y[ol AAet dzsly o)A v
X9 A4 12 45313 ONES XOR 4Fste] i

4 inverseX[]o] AZSE KSAE 53] inverseX[i]<}
(12 A48 27 32 result KSA[i]o] A4
vl npA e cary FQ1 Y[0]] FHOE
Atk E 82 T 4 w29 fe u
ok

N =<
mlm

4 N

mﬁ
K
rlr

[e)

1
Fl:l

k)
=

TFHECompare(result, X, nb, inverseX, One, keyset{

[finput value: X, Y, nb, inverseX, One, keyset

Jloutput value: result

for(int i=0; i<nb; i++) {
bootsXOR(&inverseX [il, One, &X[il, keyset—>cloud);
KoggeStoneAdder(result_KSAIl, &YIil, &inverseX[il,
keyset);

}

result = result_KSA[Ql;

}

% 17. TFHE B M SJAIRE
Fig. 17. Pseudocode of comparison operation for
ciphertext in TFHE

# 8. TFHEOIAM ALEE= &2l o7 B4
Table 8. Paremeters of functions used in TFHE

Function Input value Qutput value
TFHECompare() éng!b,k(i%r;\éirtse, result
bootsXOR E)er;/es’et%[ﬂéloud i(r;(\ﬁrzgxgi%,
g;)%geStoneAdd :gi;sier;versex[i], result KSAI]
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Timellogzp)
14

12
10
8
6
4

2

o Number of operations
o 4 8 16 32 64 128 256 512 1024
“TFHE 0.379 1.585 3.17 4.4595.833 7.267 8.276 9.47610.64 11.87
“HElb 6.807 6.82 6.846 6.8586.883 8.17 8.842 9.60610.4911.44

1%l 18. HElb, TFHEMIA H|W oA A|ZF H|W
Fig. 18. Execution time of comparison operation in HElib
and TFHE.

0

18 HElib¥} TFHESA 3
AAE B3 nb bite] ¥astH o] X9} Yo H]

10249 M2 Yepla, 25 59 A]ﬂ(z%
Uell® pE A4 Z4E Alzto
Z Uit

HElib2 974 75e B3 B2 dabe s3]
ol HE 7t STkl = 3 Algke] Aol A

E 9 M5 HlnE st M A H

A gokty. I8y TFHEE A% 75S AlSsHA
ool HIE F7} S7VE4E 8 Aol F7hshe
ANE HHFTh 256bit ©15te] oA TFHESY H
W ALt FIAZEo] o WREARE 256bit o4O E
H 5229 BE 471 Z718 o] HElbe] TFHE
no w2 diksls ZoZ ot

& GAE F3 HEbS TFHEE Wl 94+ &
1;4_7;% :rLz‘sﬂﬁl- _/I: 011;]_3 7—]£ ol— _/I: 91(}1;(]1:

M gl
SEAL-2 Noise Budget= _T’_E% g o KSA 7ES 5
gkl Akl B7HsT ACE upetH o
Iv. 2lo|EE{2|e] oA Zn} H|
B oA 3704 BiAl Aibst Blal ALke
e HluE HFH R Asto 7 golHH g
A Hludth & 9= 7 golBygEY 45
Hlwaty] ffs) 289 sefr|H, A4l A8" &
1YE, dabs T g HE Zojo} Ji,
a8 Y e Ay Folth
E 99 374& 83l AAS HElb, TFHE L
2]2 SEALS| 32bit9} 64bit Aol T 79 TiAl
Aqt vl A= I8 6990 YERATH

Table 9. Overall environment analysis for performance comparison

HElib

TFHE SEAL

slot = 1200, security level = 93,

poly_modulus = 1x"2048 + 1

Parameter L =05 8205 lambda = 100 | (x2048+1), plain_modulus = 1 << 8
’ (28), coeff_modulus = 2048
y Combination of Full-Adder (n-2) times and . - ,
. Addition Koage-Stone Adder 1 fime Multiple usage of function ‘Adal)
Algorithm -
) compare the size of two encrypted number from last )
Comparison can not be implemented.
carry value of Kogge-Stone Adder
Addition Bit length of encrypted number: 32bit/B4bit
Range of the number of encrypted number: 3 ~ 1024
Encrypted . Bit length of encrypted number : 2 ~ 1024bit
Comparison )
the number of encrypted number: 2

Form of number Random number

Experiment environment LTS

Intel i7-6700 3.40GHz, 16.0GB RAM, Ubuntu 14.04

Intel i7-6700 3.40GHz, 16.0GB RAM,
Windows 10 pro

Language CHt
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3709 gloludeEe A4t ATt SIS
FAgko] Ao w F718lal, HIE dite]
S+ HELbI} TFHEOIA SAl <dske]l =8
KSAKT} Full Adder 58 3ol FFe &
o 7Ht A7 A-DSE T ogolHegY 4
5@ AZE Ael7t AR o]-g nlle BlAl

< T3S Wl HElibS oF (n-2)*t+ 27}
74 07 o251 TFHEE o (n-2)*(3*) /227

29 7o =HUTh

ol HiE o R 3 B AFP| AAEE 67) ol
o] FE A4kt Aol HElbe] A4HETT} (2n+d)
227t WE AR SAEHUT Azle AL
< 71822 3} SEALYA+= HElb R} F 1600
uj Wk A d4to] Thedk o E BetE It

0. HEIlb TFHE 2|21 SEALOIA] Bl Qidtof ALS

Table 10. Available functions for comparison operation in
HElb, TFHE and SEAL

Support function HElib TFHE SEAL
Comparison operation @) @) X
Bootstrapping ) 0 X
Bitwise operation ) ) X
Bitwise operation Gate ) @) X

£ 102 2 goju s v A 78 ks

A3l £ =EollA A83 KSAE ¥
Asks Q= S, nb bite] $E KSA

2 04/&% W Zagk $A4 e 1+2lognb¥
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