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Abstract

The cyber security of Internet of Things(IoT) is inherently vulnerable since it includes diverse physical components
and several types of technology elements such as communication/network technologies, service API technology, and
user interface technology. This paper analyzes the security vulnerabilities and threats in IoT environments, and
performs the security modeling and presents the results. The aim of security modeling is to derive the requirements
and corresponding technology for security control of the system being developed by analyzing threat elements and
attack possibility in advance. Accordingly this paper analyzes threat of each component for the [oT by STRIDE
modeling and constructs attack trees by analyzing attack examples for every threats. Finally it proposes the security
requirements and technology to respond against them, based on the analyzed threats and attack examples, and presents

the security requirements for the typical applications for the IoT.
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surface

Attack Surface

Potential Attack Path

Ecosystem Access
Control

frust exploitation attack, access
control system attack

Device Memory

password attack, credentials-based
attack, encryption key attack

Device Physical

firmware extraction, attack by using
CLI, privilege escalation, storage

Intertaces media integrity attack

Device Web SQL |n1§ot|on, cross-site scripting,
cross-site request forgery, user

Interface

information disclosure

Device Firmware

sensitive information and URL
disclosure, encryption key attack,
firmware information disclosure

Device Network

information disclosure, attack by
using CLI, injection, denial of

Services service, service information
disclosure, buffer overflow
SQL injection, cross-site scripting,
Administrative cross—site request forgery, user
Interface information disclosure, 10T Botnet

attack, spoofing attack

Local Data Storage

data confidentiality and integrity
attacks

SQL Injection, cross-site scripting,

Cloud Web cross—site request forgery, user

Interface information disclosure, pass word
attack, spoofing attack

Third-party personal information disclosure,

Backend APls

device and location information
leak

Update Mechanism

update mechanism attack

Mobile Application

user information disclosure,
password attack, storage data
attack, spoofing attack

Vendor Backend
APls

trust exploitation attack, spoofing
attack, injection attacks

Ecosystem
Communication

loT healthcare security attack,
ecosystem commands attack

Network Traffic

routing attack, DoS attack, Sybil
attack
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Table 2. loT vulnerability elements by STRIDE
classifications

STRIDE

loT vulnerability elements

cross-service attack; worm, virus or
malicious code access; ecosystem trust
and/or access control system attack,
device memory password and/or
credential attack

cross—service attack, transmission data
modification, application code modification,
user authentication modification, cloud
storage data (including S/W) modification,
firmware modification and distribution,
removal of device storage media,
modification of device code execution
flow

Repudiation (R) | avoiding the accountability of user
personal authentication data (password)
attack, sensitive information disclosure,

Spoofing (S)

Tampering (T)

Information transmission information interception,
Disclosure (I) | network service eavesdropping, Update
information disclosure, firmware and
storage information extraction
. device/network service attack, lack of
Denial of ) L )
. update mechanism, hiding of firmware
Senvice (D) .
version and the latest update date
Elevation of .

. account access through interface
Privilege (E)
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Table 3. Analysis of attack possibility by OWASP Top 10
vulnerabilities

OWASP
order

number of
threat 1814 (16104 (219 |7 |13]|6
elements

attack

.. |H|{L|H|{M|L|H|[M[M|H|M
possibility

(Legend: H: High, M: Medium, L: Low)

E 4 loT oM debd Hob QpAtsH

Table 4. General security requirements in loT
environments
Threats Security Requirements
Enforcement of strong password policy
for the Thing, account lockout
Spoofing mechanism, authentication, password
recovery function, security analysis of
application code
Protection of application code for XSS,
CSRF, SQL injection; security event
Tampering notification, update capability of
application/software, secure update,
update validation, physical access policy
Repudiation | authentication, audit & usage logs
. secure storage of credentials, use of
Information . )
) modern encryption techniques, secure
Disclosure )
data storage, encryption of transport data
DoS port access policy
. Enforcement of strong password,
Escalation of .
Privilege Authorization based on the access
9 credentials, two factor authentication
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Table 5. Main security issues and requirements for the Table 6. Main security issues and requirements for smart
connected vehicles grid

Main Security Issues

Corresponding Security
Requirements

Corresponding  Security

Main Security Issues Requirements

exploit an unauthenticated
AP, exploit mobile
application vulnerability,
spoof sensors

vehicle platform security,
protection of control
systems

modification of MCU,
T | Self-Driving Vehicle
code; malware installation,

protection of control
systems, hardware
security controle.g.,
MCU), software security

R | spoof a CV's sensor

security of roadside
equipment and
infrastructure, security of
messaging and
communication protocols

monitor messaging traffic,
vehicle location, regular
routes, and duration of
stay

security of roadside
equipment and
infrastructure, security of
messaging and
communication protocols

infection of ransomware
to restrict/imit use, DoS
D |against traffic infrastructure
(jamming), creation of
botnets in RSUs

interface security,
configuration security

E | password attack

both local and remote
authentication/authorization
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secure device/meter
authentication policy,
system/application software
digital signature, identity
management, access control,
authentication, accounting

identity spoofing,
unauthorized access

risk profile reduction, input &
output validation, session
management, data privacy &
integrity, access control,
confidentiality, accounting &
logging

R | impersonation of thing | non-repudiation, authentication
data eavesdropping, | secure communications,
privacy issue confidentiality, user privacy
availability issues, QoS policy, availability,
physical attack access control

device authorization | device/meter authorization
issue policy

data tampering,
software/firmware

T | compromise, malicious
code infection,
physical attack
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Table 7. Main security issues and requirements for smart

health

Main Security Issues

Corresponding  Security
Requirements

ownership of information,
authenticity and

S | authentication, imposter
agent, illegal use of
resources

encryption and
watermarking techniques,
accurate identification of
each person,
authentication, access
control, accounting

ownership of information,
unauthorized alteration of
resources, file deletion,
corrupted data

data integrity, access
control, confidentiality,
accounting, data accuracy,
fraud control, health
record management, data
interoperability and
information security

R | medical insurance fraud

non-repudiation,
authentication

ownership of information,

curiosity, data breach by
insider, data breach by
outsider with physical
intrusion

accident disclosure, insider

HIPAA minimal disclosure
principle, confidentiality,
user's privacy, secured
data disclosure, advanced
encryption algorithms

unauthorized intrusion of
network system

availability, access control

escalation of healthcare
E | service and/or insurance
coverage

authorization
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